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FEATURE DESCRIPTION

Admin API Access The API Access section is displayed in the Admin Settings when

70.928].1 editing an administrator on the Admin Settings page. The API Access
section is used to generate an AppID and Secret to enable an
administrator to access an application programming interface (API).

Admin Settings

Admin Name
system

Lock Dut

Force Password Chanpe

Acceas Type

SystemAdmin hd
APl Access

Description ApplD Created

AP d3473775-db62-4456-0612-e360469d75c3 08202025 01:15pm T

Add AP1 Access

Reset Password Save Close

Roles displayed in Role names are displayed next to the contact names in the message
message history history on the Message Information page. The role name indicates that
70.928].1 the contact was assigned to that role when the activity occurred.
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081672024 1:04:52 pm

Role Icons in Group
Licenses Table

7.0.9144.3

Roles Search
Parameter in Reports

7.0.9144.1

From: Andrea Ward

To: Aftending Physician
Priority: High

Read: No

Completed: No

Attachments:

Extra coverage is needed

08/M6/2024 1:04:52 pm Read Andrea Ward

08M6/2024 1:04:52 pm Taken Andrea Ward

08/19/2024 12:49:38 pm Deli ‘m.ﬂah i
081912024 12:49:36 pmRead[{Aftending Physician)Jsarah Zimoneck

08/21/2024 3:16:23 pm Delivered Andrea Ward

In the Group Licenses table on the Licenses page, a role icon 4&* is
displayed in the Group column for groups that have the optional Role-
Based Messaging feature enabled.

Group Licenses

Account ID Group  Name Allocated  Attachment Size  Licensed Contacts  Unlicensed Centacts
000.00.0000 0 General Hospital Not Available 24 0
111.11.1111 1 Mercy Medical Center 200 10 MB 131 0
222222222 2 MMC Family Dentristry ~ 85 20 MB 80 0

In the Reports page, the Roles parameter is displayed when the Group
Message Details, Group Messages, or Group Messages - Formatted
report is selected.

Report Selection

Report name:

‘Start date:

End date:

Group Message Details

05/01/2025 12:00 AM

05/27/2025 12:00 AM

Contacts:  SelectAll Clear Selections Search:
Alan Caspar |

[ Andrea ward

Angela Massey

Groups:  SelectAll Clear Seleclions o
[l General Hospital

Mercy Medical Genter Network (MMCHet)

Real Estate Company

Roles:  Select Al Clear Selections —
Aftending Physician

Cardiac Doctor

Cardiac Nurse
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The Roles parameter is used to indicate which roles’ data should be
included in the report.

Role Icons in Groups In the Groups table on the Groups page, a role icon 28+ is displayed in

Table the Group column for groups that have the optional Role-Based
7.0.8892.6 Messaging feature enabled.
Groups

Show 10 + entries Search

Group I Name Account ID Allocated Licenses

o} General Hospital 19.0.0000 0 Edit Delete
3 Mercy Medical Center 19.3 0000 50 Edit Delete

29 Real Estate Company 19.29 0000 15 Eait Delete

Showing 1 to 3 of 3 entries Previous Next
Delete Role Prompt When deleting a role under the Roles tab on the Groups page, the
Requires Role Name to  Delete Role prompt requires you to enter the name of the role as a
be Entered security measure to prevent accidental role deletion.
7.0.8892.5 Delete Role

Please enter the name of the role to confirm deletion

Attending Physician

Enter the full role name in the field, including the correct
capitalization, spacing, and punctuation.

Click the Delete button to permanently delete the role.

Role Resync Button The Resync button is displayed under the Roles tab on the Groups
7.0.8892.5 page.

Group Properties - Mercy Medical Center

General Password/Passcode Contacts Device Menu Permissions Phrases Roles Email Messages Exit
+New #Edit T Delete
Roles Assigned Contacis

Attending Physician Andrea Ward

Cardiac Dr. On Call Erica Sorenson

The Resync button is used to refresh the list of roles in the Roles pane
and the list of contacts in the Assigned Contacts pane.
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Server IP Field
Renamed “URL”

7.0.8892.5

Hidden Text in Auth
Token Field

7.0.8892.5

Hidden Fields in eMail
Registration Settings

7.0.8892.4

Event Audit Table
Renamed “Event Log”

7.0.8892.4

Admin Settings Groups
Select All/Select None
Hyperlinks

DESCRIPTION

In the IS Connection settings on the Connections page, the “Server
[P” field has been renamed “URL.”

The URL field is used to specify the Uniform Resource Locator
(URL) of the ASM Web Service in order to connect to Intelligent
Series (IS) version 5.7 and later. To connect to an older version of
Intelligent Series, the URL field is used to specify the Internet
Protocol (IP) address of the IS Server.

Characters typed in the Auth Token field in the IS Connection settings
on the Connections page are now hidden for security purposes.

Auth Token

The User Password and Client Secret fields in the eMail Registration
Settings pane on the System Configuration page require a button to be
clicked to display each field as an additional layer of security.

The User Password settings is displayed when the Account Type is set
to “SMTP.”

The Client Secret setting is displayed when the Account Type is set to
“MS Graph Send.”

User Password Change Password

Click the Change Password button or Change Secret button to display
a text field.

User Password %

Enter the password or secret, then click the Close icon 3 to hide the
field.

The Event Audit table on the Dashboard page has been renamed
“Event Log.”

When selecting groups in the Admin Settings window on the Admin
Settings page when the Access Type is set to “GroupAdmin” or
“Group User,” the Select All and Select None hyperlinks are
displayed.
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7.0.8892.3

Admin Settings

Admin Name

Kyle

Password

Re-Type Password

080080
Lock Out

Force Password Change

Access Type

GroupAdmin

Groups Select All Select Mone

General Hospital 19
Mercy Medical Center Network (MMCNet)

Real Estate Company

To select all groups, click the Select All hyperlink.
To deselect all groups, click the Select None hyperlink.

Dashboard Manual The Refresh icon & is displayed in the top right corner of the
Refresh Dashboard Page.

7.0.8892.3

il Database 4 Total Contacts

144 MB 47

¥ 0% From last month

B Total Devices

42

4 2% From last month

Messages Al

v Taken Read App Versions
180

140 WebApp.
120

Ancroid 7.0.5.3
o0 Android 7.0.5.0
20

Android 7.02.0
80

w0 iPhone 7.0.5
20 A A A

P 2

The Refresh icon & is used to manually refresh the Dashboard. The
Dashboard no longer automatically refreshes.
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Renamed Settings
7.0.8892.3

Renamed Settings
7.0.8892.1

Several settings throughout the Admin Web have been renamed for
clarity and consistency.

System Configuration:

e (Changed the Authentication Mode dropdown to display
“ASM” instead of “MSM”

e Changed email registration account type from “G-Suite” to
“Google Workspace”

Contacts:

e Renamed column in Devices table from “MSM Version” to
“Secure Messages Version”

e Changed the New Contact popup to display “Amtelco Secure
Messages” instead of “MSM”

Devices:

e Renamed column in Devices table from “MSM Version” to
“Secure Messages Version”

System Events:

e Changed email registration account type from “G-Suite” to
“Google Workspace”

Groups:

e Renamed "Licenses" to "Allocated Licenses"

e Updated the E-mail templates with new verbiage and removed
MSM references

Several settings throughout the Admin Web have been renamed for
clarity and consistency.

Licenses:

e Renamed Purchase History "License" to "License Type"

Groups:

e Renamed Permission "Access Message" to "Access Messages
in Admin Web"

e Renamed Permission "Change Default Circle Name" to
"Rename Default Circle"

e Renamed Permission "Change Personal Circle Name" to
"Rename Personal Circle"
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Renamed Settings
7.0.8892.0

e Renamed Permission "Change Away Message" to "Modify
Away Message"

e Renamed Permission "Change Display Name" to "Modify
Display Name"

e Renamed Permission "Change Email" to "Modity Email"

e Renamed Permission "Change Interval" to "Modify
Notification Interval"

e Renamed Permission "Change Notifications (On/Off)" to
"Toggle Notifications (On/Off)"

e Renamed Permission "Change Phone Number" to "Edit Phone
Number"

e Renamed Permission "Change Personal Circle" to "Modify
Personal Circle"

e Renamed Permission "Change Personal Quick Phrases" to
"Modify Personal Quick Phrases"

e Renamed Permission "Change Picture" to "Modify Picture"

¢ Renamed Permission "Enable Access Gallery" to "Access
Media Gallery"

e Renamed Phrase "Phrase Editor" to "Quick Phrase"

e Renamed Phrase "Response Phrase" to "Phrase"

e Renamed Roles "Role Properties" to "Role"

e Renamed Roles "Name" to "Role Name"

e Renamed Roles "Contacts" to "Assigned Contacts"

System Phrases:

e Renamed "Phrase Editor" to "System Phrase"
e Renamed "Response Phrase" to "Phrase"

Several settings throughout the Admin Web have been renamed for
clarity and consistency.

Admin Settings:

e Renamed "Agent Login" to "Admin Name"
Away Messages:

e Renamed "Away Messages" to "System Away Messages"
Circles:

e Renamed "Registered Contacts" to "Assign and Unassign"
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System Configuration:

Renamed "Password Settings" to "Admin Password Settings"

Contacts:

Renamed "Name" to "Display Name"

Renamed "Require password change..." to "Force Password
Change"

Renamed "IS Settings" to "IS Agent Login"

Renamed "Change Password" to "Password and Confirm
Password"

Delete contact message displays "This action cannot be
undone"

Groups:

Renamed "Max Licenses" to "Allocated Licenses"
Renamed "Maximum Contact/Thread" to "Maximum Contacts
per Thread"

Renamed "IS Status URL" to "IS Web URL"

Renamed "Genesis Dialing" to "Protected Dialing"
Renamed "Genesis DISA#" to "DISA"

Renamed "Genesis DISA#" to "DISA"

Renamed "Genesis Code" to "Access Code"

Renamed "Registered Contacts" to "Licensed Contacts"
Renamed "Register/UnRegister" buttons to "Add/Remove"
Renamed "Registered To Group" to "Assigned to Group"
Renamed "Name" to "Display Name"

Renamed "Name" to "Display Name"

Renamed "Authenticate" to "Include IS Credentials"
Renamed "Phrases" to "Phrases Access"

Renamed "Roles" to "Roles Access"

System Events:

Renamed "Notifications" to "Events" in the navigation menu
Renamed "Event" page to "System Events" page
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Amtelco Secure
Messages Rebranding

7.0.8641.3

Visible and Not Visible
Columns in Registered
to Group Menu

7.0.8641.3

Contact Device Type
Displayed in Available
Contacts Menu

7.0.8641.3

As part of the Amtelco rebrand, the

miSecureMessages Admin Web has been
renamed the Amtelco Secure Messages
Admin Web and features a new logo and

theme color.

DESCRIPTION

Secure
Messages

The Visible and Active columns are displayed in the Assigned to
Group menu under the Contacts tab in Group Properties. A contact’s
Visible and Active settings can be configured in the Contact Group

Properties.

Group Properties - Mercy Medical Center

General Password/Passcode Contacts Device Menu Permissions

Account ID: 222.22.2222 Allocated Licenses: 25

search
Search for contac

Available Contacts

Select Al Clear All

Display Name Devices

[JAmy Thompson {iPhone]
[ Angela Massey {WebApp]
(O Bill Franklin

([ Cynthia Hilbrich
[JDeAnn Womson
Erica Sorenson
() James Thompsen
Kori Anderson

(O Maren Genzalez

(JMichael Allen
T RAchal Errniean

[Android]
[Phone, iPhone]
WebApp]
[Prone]
[Pnone]

Add

Phrases Roles Email Messages Exit

Registered Contacts: €)

Assigned to Group

Select Al Clear All

Display Name Visible Active| Devices

(] Andrea Ward v v [WebApp, iPad, iPhone]
[ Sean Mandti v v [WebApp, Android]

[ David Darcy v v [iPhone]

A Check Mark icon # is displayed under the Visible column if the
contact is marked visible for this group.

A Check Mark icon # is displayed under the Active column if the
contact is marked active for this group.

The Devices column is displayed in the Available Contacts menu
under the Contacts tab in Group Properties.
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Group Properties
Settings Moved from
Permissions to General
Settings

7.0.8641.1

Roles can be Added
and Removed from
Contact Circles

7.0.8641.1

optional feature

Group Properties - Mercy Medical Center

General Password/Passcode Contacts Device Menu Permissions

Account ID: 22222 2222 Allocated Licenses: 25

Search

Search for contac
Available Contacts

Select Al Clear All

Display Name Devices
(JAmy Thompson [iPhone]
(D Angela Massey [WebApp]
([ Bill Frankiin
[J Cynthia Hilbrich [Android]
(JDeAnn Womson [IPhone, iPhone]
Erica Sorenson (WebApp]
[J James Thompsen [Phone]
Kori Anderson {iPhone]
(O Maren Gonzalez
[ Michael Allen
 Pmakal B

Add

Phrases Roles

Registered Contacts: €)

Assigned to Group

Display Name

O Andrea Ward
[ Sean Mandti
[ David Darcy

Remove

Email Messages Exit

Select Al Clear All

Visible Active Devices

v v [WebApp, iPad, iPhone]
v v [WebApp, Androld]
v v [iPhone]

The Devices column displays the devices that are registered for
Amtelco Secure Messages in the user’s name.

The “Enable Device to Device Messaging,” “Use System Away
Messages,” and “Use System Phrases” settings have been moved from
the Permissions tab to the Features section under the General tab in

Group Properties.

Authentication ASM v
Mode:
Features: Enable Copying Email Addresses

Enable Copying Phone Numbers
Enable Copying Web Addresses
Enable Device to Device Messaging
Enable Dial Function

Enable Roles

Use System Away Messages

Use System Phrases

Thread:

Maximum Away
Message Time

IS Web URL:

Contact Web:

Protected Dialing

Dialing Mode:

0 < Hours 0 = unlimited

hitps /finfinity mmenet org/isweb/mobile/default aspx

https:/fasm mmenet org/ASMClient/Home/default?id=111.11.1111

Option ~

If the optional Role-Based-Messaging feature is enabled, roles can be
added and removed from Contact Circles on the Circles page. When a
role is added to a Circle, messages sent to the Circle will also be sent

to the people who are on-call for the role.

Note: The Role-Based Messaging feature requires Intelligent Series

5.7 or later.
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Administration

Configuration

Connections

Events

Groups

Licenses

Me

Reports

System Phrases

Circles

GrouplD/Account:

[3Mercy Medical Center Network (MMCNet)

+ NewCircle il Delete

Cardiology

Emergency
OBGYN
oncology
Ophthalmology
Pediatrics

Radiology

Circle Details

Name

Assigned
Contacts:

Assigned
Roles:

Cardiology

Add Contact |~ Remove Contact

Angeia Massey
Cynthia Hillbrich
Rache! Ferguson
Sean Mandti
Steven Eckert

AddRole  Remove Role

Aftending Physician
Cardiac Dr. On Call
Cardiac Nurse On Call
Lab Technician
Resident Physician

Adding Roles to a Circle
To add roles to a Circle, click the Add Role button.

The Select Roles window is displayed.

Select Roles

Attending Physician
Cardiac Doctor
Cardiac Nurse
Resident Physician

Continue

Close

Select the name of the role that you want to add, then click the
Continue button.

The selected roles are displayed in the Assigned Roles menu.

Removing Roles from a Circle

To remove roles from a Circle, select the name of the role that you
want to remove in the Assigned Roles menu.

Click the Remove Role button.

The selected roles are removed from the Assigned Roles menu.
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When you are finished editing the Circle, click the Save button to save
your changes.

Roles Settings in The settings under the Roles tab in Group Properties are used to
Group Properties create, edit, and delete roles that are used for the optional Role-Based
70.8641.0 Messaging feature for the group.

Note: The Role-Based Messaging feature requires Intelligent Series

optional feature
P S 5.7 or later.

Group Properties - Mercy Medical Center

General PasswordiPasscode Contacts. Device Menu Permissions. Phrases Roles Email Messages Exit

+new A Edit | T Delete

Roles Assigned Contacts

Attending Physician Andrea Ward

Cardiac Dr. On Call Erica Sorenson

Cardiac Nurse On Call

Emergency Dr.

Emergency Nurse

Hospitalist

Lab Technician

Obstetrics Dr. On Call

Qbstetrics Nurse On Call

Adding and Editing Roles
To add a role, click the New icon. 4+

To edit a role, click the role that you want to edit and then click the
Edit icon. #

The Role window is displayed.

Role

Role Name

Cardiac Dr. On Call

Save Changes Cancel

Role Name

Type the name of the role that you want to add or edit, then click the
Save Changes button.

The new or edited role is displayed in the list.
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Deleting a Role

To remove a role, click the role that you want to remove and then
click the Delete icon. [

A dialog box is displayed to confirm the delete request.

Delete Role

Confirmation is required to delete role

Cardiac Doctor

If you are sure you want to delete the role, click the Delete button.

Assigned Contacts

The Assigned Contacts pane displays the names of the contacts that
are assigned to the role selected in the Roles list under the Roles
Toolbar.

In order for contacts to be assigned to a role, the role must be assigned
to an on-call shift in one of the Intelligent Series (IS) applications, and
contacts must be assigned to the shift.

Notification Interval The “Notification Interval Limit” setting is displayed under the
Limit Setting General tab in Group Properties.
7.0.8641.0 Group Properties - Mercy Medical Center
General Password/Passcode Contacts Device Menu Permissions Phrases Roles Email Messages Exit
Group: 3 Notification g

Attempts:

Name: Mercy Medical Center
Notification 30 Minutes ~

Interval Limit:

Allocated 50
Licenses: Notification 20 Minutes ~
Interval:

Account ID: 1934444

Notification Interval Limit

The Notification Interval Limit setting specifies the maximum number
of hours, minutes, or seconds to which contacts in this group can set
their Notification Interval in the Contact Settings.
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New Settings in Group  New settings have been added to the Features section under the
General Settings General tab in Group Properties.

7.0.8641.0 Autnenticaton Ao ; Toreas

Mode:

Maximum Away 0 < Hours 0 = unlimited
Features: Enable Copying Email Addresses Message Time

Enable Copying Phone Numbers IS Web URL: hitps.//infinity mmenet org/isweb/mobile/default aspx
Enable Copying Web Addresses
Enable Device to Device Messaging ContactWeb:  hitps://asm mmcnet org/ASMClient/Home/default?id=111 111111
Enable Dial Function
Enable Roles

Use System Away Messages Protected Dialing

Use System Phrases

Dialing Mede: Option v

&I Enable Dial Function

The “Enable Dial Function” setting allows contacts in this group to
use the phone dial function on the Phone Dialer page in the Amtelco
Secure Messages app. If this setting is not selected, the Phone Dialer
page will be hidden for contacts in this group.

& Enable Roles

The “Enable Roles” setting enables the optional Role-Based
Messaging feature for this group. The available roles for this group
can be configured under the Roles tab in Group Properties.

M Enable Copying Web Links

The “Enable Copying Web Links” setting allows contacts in this
group to copy web addresses in the Amtelco Secure Messages app.

¥ Enable Copying Phone Links

The “Enable Copying Phone Links” setting allows contacts in this
group to copy phone numbers in the Amtelco Secure Messages app.

M| Enable Copying Email Links

The “Enable Copying Email Links” setting allows contacts in this
group to copy e-mail addresses in the Amtelco Secure Messages app.

Requirements:
= Amtelco Secure Messages Server 7.0 or later
Role-Based Messaging Requirements:

= Amtelco Secure Messages Role-Based Messaging licenses
= Intelligent Series Supervisor 5.7.8788.3 or later



