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Note: Amtelco Secure Messages will prompt all users to enter their passcodes when upgrading to
version 7.0.x, even if biometric authentication is enabled. Users with Single Sign-On
(SSO) enabled will also need to re-authenticate after updating.

FEATURE DESCRIPTION

Phone Dialer Screen The Phone Dialer Screen is used to dial a phone number.
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If the optional Protected Dialing feature is enabled, calls made using
the Phone Dialer are routed through your call center or organization
so that their number is shown on the Caller ID instead of your
device’s number.
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FEATURE DESCRIPTION

Role-Based Messaging
7.0.5.0
optional feature

International numbers can be dialed by touching and holding the “0”
(zero) key to add a plus sign (+) to the display followed by the
country code and phone number. The Phone Dialer adjusts the format
of the number to match the country code of the location you are
dialing.

Note: This feature requires Amtelco Secure Messages server version
7.0.

The optional Role-Based Messaging feature has been implemented.

Role-Based Messaging synchronizes Intelligent Series (IS) OnCall
Scheduling with Amtelco Secure Messages. Role-Based Messaging
enables Amtelco Secure Messages users to retrieve assigned resources
for IS on-call schedules, on-call shifts, and on-call roles and send
messages to everyone filling a role.

Note: This feature requires Amtelco Secure Messages server version
7.0 and Intelligent Series 5.7.
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The Contacts Screen now displays roles as well as contacts. Roles
added to a Contact Circle receive messages sent to the Contact Circle.
Contacts or roles can be hidden or displayed by touching the
Contacts/Roles buttons.
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FEATURE DESCRIPTION
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The Roles Screen is used to view the roles that you are currently
filling and to view and send messages to contacts filling roles.
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The New Message Screen contains the Send As menu, allowing users
to choose to send a message in their own name or to send a message
as a role they are filling. Messages sent to or from a role stay with the
role, not the user, allowing message threads to carry over from one
shift to the next for seamless coverage.
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FEATURE

Improved Message
Details

7.0.5.0

Copy Phone Numbers
and Links to Clipboard

7.0.5.0

DESCRIPTION

The Message Details pane that is displayed after touching a message
shows additional information.

Message Details

® - A

David Darcy Andrea Ward

| spoke with Dr. Allen about the
patient, and he has the information
he needs to proceed.

Sent: 2/27/24 12:55 PM
Completed: No

Priority: Normal

Recipients:

A ﬂ Andrea Ward Read: Yes

Delivered: 2/27/24 12:55 PM
Read: 2/27/24 12:55 PM
Completed: -

Deleted: -

The Message Details pane lists the sender of the message, the
intended recipients of the message, the date and time that the message
was sent, whether the message was completed, the message priority,
and whether each recipient read the message.

To display additional recipient details, touch the Down icon s to the
left of the recipient name listed under “Recipients.” The recipient
details are displayed, and the icon is replaced by the Up icon. A

The dates and times the message was delivered, read, completed, and
deleted by the recipient are displayed. If the message was not
delivered, read, completed, or deleted by the recipient, “--” is
displayed.

Touch the Up icon A to hide recipient details.

Phone numbers, e-mail addresses, and web addresses can be copied to
the clipboard.

Touch and hold the phone number, e-mail address, or web address.

If your administrator has given you the option to copy phone
numbers, e-mail addresses, or web addresses, a menu is displayed.
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711-555-9281

Copy to clipboard
Open

To copy the link to your clipboard, touch Copy to clipboard.
Note: This feature requires Amtelco Secure Messages server version

7.0.

Rebranding to Amtelco  As part of the Amtelco rebrand,

Secure Messages miSecureMessages has been renamed

7050 to Amtelco Secure Messages and S

R features a new logo and default theme Mee%g ‘r]e es

color. The former default blue and g
yellow theme color can be selected in
the Theme Color Screen in Settings.

Do Not Disturb When launching the app for the first time, the Do Not Disturb

Override Pop-up Override pop-up is displayed.

7.0.0.11 The Do Not Disturb Override pop-up asks if you would like

miSecureMessages to override the phone’s Do Not Disturb setting
when receiving high priority messages. Overriding the Do Not
Disturb setting allows Amtelco Secure Messages to play sounds when
Do Not Disturb is enabled.
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FEATURE DESCRIPTION

Do Not Disturb Override

miSecureMessages would like to
override your phone’s Do Not Disturb
setting when high priority messages
are received. To grant access, touch
Go To Settings, find and touch
miSecureMessages in the menu, then
touch Allow Do Not Disturb.

Android Accessibility Suite

Not allowed

Camera
Allowed

DiagnosticsTool
Not allowed

Digital Wellbeing

Allowed

Gmail
Not allowed

Google

Not allowed

Google Play services

NO THANKS GO TO SETTINGS

To override the Do Not Disturb setting, touch the Go To Settings
button to display your phone’s settings.

Select “miSecureMessages” in the menu, and then touch “Allow Do
Not Disturb.”
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Passcode Screen Help A Help hyperlink has been added to the Passcode Screen.
Link

70011 — Passcode

Enter passcode

Help

o

Touch the Help hyperlink to display the Passcode Help dialog box.

Passcode help

Please contact your administrator to have
your passcode reset.

Leave field blank if you have never set a

passcode.

The Passcode Help dialog box shows information about how to reset
your passcode and what to do if you have never set a passcode.

Touch “Ok” to close the dialog box and return to the Passcode Screen.

High Contrast Theme High contrast theme colors have been added to make it easier for
Colors those with visual impairments, such as colorblindness, to see and
70.0.4 interact with the elements on the screen.

To use the new high contrast theme colors, open the Settings Screen
and touch Theme Color. The Theme Color dialogue box is displayed.

Theme Color

GG
o o o

Select the desired theme color and then touch Save. The
miSecureMessages screens are updated with the selected high contrast
color theme.
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FEATURE DESCRIPTION
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A different color theme can be selected for each Amtelco Secure
Messages account.

Full Version Number The full version number can now be displayed. Touch the shortened
Toast Message version number at the top of the Add New Account screen ten times to
display the full version number. A small pop-up message appears at
7.0.0.3
the bottom of the screen.



New Features in Amtelco Secure Messages Android App 7.0 9
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Complete Interface
Redesign

7.0.0.0

Add New Account

miSecure Messages
Version 7.0.0
Enter Account ID 4'

Forgot your Account |D/Email Registration?

° Version: 7.0.0.10

The version number pop-up message will display for a few seconds
before automatically disappearing.

The app interface has received a comprehensive visual overhaul.
Design elements such as fonts, icons, and buttons have been updated
to better reflect modern design principles, and several screens have
been modified to make information easier to access.

miSecureMessages Toolbar

The miSecureMessages Toolbar has been simplified and now only
contains the Menu icon, account name, and Notifications icon.

‘ =  Mercy Medical Center oN ‘W

The Compose New Message icon has been moved to the Inbox
Screen, the Personal Circle icon has been moved to the Contacts
Screen, and accounts are selected from the Menu Drawer.

Passwords and Passcodes

When creating new passwords and passcodes, the complexity
requirements are displayed above the text field and the requirements
that have been met are now displayed in strikethrough text.
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FEATURE DESCRIPTION

Change password o

0Old Password

4 5

Number

Special character
New Password
( .
Retype New Password ©

Change password

The Visible @» and Not Visible &¥ icons are used to show or hide
text in password and passcode fields.

Menu Drawer

The Menu Drawer now displays user profile information in the header
and is divided into two menus: Pages and Groups.
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The Pages menu contains icons and the names of various screens
within the Amtelco Secure Messages app. Web links are displayed in
their own drop-down menu in the Pages menu.

The Groups menu contains a list of Amtelco Secure Messages
accounts that can be accessed.

New Message Screen

Subject, Priority, and Reply Mode have been moved from the
Contacts Screen to the New Message Screen to be more easily
accessible when creating a new message. Contacts can then be
searched from the Find Contacts field or selected by touching Select
From Contacts.

Find contacts Q

- Remove all 2/c0

Patient update

SELECT FROM REPLY MODE
CONTACTS All

° Enter Message (-] e

The names of the selected contacts and the message subject are
displayed at the top of the New Message Screen.

The priority is controlled via an icon in the Enter Message field.
e Touch the No Exclamation Mark icon Q to change the priority to
High Priority.

Touch the red Exclamation Mark icon o to change a High Priority

message back to Normal Priority, indicated by a gray No Exclamation
Mark icon. Q
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Requirements:

» Android OS 12 or later

= A Google account

= Google Play

= An Account ID or e-mail invitation from your Amtelco Secure Messages provider

Role-Based Messaging Requirements:

=  Amtelco Secure Messages Role-Based Messaging licenses
=  Amtelco Secure Messages Server 7.0 or later

= Amtelco Secure Messages Admin Web 7.0.8641.3 or later
= Intelligent Series Supervisor 5.7.8788.3 or later
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