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Amtelco Secure Messages in a complete on-site environment with IS and Genesis

Amtelco Secure Messages (ASM) on-site solution uses an encrypted web service to send
secure messages to Android and Apple devices. Recipients are notified about incoming
messages via customizable visual and audio alerts and view the messages through the
Amtelco Secure Messages app. Recipients can select from a list of Quick Phrases or can
enter a custom reply, which is sent securely as well. Secure messages can be initiated via a
web or mobile interface.

Amtelco Secure Messages is integrated with both Amtelco’s Intelligent Series (IS) software
and Amtelco’s Infinity automated call distribution and unified messaging system. Secure
messages can be sent from one or both of these systems. Messages sent from mobile devices
are processed by the ASM Web Service installed on your web server. Messages initiated
from the IS Server are sent to the ASM Notification Service using two Web Application
Program Interfaces (Web APIs), one connected to the ASM Service and one connected to the
IS Server. Messages sent from Infinity are processed by the ASM Service installed on your
applications server and passed to the ASM Notification Service.

When a message is sent, the ASM Notification Service sends a notification through the
Google Firebase Cloud Messaging Service or Apple Push Notification Service to the
appropriate mobile device. When the message notification arrives on the mobile device, an
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informative alert is popped, an optional audio alert is generated, and a delivery receipt is sent
back to the ASM Web Service.

When a notification is received, the ASM recipient must acknowledge the notification and
can then summon the message from the web server with the ASM mobile device app using
Transport Layer Security (TLS) encryption. Opening and viewing the message results in a
read receipt being returned from the user device to the ASM Web Service. After reading the
message, the recipient can deliver a TLS-encrypted reply through the web service and can
mark the message “Completed.” Replies are processed by the ASM Web Service.

Amtelco Secure Messages has the option to route phone calls placed from the Amtelco
Secure Messages apps through Amtelco’s Genesis soft switch to protect staff’s phone
numbers from being visible to patients.

Amtelco Secure Messages is available as an on-site solution and as a cloud-based solution.
This document covers the setup, configuration, and operation of the on-site solution.
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Amtelco Secure Messages in a complete on-site environment with IS and Infinity

Components

SQL Server Database: The SQL Server Database is used to store information about secure

messages.

ASM Service: The ASM Service receives notification of secure messages from the Infinity
and IS Servers and notifies the ASM Notification Service. The ASM Service also receives
read requests, replies, and completion notifications from the ASM Web Service. When the
ASM Service receives a read request, it pushes message data from the Infinity and IS Servers
to the ASM Web Service for display on smartphone devices. When Amtelco Secure
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Messages licenses are installed or updated, the ASM Service receives licensing information
from the Amtelco Secure Messages Admin Web.

ASM Configuration Application: The Amtelco Secure Messages Server Configuration
application is used to configure the ASM Service.

ASM Notification Service: The ASM Notification Service receives notification of messages
from the ASM Service and notifies the Google Firebase Cloud Messaging Service for
Android devices and the Apple Push Notification Service for Apple devices.

ASM Web Service: The ASM Web Service receives transmission receipts, read receipts,
replies, and completion notifications from the Amtelco Secure Messages apps installed on
smartphone devices. When a read request is received, the ASM Web Service requests the
message information from the ASM Service and displays the message information to the
Amtelco Secure Messages app on the device that sent the read request.

Amtelco Secure Messages Admin Web: The Amtelco Secure Messages (ASM) Admin Web is
used to administer Amtelco Secure Messages. Administrators can use the ASM Admin Web
to create and edit the list of Quick Phrases available to users, to set up Amtelco Secure
Messages groups, and to remove contact names and devices.

SSL/TLS Certificate: In the on-site solution, an SSL/TLS (Secure Socket Layer/Transport
Layer Security) Certificate is required on your web server. This certificate allows the ASM
Web Service to encrypt messages transmitted to mobile devices.

Amtelco Secure Messages Android App: The Amtelco Secure Messages Android app
provides secure messaging and paging services for Android devices using Amtelco’s ASM
Service. The Amtelco Secure Messages Android app receives message notifications from the
ASM Notification Service via the Google Firebase Cloud Messaging Service. Users can view
and respond to messages and can initiate messages to other Amtelco Secure Messages users.

Amtelco Secure Messages Apple App: The Amtelco Secure Messages Apple app provides
secure messaging and paging services for iPhone, iPad, and iPod Touch devices using
Amtelco’s ASM Service. The Amtelco Secure Messages Apple app receives message
notifications from the ASM Notification Service via the Apple Push Notification Service.
Users can view and respond to messages and can initiate messages to other Amtelco Secure
Messages users.

Amtelco Secure Messages Contact Web (optional): The Amtelco Secure Messages Contact
Web provides access to secure messaging and paging services from the convenience of a web
browser. The ASM Contact Web lets users view secure messages using Transport Layer
Security (TLS) encryption with username, password, and license key authentication. Users
can respond to secure messages and can initiate new messages to other Amtelco Secure
Messages users.

Genesis (optional): The Protected Dialing feature can route phone calls placed from the
Amtelco Secure Messages apps through the Genesis soft switching platform to display your
organization’s information in the Caller ID and keep the user’s personal phone number
private.
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Intelligent Series (IS) (optional): Amtelco Secure Messages can be integrated into the
Intelligent Series suite of applications. The Intelligent Series integration makes it possible to
send secure messages using the Infinity Telephone Agent, Intelligent Soft Agent,
miTeamWeb, and IS Web applications using the Secure Messaging Contact Method. Contact
Methods are assigned to IS Directory listings in the IS Supervisor application using the IS
Directory Contacts feature.

ASM IS Web API (optional): The ASM IS Web API is used to send secure messages from
ASM version 7.0 and later to IS version 5.7 or later.

IS ASM Web API (optional): The IS ASM Web API is used to send secure messages from IS
version 5.7 or later to ASM version 7.0 and later.

Infinity (optional): Amtelco Secure Messages can be integrated into the Infinity automated
call distribution and unified messaging system using a dedicated Amtelco Secure Messages
login, a route number, and two special dial-string codes. The Infinity integration makes it
possible to send secure messages using the Infinity Telephone Agent and Infinity Web
applications.

4 Amtelco Secure Messages On-Site System Guide
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Additional High Availability Components

The optional High Availability (HA) feature allows the Amtelco Secure Messages solution to
be configured for multiple servers, with automated failover from one server to another when
the primary server goes down. This feature provides continuous uptime during server
upgrades and prevents downtime due to a single server failure.

Mobile App

Web Users
Users

Web Web
Server A Load Balancer Server B
Amtelco o SQLAI_v_vays On é o| Amtelco
Secure Availability Group Secure
Messages I ‘[ Messages
Server A Server B

[
I \
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' o o \
| \
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In order to implement Amtelco Secure Messages with a High Availability configuration, the
following components are required in addition to the standard Amtelco Secure Messages
components.

Dual Web Servers: Two web servers are required to provide high-availability access to
Amtelco Secure Messages data from the Amtelco Secure Messages apps and web
applications.

Network Load Balancer: A network load balancer with sticky sessions is required to manage
access to the dual web servers.

Dual Amtelco Secure Messages Servers: Two application servers are required to provide
high-availability access to the ASM Service, the ASM Configuration Application, and the
ASM Notification Service.

File Share Archive Location or Amazon Storage: A file share location or Amazon for storage
can be used to provide access to archived message threads.

Dual SQL Servers: Two SQL Server are required to provide high-availability access to the
SQL Server database.

SQL Always On Availability Groups: SQL Always On Availability Groups are used to
maintain duplicate data on the two SQL Servers.

Amtelco Secure Messages On-Site System Guide 5
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Creating and Configuring the ASM SQL Database

The SQL Server Database is used to store information about secure messages. An ASM
database must be created on your SQL Server.

Note: If you are implementing the optional High Availability feature, you will need to
configure SQL Always On Availability Groups to replicate the database on a second
SQL Server.

To create an ASM SQL database, open the SQL Server Management Studio application on
your SQL Server.

The Microsoft SQL Server Management Studio window is displayed.

# Connections

& Database Settings
F Advanced

#& Pemissions

Progress
Ready

~ Containment

False

B Server Properties - SOLUTIONS-50L — O >
B Toow - 01
& Memory
& Processors o= Kl
E=-| £
& Security - |

v FILESTREAM
FILESTREAM Access Level

Transact-SQL access enapled

T

s

Co oo
T g

~ Miscellanecus

Locks
FILESTREAM Access Level
Sets the FILESTREAM access level.

(® Configured values

o g g

Allow Triggers to Fire Cthers True
Blocked Process Threshold 0
Boost SGL Server Priority False
Cursor Threshold -1
Default Full-Text Language 1033
Default Language English
Full-Text Upgrade Cption Rebuild
Max Text Replication Size 65536
Optimize for Ad hoc Workloads False
Scan for Startup Procs False
Connech Two Digit Year Cutoff 2049

Use Windows fibers lightweight pooling) | False

Server; +  Network

SOLUTIONS-5QL. Network Packet Size 4096

Connection: Remote Login Timeout 10

CAMCO admin v Parallelism

o¥ View connection properties Cost Threshald for Parallelism 5

() Running values

Cancel

In the Server Properties, set the FILESTREAM Access Level to “Transact-SQL access

enabled” or higher.

Click the OK button to save your changes.

Note: Changing the FILESTEAM Access Level requires a SQL Service restart in order for

the change to take effect.
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After the SQL Service has been restarted, navigate to the Object Explorer pane and connect to
an instance of the SQL Server Database Engine.

Click the Expand icon X next to the Databases folder to expand it.

Right-click the Databases folder and select “New Database.”

The New Database window is displayed.

E New Database — O X
S;IZ?anal L7 Scipt ~ @ Heb
& Options
# Filegroups Database name: |ASM_1243 |
Owner: |<defau|t> |
Database files:
Logical Name  File Type  Filegroup Inttial Size (MB)  Autogrowth / Maxsize Pa
MSM_1243 ROWS... FPRIMARY By 64 MB, Unlimited .| C
MSM_1243... LOG Mot Applicable 8 By 64 MB, Unlimited .| C
Connechon
Server:
SOLUTIONS-5QL
Connection:
CAMCONadmin
ﬁ View connection properties
Progress
Ready < >
Add Remove
Cancel

Enter the Database Name using the following naming convention:
ASM_CustomerlD

Replace CustomerID with your Amtelco Secure Messages customer ID provided by
Amtelco.

Make any other properties changes if necessary.
Click the OK button to create the database.

The new database is displayed under the Databases folder.
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Installing and Configuring the ASM Service

The Amtelco Secure Messages (ASM) Service receives notification of secure messages from
the Infinity and IS Servers and notifies the ASM Notification Service. The ASM Service
receives read requests, replies, and completion notifications from the ASM Web Service.
When the ASM Service receives a read request, it pushes message data from the Infinity and
IS Servers to the ASM Web Service for display on smartphone devices.

When Amtelco Secure Messages licenses are installed or updated, the ASM Service receives
licensing information from the Amtelco Secure Messages Admin Web.

Installing the ASM Service

The ASM Service must be installed on an applications server. If Infinity will be used to send
secure messages, the Infinity Server must have network access to the applications server that
hosts the ASM Service. If IS will be used to send secure messages, the IS Server must have
network access to the applications server that hosts the ASM Service. The applications server
can be the same server as the IS Server.

Note: If you are implementing the optional High Availability feature, you will need to install
the ASM Service on two application servers.

To install the ASM Service, run the Setup.msi file on the applications server.
The Setup.msi file installs the ASM Service and the ASM Server Configuration application.
The ASM Server Configuration application is used to configure the ASM Service.

Configuring the ASM Service

The ASM Server Configuration application is located within the Amtelco program folder in a
subfolder labeled “miSecureMessages.”

To configure the ASM Service, navigate to the Amtelco program folder, open the
miSecureMessages subfolder, and double click “Configuration.”

The MSM Admin window is displayed.

The MSM Admin window is divided into a navigation tree on the left and a properties pane
on the right. The Configuration node is displayed in the navigation tree.

Click the Expand icon ¥ next to the Configuration node to expand it.

The Server and Customers nodes are displayed.

Click the Server node to display the Server Properties.

8 Amtelco Secure Messages On-Site System Guide
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Server

ol MSM Admin - [m] *

= Configuration Server  Everts
- Server
- Customers Server | 000.000.000.000

Port 5500

NetficationServer [ 000.000.000.000

Netffication Server Port |3901

©On Premise

Reload Logging Reload Event Configuration

Save Cancel

The Server Properties are used to configure the ASM Service to communicate with the ASM
Web Service, the Amtelco Secure Messages Admin Web, and the ASM Notification Service.
The Server page also includes buttons for reloading the logging configuration and for
reloading the system-wide event configuration.

Server

The Server setting is used to specify the name or IP address of the server where the ASM
Service is installed.

Type the server name or IP address of the applications server on which the ASM Service is
installed.

Port

The Port is used to specify an unused port on the applications server that the ASM Web
Service and the Amtelco Secure Messages Admin Web can use to talk to the ASM Service.

Type the port number of an unused port on the applications server.
The default value is 5500.
Notification Server

The Notification Server setting is used to specify the name or IP address of the web server
where the ASM Notification Service is installed.

Type the server name or IP address of the web server on which the ASM Notification Service
is installed.
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Notification Server Port

The Port is used to specify an unused port on the applications server that the ASM Web
Service and the Amtelco Secure Messages Admin Web can use to talk to the ASM
Notification Service. This port must be a different port than the port used by the ASM
Service.

Type the port number that the ASM Web Service and the ASM Administration application can
use to talk to the ASM Notification Service.

The same port must be specified in the appSettings section of the
Amtelco.SecureMessaging.NotificationServer.Service.exe.config file. The default value is
5501.

On Premise

The On Premise check box is used to configure the system for an on-site installation versus a
hosted solution.

Select the On Premise check box to configure this system as an on-site installation.
Reload Logging

The Reload Logging button is provided for troubleshooting purposes. The Reload Logging
button is used to reload the logging configuration without restarting the ASM Service.

Reload Event Configuration

The Reload Event Configuration button is used to reload the Events Properties configured for
hosted Amtelco Secure Messages systems. The Reload Event Configuration button is not
needed for on-site installations.

Save

When you have finished making changes to the Database Properties, click the Save button to
save your changes.

OR
Click the Cancel button to discard your changes.

Events

The Events tab is only used with hosted Amtelco Secure Messages systems. No changes need
to be made for on-site installations.

10 Amtelco Secure Messages On-Site System Guide
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Starting the ASM Service

After the ASM Service is configured, the ASM Service must be started in order to configure
customer data.

To start the ASM Service, open the Windows Services application on the applications server.

The Services window is displayed.

S Services - O X
File Action View Help
= HEcE= HE »® 0w

2 Services (Local) . Services (Local)
Amtelco miSecureMessages Server  MName - Description Status Startup Type LogOnAs
-\.‘,',I&Active)( Installer (AxinstSV) Provides Us... Manual Local Syste...
Start the service ) loyn Router Service Routes AllJo... Manual (Trig..  Local Service
mtelco miSecureMessages Server Local Syste...
».',',I&App Readiness Gets apps re.. Manual Local Syste...
Q;Application Identity Determines ... Manual (Trig..  Local Service
Q;Applicatinn Information Facilitatest... Running  Manual (Trig... Local Syste...
C};Applicatiun Layer Gateway Service Provides su... Manual Local Service
Q;Application Management Processes in... Manual Local Syste...
».‘,':)_;App)( Deployment Service (AppXSVC) Provides inf... Manual Local Syste...
C};Auto Time Zone Updater Automatica.. Disabled Local Service
J,"};Background Intelligent Transfer Service Transfers fil... Manual Local Syste...
Q;Background Tasks Infrastructure Service Windowsin.. Running Automatic Local Syste...
Q;Base Filtering Engine TheBaseFil.. Running  Automatic Local Service
Q;Bluetooth Support Service The Bluetoo... Manual (Trig..  Local Service
Q;CDPUserS\rc_EE‘I eced <Failed te R... Running  Autoematic Local Syste...
Q;Cer‘tlfl(ate Propagation Copies user... Running  Manual Local Syste...
C};Client License Service (ClipSVC) Provides inf... Manual (Trig...  Local Syste...
Q;CNG Key Isolation The CNG ke.. Running  Manual (Trig..  Local Syste..
Q;COI\M Event Systern Supports Sy.. Running  Automatic Local Service
C};COI\M Systemn Application Managesth.. Running Manual Local Syste...
».',',:&Computer Browser Maintains a... Disabled Local Syste... v
\Extended /(Standard/

Click “Services (Local)” if it is not already selected.

The names, descriptions, and statuses of the local services are displayed along with other
information.

In the Name column, select “Amtelco miSecureMessages Server.”
Click the Start hyperlink.

The status in the Status column changes to “Running.”
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Configuring Customer Data

Once the ASM Service has been started, customer data can be configured in the MSM Server

Configuration application.

To add a customer ID, right-click the Customers node
in the MSM Admin window.

A menu is displayed.
Select “New.”

The License Key window is displayed.

Refresh
Mew

Properties

License key

License key

License Key

Enter your Amtelco Secure Messages license key provided by Amtelco.

Click the OK button.

The Database Properties for the new customer ID are displayed.
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Database

ol MSM Admin -- server version 7.0.8019.28457, client version 7.0.8892.16382 — O "

= Configuration

- Server customer ID 19

=I- Customers
Database  Maintenance Amazon 53

Database Connection Sting

Data Source=YourSQLServer;Intial Catalog=ASM_001%;User 1d=50LUser;password=YourPassword;

1S Server release 5.7 ot 300 >

Check Database Version Get Customer State
Create Database Reload Customer Data

Initizlize Database Reset Server Licensing Create System Admin

Dabase Sactimt [0 | B 0wt

Save Cancel

The Database Properties are used to configure a customer ID to connect to the SQL database.
Database Connection String

The Database Connection String is used to communicate with the Secure Messaging SQL
database.

Note: The Secure Messaging database must already exist on the SQL Server. Instructions for
creating the Secure Messaging database are provided in this document under the topic
“Creating a Secure Messaging SQL Database.”

Enter the connection string required to communicate with the Secure Messaging SQL
database.

The connection string syntax varies. Two simple examples are provided here. Contact your
Information Technology department to determine the appropriate connection string for your
system.

Example of a connection string using Windows Security to connect to the database:
Data Source=server;Initial Catalog= ASM_CustomerID;Integrated Security=SSP!I;
Replace server with the name of the SQL Server.

Replace CustomerID with your Amtelco Secure Messages customer ID provided by
Amtelco.

Example of a connection string using SQL Security to connect to the database:
Data Source=server;Initial Catalog= ASM_CustomerID;User Id=user;Password=password,;

Replace server with the name of the SQL Server.
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Replace CustomerID with your Amtelco Secure Messages customer ID provided by
Amtelco.

Replace user with a user ID that has access to the SQL Server.
Replace password with the password that is associated with the user ID.
IS Server Release

The IS Server Release setting configures the ASM Service to use the correct the Application
Programming Interface (API) required to communicate with your IS Server version.

To find your IS Server version:
1. Log into the IS Supervisor application.

2. Click the version number displayed on the menu bar. The IS Supervisor version and
IS Server version are displayed in the Version Information dialog box.

3. Click the OK button to close the dialog box.

Select the version of IS Server software that is installed on your system.
OR
If you do not have an IS Server, select “No IS connection.”

Database Size Limit

The Database Size Limit property determines the maximum size, in megabytes (MB), the
Secure Messaging database is allowed to reach. This setting is generally used for hosted
Amtelco Secure Messages systems.

To limit the database size, enter the maximum number of megabytes of space the database
should be allowed to use.

OR
To allow an unlimited database size, enter zero (0).

Save

When you have finished making changes to the Database Properties, click the Save button to
save your changes.

OR
Click the Cancel button to discard your changes.

Note: Your customer configuration settings will not take effect until after the customer is
started. If the customer was already started, your customer configuration settings will
not take effect until the customer data is reloaded. Instructions for performing these
actions are provided in this document under the topics “Starting the Customer” and
“Reloading Customer Data.”

Check Database Version
The Check Database Version button is provided for troubleshooting purposes.
To check the database version, click the Check Database Version button.

The database version, the expected version, and information about the database server are
displayed in a dialog box.

Click the OK button to return to the Database Properties.
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Create Database

The Create Database button is provided as an alternate way to create and initialize a database.
If you already have created a Secure Messaging database on your SQL Server, you do not
need to use the Create Database button.

Initialize Database

After configuring and saving the Database Properties for the first time, the SecureMessaging
database must be initialized.

If the Database Properties are being configured for the first time, click the Initialize Database
button.

If the database was initialized successfully, the message “Database successfully initialized” is
displayed.

Click the OK button to return to the Database Properties.

Get Customer State

The Get Customer State button is provided for troubleshooting purposes.

To retrieve and display the current customer state, click the Get Customer State button.
The customer state is displayed in a dialog box.

Click the OK button to return to the Database Properties.

Upgrade from 6.3

The “Upgrade from 6.3” button is used to upgrade registry settings from the format used in
miSecureMessages version 6.3 to the format used in miSecureMessages version 6.4 and later.

If you are upgrading from miSecureMessages version 6.3 to miSecureMessages version 6.4
or later, click the “Upgrade from 6.3 button to upgrade your registry settings.

Reload Customer Data

The Reload Customer Data button is used to reload the customer configuration. The customer
data must be reloaded if any changes are made to the IS Server Release, the Database Size
Limit, the Maintenance Properties, and the Amazon S3 Properties after the customer has
been started.

Create System Admin

The Create System Admin button is provided as a method of creating a new ASM System
Admin username and password in the event that all of the existing System Admin users are
locked out.

To create a new ASM System Admin username and password, click the Create System Admin
button.

The Reset Admin Password window is displayed.
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o5 Reset Admin Password — O >

Login

|
Password | |
Verfy Password |

Save Cancel

Login
Type a new username in the Login field.

Password
Type a password in the Password field.

Verify Password
Re-type the password in the Verify Password field.

Save
Click the Save button.

A new login with the username and password specified is created and is granted System
Admin access to the Amtelco Secure Messages Admin Web.
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Maintenance

62 MSM Admin - B X
= Configuration
. Sever customer ID 27
-~ Customers Database Maintenance  Amazon 53
Mairterance time HH-MM (24 hour clock)
Tresd v o
Archive Size Limit I:l ME {D=unlimited)

Save Cancel

The Maintenance Properties are used to configure the archive settings for the ASM database.
This option requires the purchase of the Archive feature.

To configure the archive settings for the ASM database, click the Maintenance tab.

The Maintenance Properties are displayed.

Maintenance Time

The Maintenance Time setting determines the time that the archive task is performed each
day.

Specify the time to begin archiving Amtelco Secure Messages data each day.
The time must be specified using 24-hour notation in the following format.

HH-MM

Replace HH with the two-digit number of hours past midnight, in the range of 00 to
23.

Replace MM with the two-digit number of minutes past the hour, in the range of 00 to
59.

Thread Archive Path

The Thread Archive Path determines where Amtelco Secure Messages archive files are
stored when using the Local Storage Archive Mode.

To configure the archive path, click the Browse button. |:|
The Browse for Folder window is displayed.
Browse to the location where you want to store the archive files.
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The account that runs the ASM Service must have permission to read and write to the
selected archive location. If you are using the optional High Availability configuration, the
thread archive path on both Amtelco Secure Messages servers should be set up to Amazon or
to a file share. If this is not done, archives could end up being split between the servers,
making it harder to find archived messages.

Note: Archive files should be stored in a secure location that is protected by appropriate
access restrictions to prevent unauthorized access to message content and attachments.
Click the OK button.

The path to the selected location is displayed in the Thread Archive Path field.
Archive Size Limit

The Archive Size Limit is the maximum total allowed size for all Amtelco Secure Messages
archive files, in megabytes (MB).

e To limit the amount of disk space that can be consumed by Amtelco Secure Messages
archive files, enter the maximum total number of megabytes of space that all archive
files are allowed to use.

¢ To allow unlimited archive file storage, enter zero (0).
Save

When you have finished making changes to the Maintenance Properties, click the Save button
to save your changes.

OR
Click the Cancel button to discard your changes.

Note: Your customer configuration settings will not take effect until after the customer is
started. If the customer was already started, your customer configuration settings will
not take effect until the customer data is reloaded. Instructions for performing these
actions are provided in this document under the topics “Starting the Customer” and
“Reloading Customer Data.”
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Amazon S3

ol MSM Admin - [m] *

= Configuration
- Server customer ID 27

- Cust
usomen Database Maintenance Amazon 53

Local Cache Path ‘c:"-cache |

Service URL |Hl1ps://52.amazonaws.cnm ‘

Access Key ID |your_access_key_|D ‘

Secret Access Key |your,sacretaccessfkey |

Save Cancel

The Amazon S3 Properties are used to configure the ASM Service to archive Amtelco Secure
Messages data to the Amazon Simple Storage Service (S3).

This option requires the purchase of the Archive feature. It may also require the purchase of
additional storage space depending on your needs.

To configure the ASM Service to use the Amazon Simple Storage Service, click the Amazon S3
tab.

The Amazon S3 Properties are displayed.
Local Cache Path

The Local Cache Path indicates a location to cache data on your applications server while it
is being downloaded from Amazon S3.

Specify the path to the location where you want to cache data on your local server.

Service URL

The Service URL is the pre-signed URL provided by Amazon for uploading objects to
Amazon S3.

Enter the Service URL provided by Amazon.
Access Key ID

Amazon S3 uses the access key ID to look up your secret access key.

Enter the Amazon S3 user access key ID provided by Amazon.
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Secret Access Key

The secret access key specified in the Secret Access Key field must match the secret access
key on file at Amazon S3.

Enter the Amazon S3 user secret access key provided by Amazon.

Bucket

The Bucket setting is used to specify which Amazon S3 bucket to use to store Amtelco
Secure Messages archives.

Specify the Amazon S3 bucket that you want to use to store the Amtelco Secure Messages
archives.

Save

When you have finished making changes to the Amazon S3 Properties, click the Save button
to save your changes.

OR
Click the Cancel button to discard your changes.

Note: Your customer configuration settings will not take effect until after the customer is
started. If the customer was already started, your customer configuration settings will
not take effect until the customer data is reloaded. Instructions for performing these
actions are provided in this document under the topics “Starting the Customer” and
“Reloading Customer Data.”
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Starting the Customer

Once the customer database settings have been configured and saved, the customer must be
started in order for the customer ID to be used.

To start the customer, right click the customer ID beneath the Customers node.

A menu is displayed.
= -Cprlfigumtinn
- Server
=) Customers
Refresh
Mew
Delete
Properties
Stop
Start
Click Start.

The word “Started” is displayed to the right of the Customer ID.
Reloading Customer Data

If you make additional changes to the customer configuration after the customer has been
started, you must reload the customer data in order for those changes to take effect.

The Reload Customer Data button on the Database page is used to reload the customer
configuration.

If you make additional changes to the customer configuration after the customer has been
started, click the Reload Customer Data button on the Database page to reload the customer
configuration.
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Installing and Configuring the ASM Notification Service

The Amtelco Secure Messages (ASM) Notification Service receives notification of messages
from the ASM Service and notifies the Google Firebase Cloud Messaging Service for
Android devices and the Apple Push Notification Service for Apple devices.

Installing the ASM Notification Service

The ASM Notification Service requires access to the Internet so that it has access to the
Apple Push Notification Service and the Google Firebase Cloud Messaging Service.

Note: If you are implementing the optional High Availability feature, you will need to install
the ASM Notification Service on two servers, preferably the two application servers.

To install the ASM Notification Service, run the NotificationServerSetup.msi file on a server
that has access to the Internet.

The NotificationServerSetup.msi file installs the ASM Notification Service.

Configuring the ASM Notification Service

After the ASM Notification Service has been installed, the app settings must be configured in
the Amtelco.SecureMessaging.NotificationServer.Service.exe.config file. The default
location of the file is:

Program Files\miSecureMessages Notification Server\
Amtelco.SecureMessaging.NotificationServer.Service.exe.config

App Settings

The ASM Notification Service uses app settings to connect to the server where the ASM
Service is installed.

<appSettings>
<!—— Configuration Settings -->
<add kev="Server" wvalue="123.456.7.890"/ >
<add kev="Port"™ wvalue="3501"/>
</appSettings>

Edit the following lines in the appSettings section of the
Amtelco.SecureMessaging.NotificationServer.Service.exe.config file.

<add key="Server” wvalue="Server” />

<add key="Port” value="Port” />

Replace Server with the server name or IP address of the applications server where
the ASM Service is located.

Replace Port with the Notification Server Port specified in the ASM Service
Configuration. The default value is 5501.

If you are connecting to more than one ASM Service, use the following format instead:

<add key="Server” value="Serverd:PortA, ServerB:PortB" />

Replace Server4 with the server name or IP address of the applications server where
the first ASM Service is located.
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Replace PortA with the Notification Server Port specified in the first ASM Service
Configuration. The default value is 5501.

Replace ServerB with the server name or IP address of the applications server where
the second ASM Service is located.

Replace PortB with the Notification Server Port specified in the second ASM Service
Configuration. The default value is 5501.
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Starting the ASM Notification Service

To start the ASM Notification Service, open the Windows Services application on the

applications server.
The Services window is displayed.

Click “Services (Local)” if it is not already selected.

The names, descriptions, and statuses of the local services are displayed along with other

information.

In the Name column, select “Amtelco miSecureMessages Notification Server.”

.. Services O
File Action View Help
e @ EQ= HE > 80w
o Services (Local) ' Semvices (Local)

Amtelco miSecureMessages Mame ” Description Status Startup Type Log On As ()

Notification Server {,(._’;A(tiveX Installer (AxInstSV) Provides Us... Manual Local Syste...

Start the service : IlJoyn Router Service Routes Alllo... Manual (Trig... Local Service

mitelce miSecureMessages Motification Server Automatic Local Syste...

{,(._’;Amtelcn miSecureMessages Server Running  Automatic Local Syste...

{;_’;App Readiness Gets apps re.. Manual Local Syste...

£}k Application Identity Determines ... Manual (Trig... Local Service

{,(._’;Applicatiun Infermation Facilitatest... Running  Manual (Trig... Local Syste...

L) Application Layer Gateway Service Provides su... Manual Local Service

L} Application Management Processesin... Manual Local Syste...

{,('_’;Appx Deployment Service (AppRSVC) Provides inf... Manual Local Syste...

£} Auto Time Zone Updater Automatica... Disabled Local Service

{,(._’:BackgroundIntelligentTransferSer\rice Transfers fil... Manual Local Syste...

{,('_’;Background Tasks Infrastructure Service Windows in.. Running  Automatic Local Syste...

‘£ Base Filtering Engine The Base Fil... Running  Automatic Local Service

{,(._’;Bluetooth Support Service The Bluetoo.. Manual (Trig... Local Service

{,(’ CDPUserSve_80a3704 <Failedto R.. Running Automatic Local Syste...

\‘,;_’;Certificate Propagation Copies user... Running  Manual Local Syste...

{,(._’;Client License Service (ClipSVC) Provides inf... Manual (Trig... Local Syste...

{,('_’;CNG Key lsolation The CNG ke.. Running  Manual (Trig...  Local Syste...

L5 COM+ Event System Supports Sy.. Running  Automatic Local Service

{,(._’;COM+ System Application Manages th.. Running Manual Local Syste...
24 Computer Browser Maintains a... Disabled Local Syste.. ¥

\ Extended /(Standard/

Click the Start hyperlink.

The status in the Status column changes to “Running.”
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Installing and Configuring the ASM Web Service

The Amtelco Secure Messages (ASM) Web Service receives transmission receipts, read
receipts, replies, and completion notifications from the Amtelco Secure Messages app
installed on smartphone devices. When a read request is received, the ASM Web Service
requests the message information from the ASM Service and displays the message
information to the Amtelco Secure Messages app on the device that sent the read request.

Installing the ASM Web Service

The ASM Web Service must be installed on a on a public web server so that it can be
accessed from the Amtelco Secure Messages app on smartphone devices.

Note: If you are implementing the optional High Availability feature, you will need to install
the ASM Web Service on two public web servers managed by a Network Load
Balancer with sticky sessions enabled.

To install the ASM Web Service, run the MsmWebSetup.msi file on a public web server.

The MsmWebSetup.msi file installs the ASM Web Service.

The default location that the application installs to is inetpub\wwwroot\msmWebSetup, but
the location of the folder can be changed during the installation.

Configuring the ASM Web Service

After the ASM Web Service has been installed, the app settings must be configured in the
Web.config file. The default location of the file is:

inetpub\wwwrootimsmWebSetup\Web.config
App Settings

The ASM Web Service uses app settings to connect to the server where the ASM Service is
installed.

<appSettings>

€l—— Configuration Settings -->»

<add key="Server" valus="123.456.7.890:5500"/>
</appiettings>

Edit the following line in the appSettings section of the Web.config file.

<add key="Server” value="Server.Port” />

Replace Server with the server name or IP address of the applications server where the ASM
Service is located.

Replace port with the port that was selected in the ASM Service Configuration. The default
value is 5500.
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If there is a Port key in the web.config file, it should be deleted.
Remove this line of code:

<add key="Port” value="Port” />

If you are implementing the optional High Availability feature, you will need to add a second
Amtelco Secure Messages Server to the configuration.

If you are using the optional High Availability feature, add a comma and the second server to
the Server key as shown in the following example:

<add key="Server” value="ServerA:PortA,ServerB:PortB” />

Replace ServerA with the server name or IP address of the first Amtelco Secure Messages
server.

Replace PortA with the port specified in the first server’s ASM Service configuration.

Replace ServerB with the server name or IP address of the second Amtelco Secure Messages
server.

Replace PortB with the port specified in the second server’s ASM Service configuration.
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Installing and Configuring the
Amtelco Secure Messages Admin Web

The Amtelco Secure Messages (ASM) Admin Web is used to administer Amtelco Secure
Messages. Administrators can use the ASM Admin Web to configure system settings,
monitor licenses, configure connections, edit the list of Quick Phrases available to users,
manage contacts, view device information, set up groups, set up Contact Circles, and run
reports.

Installing the ASM Admin Web

The ASM Web must be installed on a web server. The web server must be configured to
allow access to external Hypertext Transfer Protocol Secure (HTTPS) sites. When the service
is first started and when new licenses are purchased, the Amtelco Secure Messages Admin
Web connects to the Amtelco License Manager at Amtelco to verify the Amtelco Secure
Messages licenses that have been purchased. Once the licenses have been verified, the
service does not need to connect to the Amtelco License Manager until licenses are renewed
or additional licenses are purchased.

To install the ASM Admin Web, run the AdminWebSetup.msi file on the web server.
The AdminWebSetup.msi file installs the Amtelco Secure Messages Admin Web.

The default location that the application installs to is inetpub\wwwroot\msmAdmin, but the
location of the folder can be changed during the installation.

Configuring the ASM Admin Web

After the ASM Admin Web has been installed, the app settings must be configured in the
Web.config file. The default location of the file is:

inetpub\wwwrootimsmAdmin\Web.config
App Settings

The ASM Admin Web uses app settings to connect to the server where the ASM Service is
installed.

<appSettings>

<1—— Configuration Settings -->
zadd key="server" value="123.456.7.890:5500"/>
<add key="customer" value="CustomerID"/>

</appSettingss

Edit the following lines in the appSettings section of the Web.config file:
<add key="Server” value="Server:Port” />

<add key="customer” value="CustomerlD"”>

Replace Server with the server name or IP address of the applications server where the ASM
Service is located.

Replace Port with the port that was selected in the ASM Service Configuration. The default
value is 5500.
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Replace CustomerID with your unique customer ID provided by Amtelco.

If there is a channel key in the web.config file, it should be deleted.
Remove this line of code:

<add key="channel” value="Channel” />

If you are implementing the optional High Availability feature, you will need to add a second
Amtelco Secure Messages Server to the configuration.

If you are using the optional High Availability feature, add a comma and the second server to
the Server key as shown in the following example:

<add key="Server” value="ServerA:PortA, ServerB:PortB” />

Replace Serverd with the server name or IP address of the first Amtelco Secure Messages
server.

Replace PortA with the port specified in the first server’s ASM Service configuration.

Replace ServerB with the server name or IP address of the second Amtelco Secure Messages
server.

Replace PortB with the port specified in the second server’s ASM Service configuration.

System Username and Password

When the ASM Admin Web is first installed, the system username allows you to log in. One
of the first tasks you must perform after installing the ASM Admin Web is to change the
system password to prevent subsequent unauthorized use.

The ASM Admin Web can be accessed through a web browser.
Enter the following path into the address field of your web browser:
WebServerAddress/imsmadmin/Main.aspx

Replace WebServerAddress with the web address of your web server where the msmadmin
folder was installed.

If you are logging in through a web browser using a shared web site, the Account ID
Required page is displayed.

@ spcure Administration

Account ID required:

Account ID

Continue
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Account ID
Your Account ID is provided by Amtelco.

If the Account ID field is displayed, enter your Amtelco Secure Messages Account ID.

Click the Continue button.
The ASM Admin Web Login screen is displayed.

ﬁ acure Administration

Login

Username

Password

Login

Username

Enter “system.”
Password

Enter “password.”
Click the Login button.

The Dashboard page is displayed. The ASM Admin Web banner is displayed at the top of the
page, and the ASM Admin Web Navigation Menu is displayed on the left side of the page.
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Click the Admins command in the navigation menu.

The Admin Settings page is displayed. The Admin Settings page is used to add, edit, and
delete ASM Admin Web agents. ASM Admin Web agents are agents that are able to log in to
the Amtelco Secure Messages Admin Web and view or edit various Amtelco Secure
Messages settings based upon the agent’s access type.

secure
Messages

Admins Admin Settings

Administration System &

Away Messages + New | # Edit Delete
Circles Name Access Type Groups Login Failures Password Changed

system System Administrator ALL 0 12/08/2023 07:37 pm
Configuration

Connections
Contacts
Dashboard
Devices

Events

Groups

Licenses

Messages

Reports

System Phrases
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The Admin Settings page displays a table of all existing ASM Admin Web agents in
alphabetical order by username. The default agent username is system.

To change your system password, select the system agent in the table and then click the Edit
icon. #

The Admin Settings window displays the settings for the system agent.
Reset Password

The Reset Password button is displayed in the Admin Settings window when you are editing
an administrator.

To reset the administrator’s password, click the Reset Password button.

The Change Password window is displayed.

Change Password

Password

Re-Type Password

Save Close

Password

Type a new password for the system username.
Re-Type Password

Type the same password.

Note: It is important to keep your system password a secret to prevent unauthorized
access to your ASM Admin Web settings.

Click the Save button to save the new system password.
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Connections

The Connections page is used to establish connections between the Amtelco Secure
Messages Admin Web and the other servers and services that may be present in the system
configuration:

Google Cloud Messaging (GCM) for Android devices
Apple Push Notification Service

Infinity Server

Intelligent Series (IS) Server

Spectrum Server

Wireless Communications Transfer Protocol (WCTP)
e Web Access for Amtelco Secure Messages customers

Click the Connections command on the navigation menu to access the Connections page.

6 spcure Administration

Admins

Connections

Anay tessages @ Aneroi

Circles @ Apple Server IP
Infinity https://softwareweb.amtelco.com/IsWebs/MSM_0019/api/
Configuration
# 1S Port
Connections 0
Spectrum
TR E Customer ID
i @ WCTP
1234
Dashboard @ Web Access
Station ID
Devices 19
Events Auth Token
password
Groups

Save Remove Connection

Licenses

A green icon @ is displayed next to the name of each connection that has been started.

A red icon @ is displayed next to the name of each connection that has been started but is
experiencing issues and is not currently working.

No icon is displayed next to the name of each connection that has not been set up or enabled.
To display the settings for a connection, click the name of the connection.

The settings for the selected connection are displayed on the right side of the screen.
Android

An Android Server connection is required if secure messages will be viewed on Android
devices. The Android connection is set up in the Amtelco Secure Messages server.
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Apple

An Apple Server connection is required if secure messages will be viewed on Apple devices.
The Apple connection is set up in the Amtelco Secure Messages server.

Infinity

The Amtelco Secure Messages solution can be integrated with Amtelco’s Infinity automated
call distribution and unified messaging system.

Infinity Connection

The following Infinity Connection settings are displayed when the Infinity connection is
selected.

Server IP

The Server IP field is used to enter the Internet Protocol (IP) address of the Infinity Server.
Enter the IP address of the Infinity Server.

Port

The Port field is used to designate which port to use to communicate with the Infinity Server.
Enter 50 followed by the two-digit station number of an unused port on the Infinity Server.

For example, if 23 were an unused station number, the Port would be 5023.

Login

The Login field is used to specify a dedicated Infinity login to use to send messages from
Infinity to Amtelco Secure Messages.

Enter with a unique Infinity login that has been granted access to the “Secure Messages”
station type in the Infinity Supervisor application.

This login should be a login that is not used by any operators nor any other Infinity features.
Password

The Password is used with the login specified in the Login field to authenticate to the Infinity
Server.

Enter the password associated with the unique Infinity Amtelco Secure Messages login.
Route

The route number is inserted into dial strings to route messages to the Amtelco Secure
Messages Web Server. The standard route is 25.

Enter a route number that is not already in use on your Infinity system.

Click the Save button to save the new connection information and to start the connection.

A green icon @ is displayed next to Infinity.
IS

The Amtelco Secure Messages solution can be integrated with the Intelligent Series (IS) suite
of applications.
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IS Connection

The following IS Connection settings are displayed when the IS connection is selected.

URL

The URL field is used to specify the Uniform Resource Locator (URL) of the ASM Web
Service in order to connect to Intelligent Series version 5.7 and later. To connect to an older
version of Intelligent Series, the URL field is used to specify the Internet Protocol (IP)
address of the IS Server.

If you are connecting to IS version 5.7 or later, enter the URL of the ASM Web Service.
OR
If you are connecting to an older version of IS, enter the IP address of the IS Server.

If the system is configured for High Availability, multiple IP addresses can be added.

Note: Connecting multiple IS server IP addresses requires Intelligent Series (IS) Server
version 5.6 or later.

To enter multiple IP addresses, separate each IP address with a comma.

For example, if the IP address of Server A is 000.000.000.000 and the IP address of Server B
is 111.111.111.111, enter “000.000.000.000,111.111.111.111” in the Server IP field.

You can include the port number with each IP address in the Server IP field by adding a
colon and the port number to the end of each IP address, or if the servers are using the same
port number, you can enter the port number in the Port field.

Port

The Port field is not used when connecting Amtelco Secure Messages 7.0 or later to IS 5.7 or
later.

When connecting to older version of Intelligent Series, the Port field is used to designate
which port to use to communicate with the IS Server.

Note: If you are connecting to Intelligent Series version 5.7 or later, this field should be set to
“0” (zero) or left blank. For older version of Intelligent Series, if you included the port
numbers with the IP addresses in the Server IP field, the Port field should be set to “0”
or left blank.

If you are connecting to IS version 5.7 or later, or if you included the port numbers in the
Server IP field, set Port to “0” (zero) or leave it blank.

OR
If you are connected to an older version of IS and did not include port numbers in the Server
IP field, enter the port number of the IS Server.

Customer ID
The Customer ID field is used to specify your unique IS customer ID provided by Amtelco.
Enter your unique IS customer ID provided by Amtelco.

Station ID

The Station ID field is not used when connecting Amtelco Secure Messages 7.0 or later to IS
5.7 or later.
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When connecting to older versions of Intelligent Series, the Station ID is used to differentiate
between ASM Web Services on systems that have more than one ASM Web Service. This
Station ID is used when programming IS Directory Contact Methods to indicate which ASM
Web Service to use to send messages from Intelligent Series applications. If you are using
more than one ASM Web Service to communicate with your IS Server, each ASM Web
Service should have a different Station ID.

Do not change the Station ID unless instructed to do so by Amtelco Field Engineering.
Auth Token

The Auth Token field is used with Intelligent Series version 5.7 and later to store a password
that secures the publicly-facing ASM Web Service. This password is compared to the
password stored in the Password field of the matching MSM Connection configured in the
System Setup pages of IS Supervisor in order to authenticate to the IS Server.

Enter the password to use to authenticate between the ASM Web Service and the IS Server.

Note: The password entered in the Auth Token field must match the password entered in the
Password field of the MSM Connection created in the following instructions.

Click the Save button to save the new connection information and to start the connection.

A green icon @ is displayed next to IS.

Spectrum

The Amtelco Secure Messages solution can be integrated with the Spectrum application.
Spectrum Connection

The following Spectrum Connection settings are displayed when the Spectrum connection is
selected.

Server IP
The Server IP field is used to enter the Internet Protocol (IP) address of the Spectrum Server.
Enter the IP address of the Spectrum Server.

Port

The Port field is used to designate which port to use to communicate with the Spectrum
Server.

Enter the port number of the Spectrum Server.
User

The User field is used to specify a Spectrum user name to use to send messages from
Spectrum to Amtelco Secure Messages.

Enter the Spectrum user name to be used to connect to the Spectrum system.
Password

The Password is used with the user name specified in the User field to authenticate to the
Spectrum Server.

Enter the password associated with the Spectrum user name.
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Click the Save button to save the new connection information and to start the connection.

A green icon @ is displayed next to Spectrum.

WCTP

The Escalation Message feature can be used to send a text message to the contact phone
number of a Amtelco Secure Messages contact if that contact is sent a secure message and
does not read it within the Escalation Delay specified on the Configuration page. The
Wireless Communications Transfer Protocol (WCTP) connection is used to connect Amtelco
Secure Messages to the SMS aggregator used to send the escalation text messages.

WCTP Connection

The following WCTP Connection settings are displayed when the WCTP connection is
selected.

URL

The URL field is used to specify the Uniform Resource Locator (URL) of the WCTP
provider used to send escalation text messages.

Type the URL of the WCTP provider.
Auth ID

Auth ID is the Authorization ID provided by Infinite Convergence to use their SMS service.

If you are using Infinite Convergence’s SMS service, enter the Authorization ID provided by
Infinite Convergence.

Auth Code

Auth Code is the Authorization Code provided by Infinite Convergence to use their SMS
service.

If you are using Infinite Convergence’s SMS service, enter the security code provided by
Infinite Convergence.

User

The User field is used to specify username to use to send messages to the WCTP provider.
Enter the username required by the WCTP provider, if any.

Password

The Password is used with the username specified in the User field to authenticate to the
WCTP provider.

Enter the password associated with the username, if any.

Click the Save button to save the new connection information and to start the connection.

A green icon @ is displayed next to WCTP.
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Web Access

The Amtelco Secure Messages solution features a Contact Web application that your
customers can use to send secure messages and view secure messages through a web
browser. Starting Web Access enables the Contact Web feature.

Note: Each user that logs into the Contact Web application will have a Web Device added to
their contact. Each of these Web Devices consumes one Amtelco Secure Messages
license out of your purchased licenses.

To activate the connection to the Contact Web application, click the “Create Connection”
button.

A green icon @ is displayed next to Web Access.
Signing Out
To log out of the ASM Admin Web, click the username in the upper right corner of the screen.

A pop-up window displays the username, the ASM Admin Web access type in brackets, the
Help hyperlink, and the Sign Out hyperlink.

Click the Sign Out hyperlink.

More information about configuring the ASM Admin Web is provided in the Amtelco Secure
Messages Admin Web Guide.
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Configuring the Amtelco Secure Messages Android App

The Amtelco Secure Messages Android app provides secure messaging and paging services
for Android devices using Amtelco’s Amtelco Secure Messages service. The Amtelco Secure
Messages Android app receives notification of secure messages sent from the Amtelco
Secure Messages Web Service via the Google Firebase Cloud Messaging Service. Users can
view and respond to messages and can initiate messages to other Amtelco Secure Messages
users within their company or organization.

The user or an administrator can install the Amtelco Secure Messages Android app on an
Android device by downloading it from Google Play. Once the app is downloaded, the app
must be registered.

Each Amtelco Secure Messages account can be configured for Self Registration, E-mail
Registration, or Admin Registration. More information about registration types is provided in
the Amtelco Secure Messages Admin Web Guide.

To register for an Amtelco Secure Messages account using Self Registration, the user will
need either login information or registration information.

If a contact has been created for the user in the ASM
Admin Web, the user will need the following
information:

Secure
Account ID Messages

An Amtelco Secure Messages Account ID is required
for Self Registration. Provide the Account ID number Fnter Accountib
that is listed under the General settings for the group
in the ASM Admin Web. m
Forgot your Account ID/Email

Username
Registration?

Provide the username that is configured in the user’s
Contact Settings in the ASM Admin Web.

Password

Provide the password that is configured in the user’s
Contact Settings in the ASM Admin Web. Instruct the

user to keep his or her password a secret so that no
one else can connect to the ASM Web Service in that Username

user’s name. (ddmi

In addition, the user will need to provide the
following information:

o
Passcode

. . . i &g
The passcode is an optional security feature that SRLHRVG SimRcoIT !
requires a code to be entered each time the Amtelco

Secure Messages app is opened on a device.

Version 7.0.2

Password L 8
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Passcode requirements are specified under the General settings for the group in the ASM

Admin Web. If passcode requirements are specified, instruct the user to choose a passcode
that he or she will remember. The user will be required to enter the passcode each time the
user opens the Amtelco Secure Messages app unless Fingerprint Authentication is enabled.

Registration Information

If a contact has not been created for the user in the

ASM Admin Web, the user will need the following
Secure
Messages

information:

Account ID

An Amtelco Secure Messages Account ID is required
for Self Registration. Provide the Account ID number ( Fnter Accountib

that is listed under the General settings for the group

in the ASM Admin Web. m

In addition, the user will need to provide the

following information: Forgot your Account ID/Email
Registration?

Display Name
. . . Version 7.0.2
The Display Name the user chooses will be displayed

in the Amtelco Secure Messages Contacts directory
and on all messages that the user sends. First name

and last name are recommended (for example, “John

Smith”). ; _

Display Name
Username David Darcy
The user must choose a username to identify the user “dmy
when connecting to the ASM Web Service (for
ex.ample, “ sm@th”). The user will nee.d. to remember TR o |
this username in order to register additional devices -
and to log into the Contact Web application. T ®
Usernames can be up to 50 characters long and must -
be unique. The use of spaces in a username is not I ®
recommended.
Password Retype Passcode o
The user must choose a password. Password Register
requirements are specified under the General settings
for the group in the ASM Admin Web. Instruct the R PR S
user to keep his or her password a secret so that no
one else can connect to the ASM Web Service in that
user’s name.
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Passcode

The passcode is an optional security feature that requires a code to be entered each time the
Amtelco Secure Messages app is opened on a device.

Passcode requirements are specified under the General settings for the group in the ASM

Admin Web. If passcode requirements are specified, instruct the user to choose a passcode
that he or she will remember. The user will be required to enter the passcode each time the
user opens the Amtelco Secure Messages app unless Fingerprint Authentication is enabled.

Instructions for using the Amtelco Secure Messages Android app are provided in the Amtelco
Secure Messages Android App User Guide.
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Configuring the Amtelco Secure Messages Apple App

The Amtelco Secure Messages Apple app provides secure messaging and paging services for
iPhone, iPad, and iPod Touch devices using Amtelco’s Amtelco Secure Messages service.
The Amtelco Secure Messages Apple app receives notification of secure messages sent from
the Amtelco Secure Messages Web Service via the Apple Push Notification Service. Users
can view and respond to messages and can initiate messages to other Amtelco Secure
Messages users within their company or organization.

The user or an administrator can install the Amtelco Secure Messages Apple app on an Apple
device by downloading it from the Apple iTunes store. Once the app is downloaded, the app
must be registered.

Each Amtelco Secure Messages account can be configured Enter Account
for Self Registration, E-mail Registration, or Admin
Registration. More information about registration types is
provided in the Amtelco Secure Messages Admin Web
Guide.

To register for an Amtelco Secure Messages account using
Self Registration, the user will need either login
information or registration information.

Login Information

FQl
If a contact has been created for the user in the ASM Admin m

Web, the user will need the following information:

Secure
Messages

Forgot Account ID | Email Registration

Account ID 7.0.4

An Amtelco Secure Messages Account ID is required for

Self Registration. Provide the Account ID number that is < Enter Account  Login
listed under the General settings for the group in the ASM
Admin Web. ‘ B eoter usemame.. ’

Username

Provide the Username that is configured in the user’s ‘ B Enter password. ’
Contact Settings in the ASM Admin Web.

Password
Provide the password that is configured in the user’s

Contact Settings in the ASM Admin Web. Instruct the user Don't have an account? Create one here.
to keep his or her password a secret so that no one else can
connect to the ASM Web Service in that user’s name. Register

In addition, the user will need to provide the following
information:

Passcode
The passcode is an optional security feature that requires a code to be entered each time the
Amtelco Secure Messages app is opened on a device.
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Passcode requirements are specified under the General settings for the group in the ASM
Admin Web. If passcode requirements are specified, instruct the user to choose a passcode
that he or she will remember. The user will be required to enter the passcode each time the
user opens the Amtelco Secure Messages app unless Touch/Face ID is enabled.

Registration Information

If a contact has not been created for the user in the ASM
Admin Web, the user will need the following information:

Enter Account

Secure

Account ID Messages

An Amtelco Secure Messages Account ID is required for
Self Registration. Provide the Account ID number that is
listed under the General settings for the group in the ASM
Admin Web.

&9
In addition, the user will need to provide the following m

information:

i Forgot Account ID | Email Registration
Display Name

704

The Display Name the user chooses will be displayed in the
Amtelco Secure Messages Contacts directory and on all < gack
messages that the user sends. First name and last name are
recommended (for example, “John Smith”).

Register New User

{ g Display Name...

Username

The user must choose a username to identify the user when
connecting to the ASM Web Service (for example, ‘ B username..
“jsmith”). The user will need to remember this username in
order to register additional devices and to log into the
Contact Web application. Usernames can be up to 50
characters long and must be unique. The use of spaces in a ‘ a
username is not recommended.

Password..

Password

‘ a Retype Password...

The user must choose a password. Password requirements
are specified under the General settings for the group in the
ASM Admin Web. Instruct the user to keep his or her password a secret so that no one else
can connect to the ASM Web Service in that user’s name.

Passcode

The passcode is an optional security feature that requires a code to be entered each time the
Amtelco Secure Messages app is opened on a device.

Passcode requirements are specified under the General settings for the group in the ASM
Admin Web. If passcode requirements are specified, instruct the user to choose a passcode
that he or she will remember. The user will be required to enter the passcode each time the
user opens the Amtelco Secure Messages app unless Touch/Face ID is enabled.
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Instructions for using the Amtelco Secure Messages Apple app are provided in the Amtelco
Secure Messages Apple App User Guide.
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Configuring the Amtelco Secure Messages Apple Watch
App

The Amtelco Secure Messages Apple Watch app enables users to receive and respond to
Amtelco Secure Messages notifications on their Apple Watch. The Apple Watch app
displays the last three threads in the user’s inbox as well as the last three messages for each
of those threads. The Message Threads screen has an indicator for new messages, high
priority, and attachments. Attachments can't be viewed on the watch, but a message is
displayed informing the user that the attachments are available on the phone.

A reply can be sent to the threads using either Quick Phrases, dictation, or the Scribble
feature. If a passcode is required, the user is only asked to enter it once while the watch is on
their wrist. If the user takes off the watch, the passcode must be entered again to access the

app.
Installing the Amtelco Secure Messages Watch App

The Amtelco Secure Messages Apple Watch app must My Watch
be installed onto the watch through the Watch app on
an iPhone that is paired with the watch.

iU

Messages

Note: Before the Amtelco Secure Messages Apple
Watch app can be installed on an Apple watch,
the Amtelco Secure Messages app must be
installed and registered on an iPhone that is
paired with the watch.

Music
Phone
Photos

To install Amtelco Secure Messages on an Apple Podcasts

Watch, open the Watch app on the paired iPhone. Stocks

Tap My Watch in the Tab Bar at the bottom of the
screen if it is not already selected.

Walkie-Talkie

Wallet & Apple Pay
At the My Watch screen, scroll down to the Available

. Weather
Apps section and find Amtelco Secure Messages.

®
@
<
o
®
e
o)
<
-
3

Tap the Install button in the same row as Workout

“miSecureMessages.”

NSTALLED ON
When the installation is finished, “Amtelco Secure P
Messages” is listed in the “Installed on Apple Watch” Keynote
section of the My Watch screen. @ Amtelco Secure Messages
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Launching the Amtelco Secure Messages Watch

App
To open the Amtelco Secure Messages Watch app from the Apple
Watch Home screen, tap the Amtelco Secure Messages icon.

Note: Before launching the Amtelco Secure Messages Watch app on the
watch for the first time, launch the Amtelco Secure Messages app
on the iPhone that is paired with the watch. If the error “Invalid
Account Info” is displayed, force close the Amtelco Secure
Messages app on the paired phone and relaunch it. If the error “No
account” is displayed on the Apple Watch, make sure an account is registered on the
paired phone.

Instructions for using the Amtelco Secure Messages Apple Watch app are provided in the
Amtelco Secure Messages Apple App User Guide.
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Logging into the Amtelco Secure Messages
Contact Web

The Amtelco Secure Messages Contact Web provides access to secure messaging and paging
services from the convenience of a web browser. The Contact Web lets users view secure
messages using Transport Layer Security (TLS) encryption with username, password, and
Account ID authentication. Users can respond to secure messages and can initiate new
messages to other Amtelco Secure Messages users within their company or organization.

The Contact Web is enabled by starting the Web Access connection in the ASM Admin Web.

The Amtelco Secure Messages Contact Web application is tested with the latest release of the
following browsers:

e Apple Safari
¢ Google Chrome
e Microsoft Edge

e Modzilla Firefox

Login Information

The user will need the Contact Web URL (Uniform Resource Locator) indicated under the
General settings for the group in the ASM Admin Web. Each Group has a different Contact
Web URL.

The user will also need the following login information.

é Wessoges CoNtact

Account ID required:

Account ID

Continue

Account ID

The user must enter the Amtelco Secure Messages Account ID each time the user wants to
log into the ASM Contact Web. Provide the Account ID number that is listed under the
General settings for the group in the ASM Admin Web.
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& Secure Contact
M{"SSGQI}S

Login

UserName

Password

Login Change Account

UserName

Provide the username that is configured in the user’s Contact Settings in the ASM Admin
Web.

Password

Provide the password that is configured in the user’s Contact Settings in the ASM Admin

Web. Instruct the user to keep his or her password a secret so that no one else can connect to

the ASM Web Service in that user’s name.

Instructions for using the Amtelco Secure Messages Contact Web are provided in the
Amtelco Secure Messages Contact Web User Guide.
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Adding Amtelco Secure Messages to IS

Amtelco Secure Messages can be integrated into the Intelligent Series (IS) suite of
applications using Network Encryption, Unsolicited Client settings, Event Notifications, and
the Secure Messaging Contact Method. Contact Methods are assigned to IS Directory listings
in the IS Supervisor application with the IS Directory Contacts feature. If you have an IS
system and want to use it to send secure messages, follow the instructions in this section.

Enabling Network Encryption

Starting with IS Supervisor version 5.6.8259.01, the 256-bit Advanced Encryption Standard
(AES) is used to encrypt all network packets transmitted between the IS Server and IS client
applications. This encryption is built into the IS application and does not require any
additional technology such as third-party certificates.

If you are using an older version of IS Supervisor, follow the instructions for setting your
Network Encryption Mode to AES 256 encryption in the “System Setup” section of the
Intelligent Series Supervisor Reference Guide.

Configuring Unsolicited Client Settings

The Configuration page is used to configure the handling of inbound unsolicited messages
sent from the Amtelco Secure Messages (ASM) app or the Amtelco Secure Messages
Contact Web.

[&2] ystem Setup Lo | B[]

Diagnostics ]
Dispatch Templates

E-mail Unsolicited Client: 9999995598 - Unsolicited MSM Messages Set
Emergency

Event Configuration
Fax Create Dispatch for Unsclicted MSM

Dispatch Template: | Default ~

Genesis

Holiday Save

15 Call Log

Just Say I

miSecureMessages

= B Corfiguration
Connections

Multfactor Authentication

Paging

Sandbox

Scripts

Security

Soft Agent and Web Agent

Styles

Transformer

Vocera

Woice Mail

Web Scripting URL
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To open the Configuration page, follow these steps:

On the System Setup Navigation Menu, click the miSecureMessages hyperlink.
Hyperlinks for the Configuration and Connections pages are displayed.

If the Configuration page is not displayed, click the Configuration hyperlink.
The Configuration page is displayed.

Unsolicited Client

When an unsolicited secure message comes in to IS, IS compares the Amtelco Secure
Messages username that sent the message with a database that keeps track of the last
username that was sent an ASM message from each Client. IS routes the message to the first
matching Client it finds. If no match is found, the message is sent to the Unsolicited Client
specified here.

To select a Client for unsolicited secure messages, click the Set button.

The Select Client window is displayed. The Select Client window is used to select a Client. It
shows a list of all Clients, sorted by Client Number.

Search
The search field located at the top of the Select Client window is used to search for a specific
Client Number or Client Name.

To search for a specific Client, type all or part of the Select Client
Client Number or Client Name.

OR . . Search:
Use the scroll bar to scroll through the client list.
Client# | Client Name Client# Cliert Name “
All of the Client Numbers and Client Names are listed 2011 Patient information
numerically in the Select Client window. 2014 Tand Service

2015 Alert Road Assist

Select the Client that should receive unsolicited ASM 2016  Hospital Employees
messages. 2017 Hospital Emergency Codes

2018 Mercy Medical Center Netwark
2021 Bowden Real Estate
2022  Dr David Darcy's Office

Click the Select button to save your Unsolicited Client
setting and return to the Configuration page.

OR 2027  Heating Compary
Click the Cancel button to return to the Configuration 2032 Tom's Car Dealership
page without saving your Unsolicited Client settings. 2033 Joe's Service Compary

2040 Family Practice
If you clicked the Select button, the Client Number 240 TomiyPrectes
and Client Name that you selected are displayed in the

Unsolicited Client field. Cancel
Dispatch Template

The Dispatch Template setting indicates the dispatch settings to use to create a dispatch job
when an unsolicited inbound ASM message is received or when an outbound ASM message
fails and no dispatch job exists. Dispatch templates are configured on the Dispatch Templates
page of IS Supervisor System Setup.

Select the dispatch template to use for unsolicited inbound ASM messages and failed
outbound ASM messages when no dispatch job exists.
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Create Dispatch for Unsolicited MSM

If you are using Intelligent Dispatching, a dispatch job can be sent to the Dispatch List
whenever an ASM message is routed to the Unsolicited Client.

o Select this check box to create a dispatch job whenever an unsolicited secure
message is received.

e Clear this check box if no dispatch job is desired for unsolicited secure messages.

Saving Your Entries

When you have finished entering ASM settings, click the Save button to save your changes.

Configuring Connections to ASM Web Services

The Connections page is used to establish a connection to one or more Amtelco Secure
Messages (ASM) Web Services. These connections are used to send secure messages
between the Intelligent Series version 5.7 and later applications and ASM version 7.0 and
later accounts.

Click the Connections hyperlink on the System Setup Navigation Menu.

The Connections page is displayed.

[E] system Setup (= ][ ]s]
Fax MSM Connections gp % [
Genesis Station Number 19
Holiday SR The M5M Connections page is used to establish a connection to one
or more M5M Web Services. These connections are used to send
15 Call Log secure messages between the Inteligent Seres applications and
Just Say I miSecureMessages accounts.

miSecureMessages
Corfiguration Station Mumber: 15

#® Connections MSM Release: 7.0 v

Mnemonic Keys

Muttifactor Authertication

MSM Customer ID: 19
URL: ps://isasmwebapi mmenet.org/lsWebs/api/

Paging

Sandbox Password:
Scripts

Security

Settings

Soft Agent and Web Ageni
Styles

Transformer

Vocera
Woice Mail
Web Scripting URL

Adding and Editing Connections

e To add a new connection, click the Add MSM Connection icon. &

A new MSM connection is created with blank properties.
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o To edit an existing connection, select the name of the connection in the Connections
list.

The Connection screen is updated to display the settings for the selected connection.
Station Number

The Station Number field is used to assign a station number to an ASM Web Service. The
Station Number is used when programming IS Directory Contact Methods to indicate which
ASM Web Service to use to send secure messages from Intelligent Series applications.

If you are connecting to Amtelco Secure Messages version 7.0 or later, a unique station
number should be used.

If you are connecting to an older version of Amtelco Secure Messages, the Station Number
must match the Station ID programmed in the Intelligent Series Server settings on the
Connections page of the Amtelco Secure Messages Admin Web. More information about
Station IDs is provided in the Amtelco Secure Messages Admin Web User Guide.

If you are connecting to Amtelco Secure Messages version 7.0 or later, enter a unique station
number to assign to the ASM Web Service.

If you are connecting to an older version of Amtelco Secure Messages, enter the Station ID
programmed under the IS Connection settings in the Amtelco Secure Messages Admin Web.

The Station Number is displayed in the MSM Connections list when changes made to the
connection are saved.

MSM Release

The MSM Release field is used to specify the version of Amtelco Secure Messages server
used by the ASM Web Service.

Select the Amtelco Secure Messages version used by the ASM Web Service.
MSM Customer ID

The MSM Customer ID field is used to specify your unique Amtelco Secure Messages
customer identification number provided by Amtelco.

Enter your ASM customer identification number.

URL

The URL field is used to specify the Uniform Resource Locator (URL) of the ASM Web
Service.

Enter the URL of the ASM Web Service.
Password

The Password field is used to specify the password used to login to the ASM Web Service. It
must match the Auth Token programmed in the IS Connection settings on the Connections
page of the Amtelco Secure Messages Admin Web.

Enter the password used to login to the ASM IS Web API.

Click the Save icon [ to save your changes.

The connection is added to the MSM Connections list.
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Deleting a Connection

To delete a connection, select the name of the connection in the MSM Connections list and

then click the Delete icon. X

The Delete Connection dialog box is displayed.

Confirm Delete

Confirm delete

of Station Number: 17

Yes Mo

To delete the connection, click the Yes button.

OR

To return to the Connections page without deleting the connection, click the No button.
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Configuring Event Notifications

The Event Configuration page is used to configure event notifications to be sent to e-mail
addresses, Short Message Service (SMS) devices, Amtelco Secure Messages devices, the IS
Server log, and agent and supervisor stations.

Click the Event Configuration hyperlink on the System Setup Navigation Menu to display the
Event Configuration page.

System Setup oo ]
favase
) ) ~
Corfiguration s [ Events and Motifications Summary ¥
Corfiguration
Features & Licenses Event Notification Types 2
Updates MSM Queue Threshald Log: MSM Event Properties
MSM Station Status E-mail;
o -
seo Nuance Compile Emor Log; Supervisors; Threshold:
Custom Shared Fields Muance Connection Emor  Log; Supervisors;
Diagnostics Reporting Station Status  Agents; Log; Supervisors;
Dispatch Templates Resource 10 Status E-mail(2); Log;
E-mail Schedule Emor Mo Notifications
B Event Corfiguration ??ﬁf’d_”bd Se_nd I‘ufleslsla... I:og; ) v
Fax < o
Genesis - - ; ;
Holday g~ ¥ [ Hotification List | Notification e
Notificati Diescripti
15 Call Log feation Ssciption Ta: |rsmi‘th@rnmcnet.org |
Log
JL-IEI Say it Exmail From: |administrator@mmcnet org |
miSecursMessages Subject: |Oueue Threshold Exceeded |
Paging
Sandbax gn: [ ]
Security Server: |mail meenet.ong |
Pemmission Groups
Password Rules Port:
Advanced Use TLS [] Encryption
Soft Agent and Web Agent v £ >

Events and Notifications Summary
The Events and Notifications Summary pane contains a toolbar and a table.
Events and Notifications Summary Toolbar

The toolbar is used to refresh the table and to save changes to the notification settings for
events.

Icon Description
¢ The Refresh icon updates the list of events and notification types displayed in the
Events and Notifications Summary table.
= The Save icon saves all changes made to the events and notification types.
¥ The Test icon sends a test notification for the selected event.

The Event column displays a list of IS Server events that can generate notifications.
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The Notification Types column displays a summary of the types of notifications that are sent
each time the event occurs. If no notifications have been configured for an event, the words
“No Notifications” are displayed in red text.

There are two IS events that relate to Amtelco Secure Messages.

Event Description

MSM Queue Threshold  The MSM Queue Threshold event occurs when the number of jobs

in the Amtelco Secure Messages (ASM) queue exceeds the
threshold set in the MSM Event Properties.

MSM Station Status The MSM Station Status event occurs when the ASM Station loses
its connection to IS.

To view or edit the notification settings for an event, click the name of the event in the Events
and Notifications Summary table.

The notifications for the event are displayed in the Notification List pane.

Event Properties

+ [ Events and Notifications Summary ¥

Event Matification Types 2

MSM Quewue Threshaold Log: M5M Event Properties
MSM Station Status E-mail;

MNuance Compile Emar Log; Supervisors; Threshald:

Muance Connection Emor  Log; Supervisors;
Reporting Station Status  Agents; Log; Supervisors;

Resource 10 Status E-mail(Z); Log;

Schedule Emor Mo Motifications

Scheduled Send Messa... Log; W
T - . - R

If the event selected in the Events and Notifications Summary table has configurable
properties, the properties are displayed to the right of the table.

Threshold

The MSM Queue Threshold event has a Threshold property. The Threshold property
determines the number of messages waiting to be sent from IS to the ASM Service that will
trigger the event. This property should be set to a value slightly higher than the number of
messages that are expected be sent from IS to ASM Service at one time, so that the event
only is triggered when there is an issue that prevents messages from being sent.

Enter a number slightly higher than the number of secure messages expected to be sent from
IS at one time.

Click the Save icon [& on the Events and Notifications Summary Toolbar to save the property
settings.
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Notification List

The Notification List pane displays the notification settings for the event selected in the
Events and Notifications Summary table.

ip- X I Notification List E-Mail Notification Properties
Notificati Descripti

ication escrption To: |ism'rth@mmu:net.u:urg |
Log
E-mail i From: |administ|at|:ur@n'lmn:net.nrg |

Subject: |Queus Threshold Excesded |

Login: | |

Password: | |

Server: |mai|.mmu:net.u:urg |

Port

Use TLS [ ] Encryption

< >

Notification List Toolbar

The Notification List Toolbar is used to add and remove notification settings for the event
that is selected in the Events and Notifications Summary table.

Icon Description

oo The Add icon displays a menu of notification types that can be added. Select a
notification type to add it to the Notification List.

x The Delete icon removes the notification type that is selected in the Notification
List.

= The Save icon saves all changes made to the settings for the selected notification
type.

Note: The Save icon on the Notification List Toolbar only saves changes to the
settings for the selected notification type. You must also click the Save icon
on the Events and Notifications Summary Toolbar to save additions and
deletions to the Notification List.

Adding and Editing Event Notifications

To add or edit an event notification, select an event in the Events and Notifications Summary
pane.

The notifications that have been configured for that event are displayed in the Notification
List.

e To edit a notification, select the notification type in the Notification List.
OR
e To add a notification, click the Add icon g} on the Notification List Toolbar.

A menu of notification types is displayed.
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Select the type of notification to add.
The notification type is added to the Notification List.

Notification Type Description

E-mail The E-mail notification type is used to send e-mail event notifications
to an e-mail address.

Log The Log notification type is used to save event notifications in the IS
Event Log. The Event Log can be viewed through the Monitors & Logs
pages of IS Supervisor.

MSM The MSM notification type is used to send secure event notifications to
a device using the optional Amtelco Secure Messages app.

SMS The SMS notification type is used to send event notification text
messages to a Short Message Service (SMS) device.

Stations The Stations notification type is used to send event notifications to
agents and operators logged into IS applications.

The properties for the selected notification type are displayed to the right of the Notification
List. The properties vary for each notification type.

E-mail Notification Properties

The E-mail Notification Properties are displayed when an E-mail notification is selected in
the Notifications List.

To

Type the e-mail address that should receive an event notification whenever the event occurs.
From

Type the return address to use for the event notification e-mail messages.

Note: The From address should be for an account that can authenticate on the server domain.
Otherwise, it could cause relay errors or be classified as spam.

Subject
Type the text to display in the subject line of the event notification e-mail messages.
Login

Enter the login name to access the e-mail account on the mail server if the mail server
requires a login.

Password

Enter the password associated with the login name if the mail server requires a password.
Server

Type the name of your mail server.

Port

Enter the IP Port number as configured on the e-mail server.

56 Amtelco Secure Messages On-Site System Guide



Adding Amtelco Secure Messages to IS

Use TLS
The “Use TLS” option determines whether Transport Layer Security (TLS) is used to send
event notification e-mail messages.

o Select this check box to use Transport Layer Security to send the event notification e-
mail messages.

e Clear this check box to disable Transport Layer Security when sending the event
notification e-mail messages.

Encryption

The “Encryption” option determines whether e-mail encryption is used to send event
notification e-mail messages.

o Select this check box to enable e-mail encryption.
e Clear this check box to disable e-mail encryption.
E-mail encryption requires a Public Key Certificate and an enterprise e-mail server.

When e-mail encryption is enabled, the IS E-mail Service communicates with the enterprise
e-mail server. When an e-mail message is generated by IS, the IS E-mail Service uses your
Public Key Certificate to encrypt the message. The IS E-mail Service then sends the
encrypted message to the enterprise e-mail server. The enterprise e-mail server is responsible
for sending the message to the recipient via the Internet or your intranet. When the e-mail
message is received by the recipient, the recipient’s Public Key Certificate is verified with
the Certified Authority. If it is valid, the recipient can access the e-mail message.

Click the Save icon [& on the Notification List Toolbar to save your changes to the E-Mail
Notification Properties.

When you have finished adding notifications to an event, click the Save icon [g on the Events
and Notifications Summary Toolbar to save your notification changes.

Click the Refresh icon "# on the Events and Notifications Summary Toolbar to display your
changes.

MSM Notification Properties
The MSM Notification Properties are

M5M Notification Properties

displayed when an MSM notification is Usemame: - smith | Station:
selected in the Notifications List. From: | Administrator |
Username Subject: |I"-'15I"-'1 Queue Threshold Exceeded |

An Amtelco Secure Messages Username Priority: | High v

can be used to send a secure message to an
Amtelco Secure Messages Contact Web
user and all of a contact’s devices that are
registered with the Amtelco Secure Messages App.

Enter the Username of the contact as configured in the user’s Amtelco Secure Messages App
and in the user’s Contact Settings in the Amtelco Secure Messages Admin Web.
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Station

The Station field is used to indicate which ASM Web Service to use on systems that have
more than one ASM Web Service. It must match a Station Number configured for one of the
MSM Connections in the System Setup pages of IS Supervisor.

Enter the Station Number of the ASM Web Service that you want to use to send the
notification.

From

Type the name to display as the sender of the event notification messages.
Subject

Type the text to display as the subject of the event notification messages.
Priority

Select the priority to use for the event notification messages.

Click the Save icon [E on the Notification List Toolbar to save your changes to the MSM
Notification Properties.

When you have finished adding notifications to an event, click the Save icon [ on the Events
and Notifications Summary Toolbar to save your notification changes.

Click the Refresh icon "= on the Events and Notifications Summary Toolbar to display your
changes.

SMS Notification Properties

The SMS Notification Properties are SM5 Notification Properties
displayed when an SMS notification is

selected in the Notifications List. Phone: |7115552075 |
Phone

Type the phone number of the SMS
device to receive event notification text
messages.

Click the Save icon [& on the
Notification List Toolbar to save your
changes to the SMS Notification
Properties.

When you have finished adding notifications to an event, click the Save icon [ on the Events
and Notifications Summary Toolbar to save your notification changes.

Click the Refresh icon "= on the Events and Notifications Summary Toolbar to display your
changes.
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Station Notification Properties

The Station Notification Properties are Station Notification Properties
displayed when a Station notification is =
. ; ) . Agents
selected in the Notifications List.
Supervisors

Agents

Select the Agents check box to send
event notifications to all users logged into
the Infinity Telephone Agent application
and to all users logged into the Soft Agent
application.

The event notifications will appear for twelve seconds in the Infinity Telephone Agent
Answer Window and twenty seconds in the Soft Agent Status Bar.

Supervisors

Select the Supervisors check box to send event notifications to all users logged into the IS
Supervisor application.

The background of the Event hyperlink in the upper right corner of the IS Supervisor menu
bar will turn yellow to indicate an event notification. Supervisors can click the Event
hyperlink to view the event notification.

Click the Save icon [E on the Notification List Toolbar to save your changes to the Station
Notification Properties.

When you have finished adding notifications to an event, click the Save icon [ on the Events
and Notifications Summary Toolbar to save your notification changes.

Click the Refresh icon "= on the Events and Notifications Summary Toolbar to display your
changes.

Testing Event Notifications

The Test icon + is used to send a test notification for a selected event.

To send a test notification for an event, select the event in the Events and Notifications
Summary table and then click the Test icon > on the Events and Notifications Summary
Toolbar.

A test notification is sent to all of the notification types configured in the Notification List for
the selected event.
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Adding Secure Messaging to the IS Directory

The next step is to add the Secure Messaging Contact Method to your IS Directory listings.

To open the IS Directory, click the Directory & Scheduling icon Di’e‘m'}'&kmd”“”g on the IS
Supervisor Toolbar.

The Directory and Scheduling window is displayed.
Enabling Contacts for a Directory Subjects

Contacts can be added to any IS Directory Subject by enabling the Contacts Subject option
on the General Settings tab.

Subject Toolbar

Subject: | MMChet - dh | % 2 | Tools

The Subject Toolbar is displayed at the top of the Directory and Scheduling window. The
Subject Toolbar contains a Subject menu, icons for creating Subjects, deleting Subjects, and
copying Subject settings, and a Tools menu for exporting directory listings.

To select a Subject, open the Subject menu and select the desired directory Subject.

The General Settings for the selected subject are displayed unless you were already working
under another tab in this Subject.

Directory and Scheduling EI@
Subject: MMCNet vﬁ]:|><_||';5|va

) Appointments ﬁ Class Registration
-

f;j Subject % Master Fields ﬁ‘:‘:I:l Views Listings

-
Subject Properties:
Edit the Subject Name and other Subject settings.

General Settings  Role Definitions  Role Assignments  Statuses Ovemides Genesis Feeds  Secure Messages

Subject Name: MMChet Identifies the contents and use of the listings for this subject in the directory.
Display Format: E a= Determines how this subject’s listings will be presented to the operator.
I_ Description List — Listings are looked up and displayed in a List.
Billing Client:  None ~  |dentifies the Client associated with this directory for biling purposes
Voice Assisted None> Identifies the directory field that contains the phone or extension number to be announced to
Transfer Field: |< one= > | the caller when transfeming to a listing that is enabled for Voice Assisted Transfer.
Status Checkin Mode: |Oven‘ide Schedule | )
MNotes:

~— Subject Options

@ Cortacts Subject Defines this Subject as a List of Contacts.
Enables this Subject for scheduling features: OnCall, Appoirtments, and
] OnCall Schedule. ) Class Registration. Only the settings for the scheduling features that
Appoirtments, or Class Registration have been enabled in System Setup will be displayed.
@ Uses Shared Client Fields Enables adding Shared Client Fields as Subject fields.
~ A
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If you do not see the General Settings, click the Subject tab and then click the General
Settings tab.

Subject Options
The Subject Options indicate how this directory Subject will be used.
Contacts Subject

Enabling the Contacts Subject option allows you to set up Contact Methods for each of the
listings in this directory Subject and Status Schedules that determine which Contact Methods
are available for dispatching at specific times and dates.

This option is only available if the optional Directory Contacts feature is enabled on your
system.

Select this check box to enable contact-based dispatching for the selected directory Subject.
OnCall Schedule, Appointments, or Class Registration

The “OnCall Schedule, Appointments, or Class Registration” check box is used to enable IS
Directory OnCall Scheduling, IS Appointments, and IS Class Registration for the selected
directory Subject. All three features are enabled with the same check box.

IS Directory OnCall Scheduling is a requirement for the optional Role-Based Messaging
feature.

Select this check box to create IS Directory OnCall schedules, IS Appointment schedules, or
IS Class Registration courses based on this directory Subject’s listings.

More information about IS Directory OnCall is provided in the “Directory OnCall
Scheduling” section of the Intelligent Series Supervisor Reference Guide.

Uses Shared Client Fields

Enabling the Uses Shared Client Fields option allows Shared Client Fields to be inserted into
the directory. Shared Client Fields are fields that are common to every IS Client. These fields
can be used to store information about each client in the IS Directory without having to
create a separate field for each client.

Enabling this option also allows listings to be assigned to an IS Client for receiving messages
and for viewing messages from miTeamWeb, the IS Web, and the IS Directory.

Select this check box to allow Client Fields to be incorporated into the selected directory
Subject.

More information about Shared Client Fields is provided in the “System Setup” section of the
Intelligent Series Supervisor Reference Guide.

Saving Your Entries

When you have finished making changes to the General Settings, click the Save button
[ save to save the settings.
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Creating a New Secure Messaging Master Field
Directory and Scheduling EI@
-| e | > | | @ | Tods -

E:Fj Subject % Master Fields E. Views j Listings

Subject: | MMCHet

@ r
Subject Felds (22) Properties of: Last Name
1) Add or manage ALL 2) Name and define the properties for the selected
fields for this subject here. subject field
., - MName: |Last Mame | Field Defaults
. ® Edit -
= Rl | E—
Mumeric Defautt:
et P Wit
Url Format:
E-mail Fo
Image ID Required:
Contact E-mail ID Speech Rec Noms v
Contact Phone D Number Rules:
Contact TAP Pager ID Alias: | |ast Name ~
Contact SMS D Speech Rec
" Cptional:
Contact Secure Messaging ID
Contact SNPP ID I Save
Contact WCTP ID
Contact FAX 1D
Contact Vocera ID
Contact Cisco D

: > 1

Secure Messaging usernames can be displayed in the Fields of an IS Directory Subject by
adding Contact Secure Messaging ID Fields to the Master Fields tab of the directory. Adding
Contact Secure Messaging ID fields to the Master Fields of the directory is optional.

To create a new Secure Messaging Master Field, click the Add icon &1 on the Subject Fields
toolbar.

A menu of the available Data Types is displayed.

Select “Contact Secure Messaging ID.”

A Master Field named “New Field” is added to the Subject Fields list.
Edit the properties displayed in the Properties pane.
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Properties of: Secure Messaging
2) Name and define the properties for the selected

subject field
Name: Secure Messaging Contact Secure Message Defaults
Data Type: Contact Securs L _$ Edit - Mame: Securs Message
Field Width: 10 Instruction:  Send Secure Message
Order: 0
Format
_ Weh Visible
Sort: [
Required: [_|

Speech Rec
MNumber Rules: i

Alias:  <MNone> w

Speech Rec .
Cptional: —

I Save
I Y
Name

The name used to identify this
field throughout the system.

\

Properties

The Properties pane controls the properties for the field selected in the Subject Fields menu.
Any changes made on the Properties pane affect the type of values that are accepted for
entries in the selected field.

Name

The Name property defines the visible name of the Subject Field when entries are inputted.
This field can be overridden in each directory View if desired. The Name property accepts
alphanumeric characters.

Type a name that describes the type of information you want to store in the field.
Sort

The Sort property determines how directory listings are sorted. When this check box is
selected, listings are sorted alphabetically, numerically, or chronologically according to the
values contained in this Master Field. If more than one Master Field is enabled for sorting,
the listings are sorted by the sort-enabled field that is closest to the top of the Subject Fields
menu.

Select the Sort check box if you want to sort listings by the contents of this field.

OR
Clear the Sort check box if you do not want to sort listings by the contents of this field.

Required
The Required property controls whether the field must have a value whenever a listing is

saved.
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Select the Required check box to make this field required.
OR
Clear the Required check box to make this field optional.

More information about Master Field Properties is provided in the “Directory Setup” section
of the Intelligent Series Supervisor Reference Guide.

DefaUIts Contact Secure Message Defaults

The Defaults pane is used to set default values for Name:  [Securs Message |

the field selected in the Subject Fields menu. Any

values entered here will be filled in automatically
Order:

when a new listing is created but can be changed - _

. .o . Web Visible

in the listing properties.

Instruction: |Send Secure Message |

Name

The Name field identifies the Contact Method in
the IS Directory and in the Dispatching window.
If you would like new Contact Methods entered
into this Contact field to have a default Contact

Name, type a short, descriptive name for the
Contact Method, like “Secure Message.”

Instruction

The contents of the Instruction field are displayed
to agents in the Contact Methods section of the IS
Directory and in the Dispatching window.

If you would like new Contact Methods entered into this Contact field to have default
instructions for the use of this Contact Method, type the instructions.

Order

The Order field determines which Contact Method is displayed first in the IS Directory when
more than one of the same type of Contact Method (Phone, TAP Pager, E-mail, SMS, Secure
Messaging, SNPP, or WCTP) is displayed. The Order field is also used with the IS
Transformer feature to uniquely identify each Contact Method during an import.

If you would like new Contact Methods entered into this Contact field to have a default Order,
type a number to indicate the order that this Contact Method should be displayed in the IS
Directory.

Web Visible

The Web Visible check box determines if this Contact Method can be accessed from the
miTeamWeb and IS Web applications other than through User Settings or My Settings.

o Select this check box if you would like new Contact Methods entered into this Contact
field to be accessible from miTeamWeb and the IS Web by default.”

e Clear this check box If you would like new Contact Methods entered into this Contact
field to not be accessible from miTeamWeb and the IS Web by default.
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Note: If a listing is associated with an Agent ID, people logging into miTeamWeb or the IS
Web with that Agent ID are able to access the listing’s Contact Methods through the
User Settings or My Settings page, even if the Web Visible check box is cleared.

Saving Your Entries
To save your property entries, click the Save button.
To continue setting up this directory Subject, click the Views tab.

For more information about the Master Fields tab, refer to the “Directory Setup” section of
the Intelligent Series Supervisor Reference Guide.

Adding Fields to a View

Views determine which fields appear in the directory when the directory is accessed by
various groups of users in the Web Agent, Soft Agent, Infinity Telephone Agent,
miTeamWeb, and IS Web applications. The Views feature allows certain pieces of
information to be restricted from some Views while being displayed in other Views. In
addition, the Views feature supports storing information in fields that are never shown in any
View but exist for use in applications.

After adding Master Fields to a directory Subject, you must add those fields to each View in
which you want those fields to appear.

To select a View, click the View menu and select the desired View.

= | Agent View Add
42

Cardiac View
Radiology View
Supervisor View
Web View

Information about the selected View is displayed.

To add fields to a View, click the Add icon £} on the View Fields toolbar.

The Source Fields window is displayed.
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The IS Supervisor application provides three different Source Fields x
types of fields for use in constructing a View: Master,
Client, and System. Each of these types of fields is
represented by a tab on the Source Fields window.

Check all fields to add to the View

Master [&] Cliert System

Master Last Name A
Master Fields are the fields created for this directory First Name
Subject on the Master Fields page. Title
Departmert
Select the check box next to each Master Field that you [] Location
want to add to the View.
] Photo
Click the “Add to View” button. ] EmployeelD
. . . Cfice Phone
View Field Properties ] Col Fhone
View Field Properties determine how the fields are [ Emai
displayed in a View. fELEEEILL
To edit the View Field Properties, select a field in the View
Fields menu.
The properties for that field are displayed in the View w
Field Properties pane. > >
After making changes to the View Field Properties, click
the Save button. —iise

Adding Secure Messaging Contact Methods
to a Listing

The Listings page allows you to see a directory Subject as it appears to agents in the Web
Agent, Soft Agent, Infinity Telephone Agent, miTeamWeb, and IS Web applications.

When the Contacts Subject option is enabled for a directory Subject, Contact Methods can be
created for each directory listing.

Listings Tab

The Listings tab on the Listings page allows you to see a directory Subject as it appears to
agents in the Web Agent, Soft Agent, Infinity Telephone Agent, miTeamWeb, and IS Web
applications. From the Listings tab, you can enter information into the directory, assign roles
to contacts, set up Contact Methods, and create Status Schedules.

A listing can be added from any View provided the Permission Group that you belong to has
Add rights for that View.

To add a listing to the directory, click the Add icon. gp
All Master Fields for the selected Subject are displayed in the Listing Properties pane.

Editing a listing is best done from Master View if you have rights to edit in Master View
because Master View contains all of the Master Fields. If you edit a listing in a View other
than Master View, you will only be allowed to edit the fields whose Edit property is enabled
in View Field Properties.
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To edit a listing in the directory, select the Master View or another View for which Edit rights
have been assigned to the fields that you need to edit.

Agent View

Agent View
Cardiac View
Radiology View
Supervisor View
Web View

Select the listing in the menu of listing Descriptions or the table of listing fields and then click
the Edit icon. ¢

All viewable fields for the selected View are displayed in the Listing Properties pane.
Listing Properties
m <MASTER > b4 i 0 -

Fields Options InfoCard Roles Contact Methods Status Genesis

1D: 22265
Description

Andrea Ward, Physician Cardiac

Last Name [Required]
Ward

First Name [Required]

Andrea (h

Title
Physician

Department
Cardiac

Location

o
T
Eeu t
T

Web Page
Displayed Text:
MMCNet Cardiology

Ud / Address:
https://www mmcnet org/cardio

Photo
DOC - Andrea Ward

EmployeelD
1144185123

Office Phone
(60933 - | Detal "y

0K Apply Cancel

The Listing Properties pane is used to add and edit information about a directory listing.

The properties are divided into tabs based on the options that are enabled.
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Fields

The Fields tab is used to add or edit information about a directory listing.

Click the Fields tab to display the directory fields.

When a listing is being added, all Master Fields for the selected Subject are displayed under
the Fields tab. When a listing is being edited, only the fields that are marked Viewable in the
View Field Properties for the selected View are displayed.

Contact Secure Messaging ID Fields

Secure Messaging
| v | Detail

If a field has a Data Type of Contact Secure Messaging ID, a menu is displayed along with a
Detail hyperlink.

To use a Secure Messaging Contact Method that has already been created for this listing,
open the menu and select the name of the Contact Method.

OR
To create a new Contact Method, click the Detail hyperlink.

Clicking the Detail hyperlink displays the Contact fields for the Contact Secure Messaging
ID field.

Contact Name

Contact Name:
The Contact Name field identifies the Contact [MsM |
Method in the IS Directory and in the Instruction:
Dispatching window. |Send Secure Message |
Type a short, descriptive name for the Contact Usemame:
Method, like “Secure Message.” |E'Wafd |
Instruction 15““””: g
The contents of the Instruction field are Group:

displayed to agents in the Contact Methods 5 -
section of the IS Directory and in the

. . . Crder:
Dispatching window. 0 :
Type any special instructions for the use of Web Visible:
this Contact Method. T =

Username

An Amtelco Secure Messages Username can be used to send a secure message to an Amtelco
Secure Messages Contact Web user and all of a contact’s devices that are registered with the
Amtelco Secure Messages App.

Enter the Username of the contact as configured in the user’'s Amtelco Secure Messages App
and in the user’s Contact Settings in the Amtelco Secure Messages Admin Web.
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Station

The Station field is used to indicate which ASM Web Service to use on systems that have
more than one ASM Web Service. It must match a Station Number configured for one of the
MSM Connections in the System Setup pages of IS Supervisor.

Enter the Station Number of the ASM Web Service used by this contact.
® Legacy Mode

The Legacy Mode option is displayed when a Contact Secure Messaging ID field for a
Contact Method created on an older version of IS Supervisor is selected. For newer Contact
Methods, this option is not displayed.

In Legacy Mode, when a message is sent to an Amtelco Secure Messages user who has more
than one Amtelco Secure Messages account, the message can be sent to the account with the
lowest Group ID number or to an account with a specific Group ID.

To send messages to the user’s account that has the lowest Group ID, select the Legacy Mode
option.

More information about Group IDs is provided in the Amtelco Secure Messages Admin Web
Guide.

@® Specific Group

The Specific Group option is displayed when a Contact Secure Messaging ID field for a
Contact Method created on an older version of IS Supervisor is selected. For newer Contact
Methods, this option is not displayed but is selected by default.

In Specific Group mode, when a message is sent to an Amtelco Secure Messages user who
has more than one Amtelco Secure Messages account, the message can be sent to the account
with the lowest Group ID number or to an account with a specific Group ID.

To send messages to an Amtelco Secure Messages account that has a specific Group ID,
select the Specific Group option.

Group

The Group field is displayed when a Contact Secure Messaging ID field set to Specific
Group mode is selected. The Group indicates the Group ID of the Amtelco Secure Messages
account to message using this Contact ID field.

Type or use the up arrow [=1 or down arrow [=1 buttons to select the Group ID of the Amtelco
Secure Messages account.

More information about Group IDs is provided in the Amtelco Secure Messages Admin Web
Guide.

Order

The Order field determines which Contact Method is displayed first in the IS Directory when
more than one of the same type of Contact Method is displayed. The Order field is also used
with the IS Transformer feature to uniquely identify each Contact Method during an import.

Type a number or select a number with the up arrow [=11 or down arrow [=1 buttons to indicate
the order that this Contact Method should be displayed in the IS Directory.
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Web Visible

The Web Visible field determines if this Contact Method can be accessed from the
miTeamWeb and IS Web applications other than through User Settings or My Settings.
If you would like new Contact Methods entered into this Contact field to be accessible from
miTeamWeb and the IS Web by default, select “True.”

OR

If you would like new Contact Methods entered into this Contact field to not be accessible
from miTeamWeb and the IS Web by default, select “False.”

Note: If a listing is associated with an Agent ID, people logging into miTeamWeb or the IS

Web with that Agent ID are able to access the listing’s Contact Methods through the
User Settings or My Settings page, even if Web Visible is set to “False.”

Saving Your Entries

After you have finished entering or editing field information, click the Apply button to save
your entries.
OR
Click the OK button to save your entries and close the Listing Properties pane.
OR
Click the Cancel button to discard your changes and close the Listing Properties pane.

For more information about the Fields tab, refer to the “Directory Setup” section of the
Intelligent Series Supervisor Reference Guide.
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Contact Methods

The Contact Methods tab is used to create additional Contact Methods for the selected
listing. These Contact Methods do not have to be associated with a directory field, but are
available for dispatching from the IS Directory and Intelligent Message scripts. All Contact
Methods that are created under the Fields tab are displayed under the Contact Methods tab,
and all Contact Methods created under the Contact Methods tab can be assigned to fields of a
matching Data Type.

Click the Contact Methods tab to display the Contact Methods.

View: <MASTER> o Dis| Count: 10 - of33
—
Fields Options InfoCard Roles Contact Methods Status  Genesis
MNew Edit = Co Delete
Phones TAP Pagers SMPF Pagers WCTP Pagers eMais SMS(Text) Secure Messaging  Fax Vocera Cisco
MName Instruction Device Station Field Order Web Visible
Secure Message Send Secure Message  award 15 Secure Messaging 1 True
QK Apply Cancel

The Contact Methods settings are divided into tabs for each type of Contact Method.

To create, edit, or view Secure Messaging Contact Methods, click the tab labeled “Secure
Messaging.”

All of the listing’s Secure Messaging Contact Methods are displayed in a table.
Contact Methods Toolbar
The Contact Methods Toolbar is used to add, edit, copy, and delete Contact Methods.

Mew Edit =3 Co Delete

Icon Description

oA The New icon is used to add a new Contact Method.

J The Edit icon is used to edit the properties for the selected Contact Method.
The Copy icon makes a copy of the selected Contact Method.

x The Delete icon removes the selected Contact Method.

Adding or Editing a Contact Method

e To add a Contact Method, click the New icon & on the Contact Methods Toolbar.

¢ To edit the properties for a Contact Method, select the Contact Method and then click
the Edit icon ! on the Contact Methods Toolbar.
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The editor window for the selected Contact Method tab is displayed.
Secure Message Contact Editor

The Secure Message Contact Editor window is displayed when adding or editing a Secure
Messaging Contact Method.

Secure Contact Editor *

Contact Name:
ASM

Instruction:

Send Secure Message

Usemame:

award
Station:

19 =
Field:

Secure Messaging w
Group:

3 -
Order:

1 -
Web Visible:
True w

Save Cancel

Contact Name

The Contact Name field identifies the Contact Method in the IS Directory and in the
Dispatching window.

Type a short, descriptive name for the Contact Method, like “Secure Message.”
Instruction

The contents of the Instruction field are displayed to agents in the Contact Methods section
of the IS Directory and in the Dispatching window.

Type any special instructions for the use of this Contact Method.
Username

An Amtelco Secure Messages Username can be used to send a secure message to an Amtelco
Secure Messages Contact Web user and all of a contact’s devices that are registered with the
Amtelco Secure Messages App.

Enter the Username of the contact as configured in the user’'s Amtelco Secure Messages App
and in the user’s Contact Settings in the Amtelco Secure Messages Admin Web.
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Station

The Station field is used to indicate which ASM Web Service to use on systems that have
more than one ASM Web Service. It must match a Station Number configured for one of the
MSM Connections in the System Setup pages of IS Supervisor.

Enter the Station Number of the ASM Web Service used by this contact.
Field

The Field menu contains a list of Master Fields that have a Data Type of Contact Secure
Messaging ID. If any fields are listed, the Username assigned to this Contact Method can be
displayed in one of those fields.

To display the Username in a directory field, select the name of the appropriate field.
® Legacy Mode

The Legacy Mode option is displayed when a Secure Messaging Contact Method created on
an older version of IS Supervisor is edited. For newer Contact Methods, this option is not
displayed.

In Legacy Mode, when a message is sent to an Amtelco Secure Messages user who has more
than one Amtelco Secure Messages account, the message can be sent to the account with the
lowest Group ID number or to an account with a specific Group ID.

To send messages to the user’s account that has the lowest Group ID, select the Legacy Mode
option.

More information about Group IDs is provided in the Amtelco Secure Messages Admin Web
Guide.

@® Specific Group

The Specific Group option is displayed when a Secure Messaging Contact Method created on
an older version of IS Supervisor is selected. For newer Contact Methods, this option is not
displayed but is selected by default.

In Specific Group mode, when a message is sent to an Amtelco Secure Messages user who
has more than one Amtelco Secure Messages account, the message can be sent to the account
with the lowest Group ID number or to an account with a specific Group ID.

To send messages to an Amtelco Secure Messages account that has a specific Group ID,
select the Specific Group option.

Group

The Group field is displayed when a Contact Secure Messaging ID field set to Specific
Group mode is selected. The Group indicates the Group ID of the Amtelco Secure Messages
account to message using this Contact Method.

Type or use the up arrow [=1 or down arrow [=1 buttons to select the Group ID of the Amtelco
Secure Messages account.

More information about Group IDs is provided in the Amtelco Secure Messages Admin Web
Guide.
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Order

The Order field determines which Contact Method is displayed first in the IS Directory when
more than one of the same type of Contact Method is displayed. The Order field is also used
with the IS Transformer feature to uniquely identify each Contact Method during an import.

Type a number or select a number with the up arrow [=11 or down arrow [=1 buttons to indicate
the order that this Contact Method should be displayed in the IS Directory.

Web Visible

The Web Visible field determines if this Contact Method can be accessed from the
miTeamWeb and IS Web applications other than through User Settings or My Settings.

If you would like new Contact Methods entered into this Contact field to be accessible from
miTeamWeb and the IS Web by default, select “True.”

OR

If you would like new Contact Methods entered into this Contact field to not be accessible
from miTeamWeb and the IS Web by default, select “False.”

Note: If a listing is associated with an Agent ID, people logging into miTeamWeb or the IS
Web with that Agent ID are able to access the listing’s Contact Methods through the
User Settings or My Settings page, even if Web Visible is set to “False.”

When you have finished setting the Contact Method properties, click the Save button to save
the settings and close the Secure Message Contact Editor window.

OR
Click the Cancel button to discard your changes and close the Secure Message Contact Editor
window.

Saving Your Entries

After you have finished entering or editing Contact Method information, click the Apply button
to save your entries.
OR
Click the OK button to save your entries and close the Listing Properties pane.
OR
Click the Cancel button to discard your changes and close the Listing Properties pane.
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Sending a Secure Message from Web Agent

Secure Messaging Contact Methods can be used to send secure messages from the IS
Directory or an IS OnCall schedule in the Web Agent application.

Station 1025

o Mercy Medical Center Network Disc © Waits -0
00:45
E IE Client State Duration Client Name

Good Afternoon! Mercy Medical Center, how may I help you?

3/1/22, 253 PM

@ Switch Data o

Client Number: 2897 Call Status: Fetch Open Messages: 12 Specials: 1
Messenger

- OnCall Show Call Log | Info ‘ ‘ Take Message | | View Messages ‘ ‘ Dispatch List ‘ Overhead Page Code Call Patient Information
— & Client List &
Group Dispatching System Scripts

<A Dispatch List

Showinformation ~ Messages  Directory
@ Perfect Answer
MMCNet-Agent View
Details
arch Q
Change Status
Last Name First Name Title 1 Status Audit n Web Page Photo Office Hours Office Phone Cell Phone TAP Pager Email

Allen Michael ~ Physician t properties Amtelco @ 60189 7115552918 7115550813 mallen@mmenetorg

Anderson  Kori Administrative Assistant a 66225 kanderson@mmenet.org
Actions»

Anderson  Michael  Charge Nurse i 1 61255 7115553408 mmanderson@mmenet.org

Anderson  Mindy Serub Nurse ¢ Cisco Phone 0% 62083 7115559482 7115556632 mfanderson@mmenet.org

Anderson  Renee Physician ¢ Email ’ 62025 7115553921 randerson@mmenet.org

Anderson  Scott Technician | Fax o 60320 7115552083 7115550018 sanderson@mmcnet.org

) offi

Anderson  Tomas Resident ¢ e E 62933 7115559182 tanderson@mmcnet.org
Cell

Anderson  Wilma Scrub Nurse ( " 63421 7115559342 7115550982 wanderson@mmenet.org
Secure Message

Caspar  Alan Scrub Nruse ( % 663321 7115552938 7115559192 acaspar@mmcnet.org

SMS

Audio: SIP Registered Connected =]

© 2022 - Amtelco Web Agent

To send a secure message, right-click the listing or resource that you want to contact.

A context menu is displayed.

Click the Contact Name of a Secure Messaging Contact Method.
A simple message script is displayed.

The simple message script contains a Subject field, a Message field, a send button, and a
Cancel button.

Showlnformation Messages Directory Simple Message

Enter text to dispatch a Secure message to contact Michael Allen, Physician Radiology

Subject

Message

m Cancel -
Subject

Type your message subject in the Subject field.
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Message
Type your message in the Message field.

To send the message, click Send.
OR
To discard the message, click Cancel.

Secure Messages also can be sent from Intelligent Message scripts using the Contact
Dispatch and Contact Send Secure Message response elements. More information about
response elements is provided in the “Response Element Library” section of the Intelligent
Series Supervisor Reference Guide.
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Sending a Secure Message from Soft Agent

Secure Messaging Contact Methods can be used to send secure messages from the IS

Directory or an IS OnCall schedule in the Soft Agent application.

[3] Amtelco Soft Agent

- o X
, Mercy Medical Center Network Disc Activities - Ready
218 Info - Genesis ROI
Good afternoon! Mercy Medical Center, how may I help you?
Called Number Client Number Call Status L y
sandbox| o | ViewMassages | Dispetch st | 10allWab | Amislea Web o, ®
[Transferto Billing | |Transferto Customer Senvice | | Transferto Pediatrics | Transferto Nursing | | Transferto OB GYN | ™
Directory X =
e ¥
Directory OnCall Appointments Class Registration 0 )
Subjects | Add Edit Copy Del. | First Prev. Next . I:l Filter
P « b Search: Adv.Search 7 & ~
Last Name FirstName  Title Department Locaton  WebPage  Photo Office Hours ~ m =3
Allen [ Michacl e |Radiology w333 | | [ [M-F800AM400PM
Anderson Kori Frrns B102 & M-F830AM-4:30 PM 4
Anderson Michael Radiology W201 B
Anderson Mindy ChapgsStats Obstetrics T509 D
Anderson Renee S Obstetrics T533 #  M-F830AM-400PM
Anderson Scott Plopeities Laboratory W340 !! Vary
Anderson Tomas Delece Emergency w132 I#  M-F7.00 AM-3:00 PM v
< >
Cisco Contact »
Current Status: In Office| ™ Contact i
Fax Contact » LirEngD
Pager Contact »
EhonsContact * 5taff and Emplovee Directory 2
Secure Messaging Contact Secure Message (mallen)
SMS Contact >
Snpp Contact »
Vocera Contact »
Wetp Contact »
s
Title: Physician Locationr W333 i‘
Office Hours: M-F 8:00 AM-4:00 PM T o Jv
Office Phone: 60189 \ {
Cell Phone: 7115552918 d
Email: mallen@mmenet org 3
Web Page: ©
New Updates to Notes of the Day! Please check... david @ HE2020 g
Stn: 04 Ready 437 PM

To send a secure message, right-click the listing or resource that you want to contact.

A context menu is displayed.

Point to “Secure Messaging Contact”

OnCall
Appointments

to display a pop-out menu of the Change Status
listing’s Secure Messaging Contact Status Audit
Methods. e
Click the name of a Secure Messaging Delete

Contact Method.

A simple message script is displayed.

Cisco Contact
Email Contact
Fax Contact

Pager Contact
Phone Contact

Secure Messaging Contact

| Secure Message (mallen)

SMS Contact
Snpp Contact
Vocera Contact
Wetp Contact
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The simple message script contains a Message field, a Cancel button, and a Next button.

New message

Message

Cancel Next

Message
Type your message in the Message field.

To send the message, click the Next button.

OR
To discard the message, click the Cancel button.
Secure Messages also can be sent from Intelligent Message scripts using the Contact
Dispatch and Contact Send Secure Message response elements. More information about
response elements is provided in the “Response Element Library” section of the Intelligent
Series Supervisor Reference Guide.
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Sending a Secure Message from Infinity Telephone Agent

Secure Messaging Contact Methods can be used to send secure messages from the IS
Directory or an IS OnCall schedule in the Infinity Telephone Agent application.

=]

B[Moisco4
S

Directory OnCall Appointments Class Registration

Good Afternoon . Mercy Medical Center . this is AMY
Fetch

2891 Mercy Medical Center

Tue 01-Mar-22 03:01P

Subjects | Add Edit Copy | First Prev. Next
& 7L 3

e Search: I:l Adv.Search FQ}E'

E(TJTransfar:Dfﬁ(aPhuna 5 (2)Dial:Office Phone ﬁ(}]'ﬁansfen[el\?hune F (4)DiakCell Phone [=7 (5)Messages (3 (6)Take Message

Motes
&

Last Name First Name Title Department Location Web Page Photo  Office Hours Office Phone Cell Phone TAP Pager Email Secure Messaging Account Voc:

Snpp Contact

Vocera Contact

Andersen Kor Adminstrative Assistart JR— 66225 kanderson@mmenet org
Anderson Wichael Charge Nurse Radiology 61255 7115553408 mmanderson @mmenet org mmanderson
lAndersan Mindy Scrub Nurse Obstetics Change Status 62083 7115559482 7115556632  mfanderson@mmcnet.org
|Anderson Renee Physician Obstetics Status Audit 62025 7115553821 randerson@mmenetorg  randerson
|Anderson Scatt Techrician Laboratory Plopertes 60329 7115552083 7115850018  sanderson@mmecnetorg  sanderson
Delete
Actions y
Cisco Contact s
Email Contact s
Fax Contact s
E Pager Contact 3
oo E D Phone Contact v Change
Secure Contact  » Secure Message (mallen) I
SMS Contact + hployee Directory
»
L3
»

Wetp Contact

Michael Allen
Title: Physician Location:
Office Hours:

Office Phone: 60189

Cell Phone: 7115552918
Email' mallen@mmcnet org

Web Page: Amrelco

To send a secure message, right-click the listing or resource that you want to contact.

A context menu is displayed. OnCall

i P Appointment
Point to “Secure Messaging Contact” ppoIntments

to display a pop-out menu of the Change Status

listing’s Secure Messaging Contact Status Audit

Methods. Properties

Click the name of a Secure Messaging Delete

Contact Method. P — ,

The Confirm SecureMessaging pop-up Email Contact y

window is displayed. Fax Contact ’

. Pager Contact [

The Confirm SecureMessagmg Shone Contact X

window contains a From field, a [ Sccure Messaging Contact v || Secure Message (maien

Summary field, Secure Messaging I e R
Snpp Contact »
Vocera Contact »
Wetp Contact »
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Options, and New, Send, and Cancel button.

Confirm SecureMessaging...

To: Michael Allen, Physician Radiology

From: amy

Summary

(Secure Messaging Options

%)

Mew

Send Cancel

If the Confirm SecureMessaging pop-up window is displayed, click the New button to start a

new message.

Summary

Type your message in the Summary field.

To send the message, click Send.

OR

To discard the message, click Cancel.

Secure Messages also can be sent from Intelligent Message scripts using the Contact
Dispatch and Contact Send Secure Message response elements. More information about
response elements is provided in the “Response Element Library” section of the Intelligent
Series Supervisor Reference Guide.
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Sending a Secure Message from miTeamWeb or IS Web

In the miTeamWeb and IS Web applications, Secure Messaging Contact Methods can be
activated by clicking the Secure Message icon i in one of the Directory or OnCall widgets

and pages.
) 9]
Team
e MMCN
In Office et
SUD]E!CLS - View = Edit Delete Cnange Status Message Filter = Search for Q
A Home
Advanced Search
£ settings < -
M Tomas Anderson, Tomas Anderson, Resident Emergency
Resident Emergency
= InBox n In Office
o N
W Directory )
: [JWama Anderson, nofee Staff and Employee Directory
£ oncal Scrub Nurse Ophthalmelogy
o =1
B Reports

In Office

[J Alan Caspar, Scrub
Nurse Orthopedic
w &

[ Christine Coburn, Out of Office
Physician Pediatrics

[ pavid Darcy, In Office
Physician Pediatrics

& =

Next Clear Selections

Tomas Anderson

Emergency Department

Title: Resident  Location: W132
Office Hours: M-F 7:00 AM-3:00 PM|
Office Phone: 62933

Cell Phone: 7115559182
Email: tanderson@mmcnet.org
‘Web Page:

To send a secure message, click the Secure Message icon (=i next to the Listing Description
of the listing or resource that you want to contact.

The Secure Message window is displayed.
Priority

The message priority can be set to either
Normal, High, or Low. The default for
message priority is Normal.

e To mark a message as urgent, click
the Priority menu and select “High.”

o To mark a message as low priority,
click the Priority menu and select
“Low.”

Subject

Below the Priority menu is the Subject field.

Type the desired subject into the Subject
field.
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David Darey, Physician Pediatrics;
Priority:
Normal ~

Subject:

Message

Save Cancel
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Message
Type your message into the Message field.

If you are using miTeamWeb, click the Save button to send the message.
OR
If you are using IS Web, click the Send button to send the message.

More information about the miTeamWeb application is provided in the miTeamWeb User
Guide.

More information about the IS Web application is provided in the “Directory” and “OnCall”
sections of the IS Web User Guide.
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Configuring Protected Dialing through Genesis

The optional Protected Dialing feature allows phone calls placed from the Amtelco Secure
Messages app to be routed through Genesis, enabling users to keep their personal device’s
phone number private and to display their call center or organization’s phone number.

Note: Genesis Protected Dialing requires Intelligent Series (IS) Server version 5.5 or later,
Genesis 5.7 or later, the Protected Dialing feature, and the Auto Attendant feature.

In order to use the Protected Dialing feature, an Intelligent Series (IS) Client must be
configured for a Direct Inward Dialing (DID) number and the Protected Dialing behavior in
the IS Supervisor application.

Cli
Click the Client icon :' et on the IS Supervisor Toolbar.

The Select Client window is displayed.

Start  Tools  Windows Help Event
-, r
Agent @ Client Directory & Scheduling Reporting . System Schedule System E Maonitors & Logs ~
m I?I IEII?I
o * _ | Client List b

General Info

Agent Settings Search: |

Directory Settings

E-mail Accounts Client®#  Client Name )

Genesis 1 Test Accourt 1

Holidays 2 Voicemail Client

Info Pages 3 Client 3

Intelligent Messages 4 Client 4

N 5 Clent 5

MergeComm 6 Clent &

Message Fitters 7 Howscripting Client

Shared Fields 8 cwbb-9e56-5476-76d1

Specials 5 cw33-2bBb-3352-5764

10 Video Conferencing Center

11 Amtelco Social Media Manitar

12 Client 12 v
. L .

Cancel

Click the Cancel button to close the Select Client window.
Click the Add icon %7 in the Client Setup Toolbar.
The Add New Client window is displayed.
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Add Mew Client >

Mew Client #:
Cancel

|1585 |

New Client #

Each Client must have a unique Client Number. This Client Number can be the client’s
phone number or another unique identifier.

Enter the client’s phone number or another unique number that will identify this Client, and
then click the OK button.

The General Info settings for the new Client are displayed.
Client Name

The Client Name is a text name used to identify the Client to the agents and supervisors.

Enter a name for the Client.

Sources

Sources: ~ | fp Add | ¥ Delete

The Sources setting is available on systems that have one or more Web Agent or Soft Agent
licenses. Sources are the port numbers on which calls come into the Web Agent and Soft
Agent applications for this Client. Each Client should have one or more unique source
numbers so that the Intelligent Series server knows which calls to route to that Client.

To add a source number, click the Add icon. ]

The Add New Source window appears.

Add Client Source — O >

Source: 7115551212 |

Skill: | Mone w

Save

Source

Type the source number that you want to assign to this Client. Then click the OK button.

The source number is added to the menu of sources.
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Skill

The Skill menu is used to select an ACD Skill to assign to calls that come in from this source.
Since calls that come into this source will not be handled by an operator, Skill should be set
to “None.”

Select “None.”

Click the Save button.
DID Limit

The DID (Direct Inward Dialing) Limit on the General Info page puts a limit on the number
of live calls that can be in the system for this Client at one time. IS will return a busy signal
for any calls for this Client that exceed the DID Limit. The ideal DID Limit will depend on

the number of trunks on your system and how many trunks you need to leave free for other

types of calls.

Enter the number of live calls to allow in the system for this Client.

To save changes that you made to the Client, click the Save icon = in the Client Setup
Toolbar.

Protected Dialing Behavior

When users call into a Client with the Protected Dialing behavior, IS prompts the caller to
enter a phone number and then transfers the call to the entered phone number. IS changes the
Automated Number Identification (ANI) information to the Client’s Caller Name and Caller
ID phone number programmed under the Outbound tab on the Genesis Call Handling page.
This behavior can be configured to require a password to be entered before asking for a
phone number.

To open the Behaviors page, follow these steps:
On the Client Setup Navigation Menu, click the Genesis hyperlink.
Click the Behaviors hyperlink.

The Behaviors page is displayed.
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mCIient Setup E@
i JH % _ | Clent List 1585 - Protected Dialing ¥
Generalln‘fo SHTWHTFS SUMTWTF A AWMTWTEa
Tl .I . 4 L
Agent Settings Default I. II Scheduled ] Ovemide e ANI Match
i 13
Directory Settings 1
E-mail Accounts ]
) Choose the default behavior: | Protected Dialing ~

Genesis

Analytics Protected Dialing
B Behaviors General  Revert Behavior

Call Handling )

) Greeting: | Please enter your passcode ~

Greetings

Navigation Menu Transfer Type: | Patch V

Voice Mail Transfer Prompt: | Please Stand By ~
Holidays Record: [ ]
Info Pages Tries: |3 2
Inteligent M

Sligent Hessages Require Passcode:
MengeComm
Message Filters
Shared Fields
Specials
£ >

The Behavior settings are divided into tabs for default behavior, scheduled behaviors,
override behaviors, and ANI Match behavior.

Click the Default tab if it is not already selected.

Choose the Default Behavior

Click the menu and select the “Protected Dialing” behavior.
The Protected Dialing Behavior settings are displayed.
Greeting

If the “Require Passcode” check box is selected, a recorded greeting can be played. The
greeting should prompt the caller to enter the passcode.

If you will be using the “Require Passcode” option, select the name of the greeting that will
prompt the callers to enter the passcode.

OR
Select “Silence” to skip playing a passcode prompt.

Greetings can be recorded and saved to IS from the Greetings page.
Transfer Type
The Transfer Type property determines the type of transfer that is performed.

e If'the Transfer Type is set to “Blind,” the caller is transferred to the phone number
and the call is removed from Genesis. After the transfer, the trunk is available for
other calls.

o If'the Transfer Type is set to “Patch,” the caller is connected to the phone number and
the call remains in Genesis. With this Transfer Type, the trunk remains in use for the
entire duration of the call, which prevents the trunk from being used for other calls.
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Select the type of transfer to perform.
Transfer Prompt
A prompt can be played to the caller before the call is transferred.
o Select “None” to skip playing a transfer prompt.
o Select “Hold For” to have Genesis play, “Please hold for.”.
o Select “Please Stand By” to have Genesis play, “Please stand by.”

o Select “Transfer Op” to have Genesis play, “Please hold while your call is being
transferred.”

Record

The Record option records the calls and stores the recordings in the IS Call Log.

To record calls placed using the Protected Dialing behavior, select the “Record” check box.
Tries

When the caller is prompted, “Please enter a phone number followed by the pound key,” the
Tries setting determines the number of times a caller can attempt to enter digits.

After the prompt plays, the caller has three seconds to enter valid digits. If the caller enters
invalid digits or takes longer than three seconds to enter digits, one try expires and the
prompt, “Please try again,” is played. If the number of times a caller fails to enter valid digits
exceeds the Tries value, the Revert Behavior is performed.

Enter the number of times to allow a caller to attempt to enter valid digits.
Require Passcode

The Require Passcode check box, when selected, requires the caller to enter the password
specified in the Protected Dialing Passcode field. If a greeting is selected in the Greeting
field, the greeting is played first, and then Genesis listens for the caller to enter digits. If the
incorrect passcode is entered, the Revert Behavior is performed.

The Protected Dialing Passcode field is located on the Voice Mail page of Client Setup under
the General tab.

Select this check box to play the Greeting and require callers to enter the Protected Dialing
passcode.

OR
Clear this check box to skip the Greeting and not require a passcode.

Revert Behavior

The Revert Behavior tab is used to specify which behavior a call reverts to if the caller enters
the wrong passcode or exceeds the number of tries to enter a phone number.

Behavior

The Behavior setting determines the call behavior that is performed if the caller enters the
wrong passcode or exceeds the number of tries to enter a phone number.

More information about behaviors is provided in the “Behaviors” section of the Intelligent
Series Supervisor Reference Guide.
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Whend/ou have finished configuring the Protected Dialing Behavior settings, click the Save
icon & in the Client Setup Toolbar.

Protected Dialing Passcode

If you selected the Require Passcode check box, the Protected Dialing Passcode field must be
configured on the Voice Mail page of Client Setup under the General tab.

On the Client Setup Navigation Menu, click the Voice Mail hyperlink.
The General page is displayed.

IE' Client Setup E@
g | X _ | Clent List 1585 - Protected Dialing ¥
General Info General Caller Options  Checkin Options  Operator
Agent Seftings The settings below are used to configure this client account’s caller options and check-n options for the Voice Mail feature.
Directory Settings
Emall Accounts Voice Mail Menu: | Full Edit ~
Genesis
Analytics Max Length: |300 seconds (Minimum 15)
Behaviors Annouce: |Secretarial & Voice
Call Handing Voice Mail Greeting Options: | Incoming ~
Greetings
Navigation Menu Protected Digling Passcode:  |123
B Voice Mail Prompt Language: | English ~
Holidays

Played Purge Time:
Info Pages

Ii
o
]
o

[=%
%

Intelligent Messages Unplayed Purge Time:

MengelC:
ergelomm [ Allow Users to Change Passcode

Message Filters

Shared Fields

Specials

[ Run MergeComm Script when a new Viice Mail is saved

Protected Dialing Passcode

The Passcode field is used to specify the passcode that callers must provide in order to use
the Protected Dialing feature.

Note: The Protected Dialing Passcode must be unique for each IS Client. The passcode that
the Protected Dialing behavior receives determines which IS Client is billed for the call
and what Caller ID is presented.

If you are using the “Require Passcode” feature, type the passcode that callers will be
required to enter.

Adding Protected Dialing to a Group

Protected Dialing is enabled for individual Groups in the ASM Admin Web.
Log into the ASM Admin Web.

The Dashboard page is displayed. The ASM Admin Web Navigation Menu is displayed on
the left side of the page.
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Click the Groups command in the navigation menu.
The Groups page is displayed.

Click the Edit hyperlink in the same row as the name of the group that you want to configure
to use Protected Dialing.

The Group Properties are displayed.

. Administration David &

Al Group Properties - Mercy Medical Center Network

Away Messages

General  PasswordPasscode  Contacls  DeviceMenu  Permissions  Phrases  Roles  Email Messages Exit
Circles
Group: 3 Notification Atempts: | 8
Configuration o
Name: Mercy Medical Center Natwork Notification Interval 0 Hours ~
Limit:
Connections
Allocated Licenses: | 50
Notification Interval: | 25 Minutes -
Contacts AccountiD: 1111111
Escalation Message: | You have missed a message in Secure Messages! hitps//mmenat orgimsmelie
Datiosss Shared Device  11.1.13347
License: Escalation Delay: 15 Seconds
Devices
Default Circle: | Staff Attachment Size: | 500 MB
Events
Personal Circle: | Favorites Maximum Contacts | 0 0 = unlimited
Groups per Thread:
Registration Type: Seff Registration v .
Maximum Away | 1 Hours 0 = unlimited
Licanses Message Time
Authentication Mode: ASM v
Msrs ISWebURL: | hitps /immenet org/isweb/mobile/default aspx
Features: Enable Copying Email Addresses
Reporis Enable Copying Phene Numbers Contact Web: https:#fmmcnet.org.amtelco. /s s id=19.3.8344
Enable Copying Web Addresses
System Phrases Enable Device to Device Messaging Protected Dialing
Enable Dial Function
Enable Roles Dialing Mode: Option .
Use System Away Messages
Use System Phrases DISA: 17115551212,
Access Code: 123449

Save Exit

Protected Dialing

Protected Dialing settings allow phone calls placed from the Amtelco Secure Messages App
to be routed through Genesis, enabling users to keep their personal device’s phone number
private and to display their call center or organization’s phone number.

Note: Genesis Protected Dialing requires Intelligent Series (IS) Server version 5.5 or later,
Genesis 5.7 or later, the Protected Dialing feature, and the Auto Attendant feature.

Dialing Mode

Dialing Mode setting provides three options for dialing phone numbers from within the
Amtelco Secure Messages apps.

Mode Description

Phone In Phone mode, phone numbers are dialed directly from the user’s device,
displaying the device’s phone number.

DISA DISA (Direct Inward System Access) mode uses a Genesis Direct Inward Dialing
(DID) Phone Number and a Protected Dialing Passcode to create an overdial,
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Mode Description

displaying the organization or call center’s phone number rather than the device’s
phone number.

Option In Option mode, each time the user places a call from the Amtelco Secure
Messages App, the user can choose between “Dial direct” to dial directly from the
device or “Mask my phone number” to use DISA to dial through Genesis.

Select Dialing Mode that you want to use (DISA or Option).

DISA#

The DISA# field is used with the DISA and Option dialing modes to specify the Direct
Inward Dialing (DID) phone number to the IS Client configured for the Protected Dialing
behavior. The number should be followed by a pound sign (#). Commas can be added after
the pound sign to pause the dialer for 2 seconds per comma if needed.

Enter the DID phone number assigned to your Protected Dialing Client, followed by the pound
sign (#).

Add a comma (,) to the end if you need the dialer to pause before dialing the Access Code.
Access Code

The Access Code is used with the DISA and Option dialing modes to provide access to
Genesis dialing and to determine which IS Client is billed for the call. The Access Code must
match the Protected Dialing Passcode configured on an IS Client, plus a pound sign (#) and
any characters that are needed to dial out.

Enter the Protected Dialing Passcode for the desired IS Client, followed by the pound sign (#)
and any characters needed to dial out.

Example: If the DID phone number assigned to your Protected Dialing Client was
17115551212, the Protected Dialing Passcode for the IS Client that you wanted to bill was
1234, the system needed a two-second pause between numbers, and your system required a 9
to dial out, you would use the following settings:

Dialing Mode: DISA or Option
DISA#: 171155512124,
Access Code: 1234#9

When you have finished configuring General settings for the group, click the Save button to
save your changes.
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Configuring Role-Based Messaging

The optional Role-Based Messaging feature connects Amtelco Secure Messages roles to
Intelligent Series (IS) OnCall schedules. With Role-Based Messaging, Amtelco Secure
Messages users can retrieve assigned resources and Amtelco Secure Messages roles for on-
call schedules, and can choose to send secure messages to a role or to individual contacts.
Messages send to a role stay with the role instead of the user, allowing contact who cover
that role in a later shift to follow up on those messages.

Several new settings have been added to Directory Setup that are used to connect Amtelco
Secure Messages to IS on-call schedules for Role-Based Messaging.

Note: Role-Based Messaging requires Intelligent Series (IS) Server version 5.7 or later, IS
Supervisor 5.7.8867.01 or later, the Role-Based Messaging feature, and the IS
Directory OnCall feature.

Assigning Permissions for ASM Roles

The ASM Roles permission has been added to the Agent Permissions in the Security pages in
System Setup. The ASM Roles property controls access to the Roles subtab under the Secure
Messages tab in the Directory Setup Subject Properties.

&l sysem st = e
Configuration ~
) ) % Pemission Groups define what rights agents have in specific areas of the
Configuration system. You may define as many groups as are needed.
Features & Licenses
Updates mum Gﬁ.‘l’_: : Permission Group Properties
Active Insights gv)upa or delete permission 2) Name and define access rights for a group.
Ci ;
. gr ¥ Agents Subj. Views Schedules @ Reports m Client Security
Custom Shared Fields
Diagnostics [] Use as Default Group when Adding Agents
] Cperator
Dispatch Templates Programmer Update
E-mail Supervisar S :
Event Configuration Web User Agent Permissions Other Settings
Fax Section Add  Edt Del  View
Genesis ents v W [ UnArchive Messages
Holiday ASM Roles :: I [ Purge Stats
Clients
15 Call Log Diagnostics v [ Take Messages From Web
Just Say i Dir. Data Trans... v L] View IM History
miSecureMessages Dir. Master View v ] Web Updates
Muttifactor Authentication Dir. Subject v .
Paging Listing Owner e v [] Genesis Corfig Access
Sandbox Monitors v [] See All Chat History
. Palette v Edit Status
Seipts Permissions v v v
Security Reports v v
B» Pemmission Groups Schedule v
Password Rules Systemn v
Advanced Tap Setup v
Soft Agent and Web Agent o

To access Agent Permissions, click the Security hyperlink in the System Setup Navigation
Menu.

If the Permission Groups page is not displayed, click the Permission Groups hyperlink.
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Programmers who are responsible for setting up and managing roles used for the optional
Role-Based Messaging feature need Add, Edit, Delete, and View permission to ASM Roles.
To assign View permission to ASM Roles, follow these steps:

1. Select a Permission Group in the Permission Groups list and then click the Client
Agents tab.

The Agents settings for the selected Permission Group are displayed.

2. Select the check box at the intersection of the View column and the ASM Roles row.
A red checkmark is displayed in the clicked checkbox.

3. To save your changes, click the Update icon [ on the Agents Toolbar.

Repeat these steps for each Permission Group that needs to set up or manage Secure
Messaging roles.

Connecting Amtelco Secure Messages to an IS Directory Subject

The Secure Messages tab has been added to the Subject Properties in Directory Setup. The
settings under the Secure Messages tab are used to connect an Amtelco Secure Messages
station and group to an IS Directory Subject to be used for Role-Based Messaging.

To open the IS Directory, click the Directory & Scheduling icon Di’e‘m'}'&kmd”“”g on the IS
Supervisor Toolbar.

The Directory and Scheduling window is displayed.

To select a Subject, open the Subject menu and select the desired directory Subject.

The General Settings for the selected subject are displayed.

Click the Secure Messages tab.

The Settings and Roles subtabs are displayed. The Settings subtab is selected by default.

Directory and Scheduling EI@
Subject: | MMCNet b |><_ | | [ |T00|s =

-

ﬂ Appointments ﬁ Class Registration
E ]

34:4” Subject rid Master Fields ﬁﬁ Views Listings
R HH ||

-
Subject Properties:
Edit the Subject Mame and other Subject settings.

General Settings  Role Defintions  Fole Assignments  Statuses  Ovemides Genesis  Feeds Secure Messages
Seftings  Roles

Station: 19 -

Group: 3

Save

The settings under the Settings subtab are used to connect an ASM station and group to an IS
Directory Subject to be used for Role-Based Messaging.
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Station

The Station menu is used to select the Station Number of the ASM Web Service that you
want to connect to this IS Directory Subject. It must match a Station Number configured for
one of the MSM Connections in the System Setup pages of IS Supervisor.

Select the Station Number of the ASM Web Service that you want to connect to this IS
Directory Subject for Role-Based Messaging.

Group

The Group field is used to specify the unique group number of the ASM group that you want
to connect to this IS Directory Subject. The group number can be found on the Group
Properties page of the Amtelco Secure Messages Admin Web.

Enter the group number of the ASM group that you want to connect to this IS Directory
Subject for Role-Based Messaging.

Saving Your Entries
When you have finished making changes to the settings, click the Save button.
Adding Secure Messages Roles to an IS Directory Subject

The settings under the Roles subtab are used to create, edit, and delete roles that are used
with the optional Role-Based Messaging feature for the Amtelco Secure Messages Group and
Station configured under the Settings subtab.

Directory and Scheduling E\@
Subject:  MMCNet - i [ |82 | 2 | ook -

Appointments ﬁ Class Registration
E "

f_'uj Subject % Master Fields ﬁh:H Views Listings

-
Subject Properties:
Edit the Subject Name and other Subject settings.

General Settings  Fole Definttions  Fole Assignments  Statuses Owvemides Genesis Feeds Secure Messages

Settings Roles

Manage the list of roles within Secure Messages

Roles: Role Properties
1) Manage Roles list 2) Name/Rename the selected Role.

| X

Attending Physician
Cardiac Murse On Call
Emergency Dr. Il Save
Emergency Nurse
Hospitalist

Lab Technician
Obstetrics Dr. On Call
Obstetrics Murse On Call

Name:  Cardiac Dr. On Call
ID: 7

Amtelco Secure Messages On-Site System Guide 93



Adding Amtelco Secure Messages to IS

Click the Roles subtab.

The Roles and Role Properties panes are displayed.

Adding Roles

To add a role, click the Add icon.

The Role Name window is displayed with a blank Name field.

Role Mame

Enter the name for the ASM role:

Enter a unique name for the role and then click the OK button.

Editing Roles

To edit a role, click the name of the role in the Roles List. The Role Properties for the
selected role are displayed.

Name

The Name field is used to enter a unique name for the role.

Click the Save button to save your changes.

Removing Roles

To remove a role, click the role that you want to remove and then click the Delete icon. X A
dialog box is displayed to confirm the delete request.

|SSupervisor

Delete Role "Cardiac Dr, On Call” 7

If you are sure you would like to delete the role, click the Yes button.

94
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Connecting a Listing to an Amtelco Secure Messages Username

The MSM Username setting is used to link an IS Directory listing to an Amtelco Secure
Messages user. The setting is located under the Options tab in Listing Properties.

View: <MASTER> * | Display Count: 10 - of33

Fields Options InfoCard Roles Contact Methods Status  Genesis

Client
(2891) Mercy Medical Center Network ~

Agent
[Award

Text Color _—
Backaround Color

Time Zane: 0 0 =

MSM Usemame:  |award

QK Apply Cancel

To edit a listing in the directory, select the Master View or another View for which Edit rights
have been assigned to the fields that you need to edit.

Select the listing in the menu of listing Descriptions or the table of listing fields and then click
the Edit icon.

All viewable fields for the selected View are displayed in the Listing Properties pane.
Click the Options tab.

The Options settings are displayed. The Options settings are used to configure the Client,
Agent, Listing Color, and Time Zone settings for a directory listing.

MSM Username

The MSM Username setting is used to link
the listing to an Amtelco Secure Messages (ASM) user for use with the optional Role-Based
Messaging (RBM) feature. This setting is only used with Role-Based Messaging and is
separate from the Secure Messaging Contact Methods created under the Contact Methods
tab.

Enter the username of the ASM user you would like to link to the listing for use with Role-
Based Messaging.

M5M Usemame: |award |

Click the OK button to save your changes.
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Connecting an OnCall Schedule to Amtelco Secure Messages

The Secure Role and Post Work Time columns of the Required Roles Table in the Shift
Definition Properties are used to link on-call shifts to Amtelco Secure Messages roles.

Directory and Scheduling IEI@

Subject: | MMCHet el |><_ | | L |Too|5 z

-

a Appointments ﬁ Class Registration
L

iuj Subject % Master Fields Eh:l:l Views Listings
_ MNew Schedule ‘ Edit Schedule a‘_—i Cﬂi Schedule E Delete Schedule

Cardiac - Shift Definition Properties

Required Roles

Active Role Exclusive  Call Order Minimum Maximum Weight Post Worktime Secure Role T
Attending Physici... o 1 1 0.00 0 Attending Ph... |~
Cardiac Dr On Call O o 1 1 0.00 0 Cardiac Doctor |~
Cardiac Nurse O... O 0 1 1 0.00 0 Cardiac Nurse |~
O Resident Physician O 0 1 1 0.00 5 Resident Phy... |+
£ >
v
Save Exit
Post Worktime

The Post Worktime column is displayed if a Station is programmed under the Secure
Messages Settings, enabling the optional Role-Based Messaging (RBM) feature for this
Directory Subject. The Post Worktime value is used to assign the number of minutes contacts
filling this role have access to messages sent to the role after their shift has ended.

If you are using Role-Based Messaging for this schedule, type the number of minutes contacts
filling this role should have access to messages sent to this role after their shift has ended.

Secure Role

The Secure Role column is displayed if a Station is programmed under the Secure Messages
Settings, enabling the optional Role-Based Messaging (RBM) feature for this Directory
Subject. The Secure Role column displays the Amtelco Secure Messages (ASM) roles
assigned to the IS OnCall roles for the shift.

To assign an ASM role to this IS OnCall role, select the desired ASM role from the menu.

When you have finished setting the Shift Definition Properties, click the Save button to save
the Shift Definition.
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The Shift Definitions tab in the OnCall Schedule Properties displays the Amtelco Secure
Messages roles that have been assigned to each shift. The Amtelco Secure Messages roles are
displayed under the Roles column in brackets following the IS roles for that shift.

Directory and Scheduling EI@
w s | v

B:F- Subject % Master Fields E- Views :|:|:|] Listings

OnCall

Appointments ﬁ Class Registration
==

OnCall Schedule Properties - Cardiac

Settings  Shift Definitions  Reminders  Alets  Shift Comments  Group

By creating shift defintions you can pre-define all shifts so the user will only need to assign a contact. This will also aid in the ability to determine whether coverage for the day is fully, partially or

urfilled.

Mew Edit Delete Copy
Name Duration Occurs Roles
1st Shit ~ 7:00 AM - 3:00 PM MTWThF Attending Physician[4tending Physician], Cardiac Dr On Call[Cardiac Doctor], Cardiac Nurse On Call[Cardiac Nurse]
2nd Shit  3:00 PM - 11:00 PM MTWThF Attending Physician[#ttending Physician], Cardiac Dr On Call[Cardiac Doctor], Cardiac Nurse On Call[Cardiac Nurse]
3d Shift  11:00 PM - 7:00 AM MTWThF Attending Physician[#ttending Physician], Cardiac Dr On Call[Cardiac Doctor], Cardiac Nurse On Call[Cardiac Nurse]
Weekend 7:00 AM - 7:00 AM Sat - Mon Attending Physician[Attending Physician), Resident Physician[Resident Physician]

Save Apply Cancel
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Adding Amtelco Secure Messages to Infinity

Amtelco Secure Messages can be integrated into the Infinity automated call distribution and
unified messaging system using a dedicated Amtelco Secure Messages login, a default
account, a route number, and two special dial-string codes. If you have an Infinity system and
want to use it to send secure messages, follow the instructions in this section.

The Amtelco Secure Messages Login

The ASM Service requires one dedicated Infinity login and password to communicate with

the Infinity Server. This login should be a login that is only used by the ASM Service and is
not used by any operators or other Infinity features. The login must be assigned the “Secure
Messages” Station Type.

Open the Infinity Supervisor application.
Click the Operator icon to open the Operator Setup page.

Click the New button on the Operator Setup toolbar to create a new operator.

The Properties tab is displayed.

_k Infinity Supervisor - O >
Opera’mr Se-[-up Select an operator to edit, or zelect New to add an operator, .
L ) L4

New Del Undo I.S. Copy

Operators [287] | B Properties l =3hcoess ] eEGioups ] ot Security Groups .&dvanced] 1D ]
MIKE ~

MINDY

MICE Sething up a supervizor or operator consists of agsigning a login

MORE pazaword and choosing various features related to call handling,

PAM Mame: |SEEUF|E Marme uzed to login and dizplay on

E§¥TY the operator screen.

o ,_ Initialz uzed az operator identification on meszage

E’EEEY Initials: SEC time stamps, reports, and statistics.

BOB e I Any ztring of upper and lower caze letters, numbers
FRINTER ' and zymbolz uged along with name to login
EEIDEF! Call Limit; 1] - Murnber of calls this operator can handle at a time.
ROB Miscellaneous Options:

RTI : .

Connect operator to incoming calls

SCOTT [0 Aue-Connect? ~ :

S tomatically an Auto-C t

O BeepPei Cal? autamatically on Auta-Connec

o’

STEVE [0 Chat? W

SUE 4 e

SUSAN Muszic: Port;

TAMMY 0

TOM hd
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Properties Tab

The settings under the Properties tab are used to create a login name, initials, and a password
to identify an operator to the Infinity applications. They are also used to set a call limit and
enable operator options.

Name

The ASM Service requires its own login name to access Infinity. The login name can be up
to eight characters long and can be comprised of letters, numbers, or a mixture of both.

Enter a login name for the ASM Service to use to access Infinity.

The login name must match the Login specified for the Infinity Server connection in the
ASM Admin Web on the Connections page.

Instructions for configuring the Connections page are provided in this document under the
topic “Installing and Configuring the Amtelco Secure Messages Admin Web.”

Initials

Initials are used to identify the ASM Service statistically when there is not room for a login
name. Assign the ASM Service a unique set of initials that is not in use by any operator or
service. The entry accepts up to three characters: letters, numbers, or a mixture of both.

Enter unique initials to identify the ASM Service.
Password

A password is used to protect your system and data from unauthorized use. The entry accepts
up to 32 characters and can include uppercase and lowercase letters, symbols, and numbers.
Entering zero (0) in the Password entry effectively disables the password.

Enter a password for ASM Service to use.

The password must match the password specified for the Infinity Server connection in the
ASM Admin Web on the Connections page.

Instructions for configuring the Connections page are provided in this document under the
topic “Installing and Configuring the Amtelco Secure Messages Admin Web.”
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Access Tab

The settings under the Access tab are used to grant the selected operator permissions and
access to specific station types.

Click the Access tab to set the Access Station Type for this login.

[ O Properties  =3hcoess | eiGroups I %ﬁ.cctSecurity Groups T .ﬁ.dvancedm]_

Select the Access options that thiz operatar will be allowed to uze.

D MDR Service ~ D,@ Advanced Op Tazks "
[l MDR Station 1.8 Call Handling

8% g Archive [k Delete Clisnts

D M ebwark, Printer D% Edit OnCall Schedule.

D[E OnCall Supervizar D__k Edit Unif. Repts.

188 Reader Board ] 8 Msq Editing

Secure Messaging D@ See Operators

12 Team ACD D__L Supry. BrdstPorts

Dﬁ I ItraCarmm D__h Supry. Clients

D [Irity Yoice Logoger D__h Supry. Databaze

Di YWieh Apps D__h Supry. Directany

Dtﬂf: £etran v D__h Supry. Monitorg W
£ > < >

Secure Messaging
The Secure Messaging Station Type is required for the Amtelco Secure Messages login.
Select the check box labeled “Secure Messaging.”

The Amtelco Secure Messages login is the only login that requires the “Secure Messaging”
station type. The Amtelco Secure Messages login does not need any other Station Types or
Permissions.

Saving Your Entries

Click the Save button on the Operator Setup toolbar to save the settings for the Amtelco
Secure Messages login.

Click the Home button to exit Operator Setup.
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The Amtelco Secure Messages Default Account

The Infinity Server is displayed as a contact in the Contact List in the Amtelco Secure
Messages apps and in the Amtelco Secure Messages Contact Web. The Default Account
setting indicates which Infinity client account will accept new secure messages sent to the

Infinity contact.

Click the System Settings icon on the Infinity Supervisor Home page to open the System

Settings pages.

Open the Window menu and select “System Options.”

The System Options page is displayed.

Click the MSM tab.

The MSM page is displayed.

_k Infinity Supervisor v5.61.0000

Window: |System Options

-] @macoped |

Home

Calls ] Op / Station l Telephony l Woice Maill Pernpherals l Purge/Backup ] Repoarts / Printouts M5

miSecurelMessaging (MSM) Settings

Default Account: (3700

Default Account

When an unsolicited secure message comes into Infinity, the message is sent to the Default
Account specified on the MSM page.

Enter the Infinity client account number that should receive unsolicited secure messages sent

to the Infinity Server.
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Amtelco Secure Messages Dial Strings

Amtelco Secure Messages dial strings can be programmed in either of the following two

formats:

RouteNumberR.." FromNumber"." FromName"." Username"..512L

RouteNumberR.." FromNumber"." FromName"." Username"..7T68L

Each of the segments of these dial strings are explained in the following table.

Segment

Description

RouteNumberR

S EFromNumber™

M FromName"

MUsername™

.512L or .768L

102

This segment indicates the route number. Replace RouteNumber with the
Route number specified in the ASM Admin Web, Connections page,
Infinity Server, Route.

Note: The route number must match the route number entered in the
Infinity Server connection settings in the ASM Admin Web.
Instructions for configuring the Connections page are provided in
this document under the topic “Installing and Configuring the
Amtelco Secure Messages Admin Web.”

This period is a required and indicates and unused segment of the dial
string.

This segment is the optional “From” phone number that will be sent with
messages. Replace FromNumber with the phone number you want to
display in Amtelco Secure Messages. If you do not want to include a
“From” phone number, exclude the number and the quotation marks, but
do not exclude the period.

This segment is the “From” name that will be sent with messages. Replace
FromName with the name of your company or service.

A contact’s username can be used to send a secure message to all of a
contact’s devices that are registered with the Amtelco Secure Messages
app. Replace Username with the username of the contact as configured in
the user’s Amtelco Secure Messages app and in the user’s Contact
Settings in the ASM Admin Web. Substitute the plus sign ( + ) for any
periods in the username.

Note: The username may not include spaces, accent marks (as used in
languages like French and Spanish), nor any of these special
characters:

“[ELY¥+,

This period is a required and indicates and unused segment of the dial
string.

This segment is the filter code. The filter code determines what action
Infinity takes if no reply is received before the Confirmation Time expires.
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Segment Description

e If filter code .512L is used, no action is taken if no reply is
received.

e If filter code .768L is used, the account is presented to operators
using the client account’s Call Distribution Tables and displays
“No Reply” if no reply is received before the Confirmation Time
expires.

The Confirmation Time setting is located on the Paging Management page
of Infinity Client Setup under the heading “Alpha-Page and SMS
Confirmation.” To access the Confirmation Time setting, select a client
account to edit. Select “Paging Management” from the Page menu. Then,
click the Secure Messages tab.

The first part of the dial string can be stored in a System Service List as shown in the
following illustrations.

The System Service List contains the first portion of the string in either of these formats:
.RouteNumberR.." FromNumber"." FromName"

RouteNumberR..."FromName"
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_k Infinity Supervisor

— O =

Window: ISystem Forrnz & Lists

;I amlncopmﬁza Haome |

Bulletin I Dialing I Djetribution | Formz | Feys List | Follow Up List | Group Mames | AMI Screening Dashbuardsl

The System Lizt iz a list of phone numbers and dial stringz, or partions of dial strings, that can then be
referenced or dialed by use of the Syztem List number.

[13) ULTRACOM-ALL
[14] FAx1

[15) RESEND Fax
[16) DEL

(17)

(18]

(19)

(20)

(21

[22)

(23]

[24)

[25)

[2E)

(7]

£

[28] eVoicelink
[29] evLClose
(20)

[21]

(2]

(3]

(4]

(35]

(35]

(37]

Mame: |sec: mesg

(43)
(44)
[45)
[48)
[47)
[48)
(43)
(a0)
[31)
[52)

>

Zetran... |

Service Sking: | 7R, 71155641 94" “dmteleo”
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The client account contains a reference to the service list and the last portion of the string in
either of these formats:

SystemListNumberS." Username"..512L
SystemListNumberS." Username"..7T68L

Segments are as listed in the previous table with the addition of the following segment.
Segment Description

SystemListNumberS This segment indicates which System Service List contains the

missing portion of the dial string. Replace SystemListNumber with the
System Service List number.

_k Infinity Supervisor — O >
Client #: | __Edt | Copy | Save | Finish> | [IEIIEEE] Delete Home |
* Page: Service List @mieLco pedia | <<Back | Mewts > | ‘

Agsignments  Service List l Transfer List ] Dispatch List] Team ACD ]

Lizt M arme:
|Seu: Mesg
Dial #:
|.395 "mallen'" 5121 g% &
se as
Auta-Dial [Day) A Toucan specify this
Auto-Dial [Might] dial-string to be uzed a3
¥ Auto-Page [Day) ar of the fallawing

automatically initiated dial

v Auto-Page [Might] it fior this accourt,

Auta-Page? [Day)
Copy [tem Copy Al Auto-Page? [Might)
Urgent Page [Day)
[Jrgent Page [Might)
Regiztry Fax W
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Client Message Management

A Infinity Supervisor — O .

Delete Home |

Client #: Edit Copy Sawve | Finighe> | [NRIEREE
| [_Edt_] | |

* Page: Messzage Management AMIELCO pedia | <<Back | Mt - | ‘

General] Histary l UltraCormm/T alk Delivery  Secure Messages l

Secure Meszages Options

[v Digtribute to operator when reply iz received

Delivery: |Never j

Mewver
Ywhen meszage intiated
YWhen meszage sent

Ywhen mezzage read
When acknowledged
YWhen reply received

Secure Messages Options for each client account are located on the Message Management
page of Client Setup in Infinity Supervisor.

To access the Secure Messages Options, select a client account to edit.
Select “Message Management” from the Page menu.

Then, click the Secure Messages tab.

The Secure Messages Options for the selected client account are displayed.
™| Distribute to operator when reply is received

This option can be set to distribute the message to a console operator when a reply is
received.

e Ifthis check box is selected, replies to secure messages will be noted in the Infinity
message history and will be distributed to operators using the client account’s Call
Distribution Tables.

e Ifthis check box is cleared, replies to secure messages will be noted in the Infinity
message history but not distributed to operators.
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Delivery

The Delivery setting is used to indicate when a message should be marked as “Delivered.”
These setting options are:

Never: The message is not automatically marked “Delivered.”

When message initiated: The message is marked “Delivered” as soon as the job is
initiated.

When message sent: The message is marked “Delivered” when it is delivered to the
user’s inbox.

When message read: The message is marked “Delivered” when it is opened by the
recipient.

When marked completed: The message is marked “Delivered” when the recipient
marks the message “Completed.”

When reply received: The message is marked “Delivered” when a reply is received
and matched with the message.
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Configuring Protected Dialing through Infinity

The Protected Dialing feature allows phone calls placed from the Amtelco Secure Messages
app to be routed through Genesis, enabling users to keep their personal device’s phone
number private and to display their call center or organization’s phone number. It is possible
to use the Infinity DISA/RISA function to route phone calls through Infinity if you have the
Internal PBX feature. For more information about Protected Dialing through Infinity, please
contact Amtelco Field Service.
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