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Product Overview

The miSecureMessages Contact Web provides access to secure messaging and paging services from the
convenience of a web browser. The Contact Web lets users view secure messages using Secure Socket
Layer (SSL) encryption with username, password, and Account ID authentication. Users can respond to
secure messages and can initiate new messages to other miSecureMessages users within their company or
organization.

Viewing messages results in a read receipt being returned to Amtelco’s miSecureMessages Web service.
Replies are sent securely back to the web service. Users can also initiate a secure message to other
registered miSecureMessages users within their company or organization.

Browser Requirements

The miSecureMessages Contact Web application is tested with the latest release of the following
browsers:

e Apple Safari

o Google Chrome

o Microsoft Edge

o Mozilla Firefox

Logging In

The Account ID Screen and the Login Screen are used to log into the miSecureMessages Web Service to
begin receiving secure messages. Every time you enter the Contact Web, you are required to enter a valid
Account ID, username, and password. If you have registered the miSecureMessages App on a mobile
device, the same Account ID, username, and password can be used to log into the Contact Web. If you
have never registered for miSecureMessages, your Account ID, username, and password should be
provided by the company or organization that is hosting your miSecureMessages Web Service.

Account ID

Enter your miSecureMessages Account
ID as specified by your
miSecureMessages provider.
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Click the Continue button. .
_ Account ID required:
o If the miSecureMessages Account

ID was entered successfully, the Account ID
miSecureMessages Login Screen is
displayed.

e If the Account ID was not entered Continue

successfully, an “Invalid license”
error message is displayed.
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If the “Invalid license” message appears, try reentering your miSecureMessages Account ID.

If the message is displayed again, contact your miSecureMessages provider to verify that you have the
correct Account ID.

UserName & |_1]i5;-c_ur:'—_ MSM Conta(}t
. Messages

Enter your miSecureMessages

username.

Password Login

Enter your miSecureMessages UserName

password.

Keep your password a secret so no one else
can connect to the miSecureMessages Web
Service in your name.

Password

Note: If you need to switch to a different
account, click the Change Account
hyperlink to navigate to the Account Login
ID screen. Enter an Account ID and
then click the Continue button to
return to the Login Screen.

Click the Login button.

Change Account

o If the username and password were found, the Inbox screen is displayed.

o If the username or password was not found, an “Incorrect username or password” error message
is displayed.

If the “Incorrect username or password” message appears, check your username and password
and try entering them again. If you are still unable to log in, contact your miSecureMessages
provider to verify that your username and password have been registered.

Navigating in the Contact Web
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Your username is displayed in the upper right corner of the Contact Web banner. The username is
hyperlinked and is used to access your user settings and to log out of the Contact Web.

Click the username hyperlink to display your miSecureMessages user information.

A pop-up window displays your username, your contact picture, your display hame, your phone number,
the Settings button, and the Sign Out button.
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e To access the Settings page, click the Settings button.
e To log out of the miSecureMessages Contact Web, click the Sign Out button.
e To hide the pop-up window, click the username hyperlink again.
The Help hyperlink and the Help icon & are displayed below the username at the right end of the toolbar.

e To access online help files, click the Help icon & or the Help hyperlink.

miSecureMessages Navigation Menu

The miSecureMessages Navigation Menu is used to navigate to the various Contact Web pages. The
button used to display the Navigation Menu is located at the left end of the toolbar and is labeled with the
name of the page that is currently selected.
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To display the Navigation Menu, click the button labeled with the current page name.
The Navigation Menu displays the available Contact Web pages.

The Inbox, Contacts, and Settings pages are standard features. If you have new secure messages, the New
Message icon [ is displayed next to the Inbox command in the Navigation Menu.

The OnCall, Status, and Directory pages correspond to optional features that may be available depending
on your provider’s service.

Additionally, custom links to external web pages may be displayed in the Navigation Menu. These links
are configured by your system administrator.

Select a command in the Navigation Menu to navigate to the corresponding page.

Selecting one of the custom links will cause the linked webpage to open in a new browser tab.
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Inbox

The Inbox page is used to view secure messages sent to you and sent by you, to compose and reply to
messages, and to forward message threads.

To access the Inbox page, select the Inbox command in the Navigation Menu.

The Inbox page is divided into a Threads View on the left and a Messages View on the right.

ﬁ'. 45 MSM Contact - Mercy Medical Center Q . Arvdiea Ward L
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Hidney transplant

W & Davt Darcy 1052015 2351 06 PV
Congut needed

| spoke with Dr, Allen abowt the patient, and he has 1he Infarmation he nesds 10 procesd

1 Ward

Consul nesded

I need your opinion regarding a change in medication for patient Joha Smuth. | spoke with Or. Michael Atien and he
2zked me 10 comtact you

Threads View

The Threads View displays each message thread in which you were a participant. Each message thread
includes the original secure message and all replies sent to that message. Messages that do not have
replies are also listed in the Threads View.

For each message thread, the Threads View displays the names of the sender of the sender and recipients
of the thread other than yourself, the timestamp of the most recent message in the thread, and the subject
of the message thread.

e Threads containing unread messages are marked with an unopened envelope icon. "1

e Threads that only contain messages that you have read are marked with an opened envelope icon.

_|

e Threads that contain high priority messages are marked with a red exclamation mark icon. !
e Threads containing an attachment are marked with a paper clip icon. I
e Threads that only allows replies to the sender, not replies to all, are marked with a person icon. £

e Threads that do not allow any replies are marked with a no person icon. @



miSecureMessages Contact Web User Guide 5

To search for messages for a specific contact, subject, or message phrase, type the text you are
looking for into the Search field at the top of the page and then click the Search icon Q, or press
the ENTER key.

When a new message is received, it is displayed at the top of the Threads View and the New Message
icon [~ is displayed in the Navigation Menu next to the Inbox command. The new message notification

icon ﬁ is displayed to the left of your username in the top right corner of the screen, with the number in
the red bubble indicating how many unread messages are in your Inbox.

To manually refresh the Threads View, click your browser’s refresh icon.

Messages View

To display the messages in a thread, select the thread in the Threads View.

The messages contained in the thread are displayed in the Messages View with the most recent reply at
the top.

For each message in the thread, the Messages View displays the sender’s photo (if available), the date and
time the message was sent, the sender’s name, the recipients’ names, and the read status.

Note: A read status of “Partial” indicates that at least one but not all recipients have read the message.
If the message has an attachment, a hyperlink to the attachment is displayed.

The contents of each message are displayed in bold under the message information.

Click the attachment hyperlink to download the attachment.

Below each message, a Show Message History hyperlink is displayed.

e To display the history of a message, click the Show Message History hyperlink at the
bottom of the message.

The message history is displayed and the hyperlink is replaced with a Hide Message History
hyperlink.

[Hide Message History]
Read Tuesday, September 03, 2019 4:54 PM by Andrea Ward
Read Tuesday, September 03, 2019 4:55 PM by David Darcy

e To hide the history of a message, click the Hide Message History hyperlink.

Inbox Toolbar

o

Inbox~ (& compose = Reply 25 Reply All = Forward I Delete @ Mark as Read

The Inbox toolbar is used to compose new messages, reply to messages, forward messages, delete
messages, and mark messages as “Read.”

Icon Description

G Click the Compose icon to compose a new secure message.

> The Reply icon is displayed when a thread that allows replies is selected. Click the Reply icon to
reply to the sender of the selected message thread.

b The Reply All icon is displayed when a thread that allows replies to all is selected. Click the
Reply All icon to reply to the sender and all recipients of the selected message thread.
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Icon Description

- Click the Forward icon to forward the selected message thread to other miSecureMessages
users.
m To delete message threads, select the check box next to each thread you wish to delete and then

click the Delete icon.

Note: Message threads deleted from your Inbox still may be stored on the server from which the
message thread originated and accessed by other users who were included in the thread.

o To mark messages as “Read” without opening the messages, select the check box next to each
message thread and then click the Mark as Read icon.

Composing a Message
To compose a new secure message, click the Compose icon & on the Inbox Toolbar.

The Compose Message window is displayed.

Compose Message

High Priority: L

Subject:
Reply Mode: MAl | Lsender | @ None

Attachment: Browse...

Message:

Send Cancel

To
Click the To button to select recipients for your secure message.

The Select Contacts window is displayed.
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The Select Contacts window displays a list of the available Contact Circles and the number of
miSecureMessages users that are members of each Circle. The last Circle listed is the Default Circle,
which contains all the miSecureMessages users registered to your group.

Click the name of a Circle to display an alphabetical list of the Circle members.

To search for contacts by name or phone number, begin typing the name or phone number of a
contact in the Search field and then press the ENTER key or click the Search icon.

A menu of contacts that have names or phone numbers containing the search text you typed is displayed
under the Search Field.

e Select the check box to the left of the names of the users you wish to contact.
e To contact an entire Circle, select the check box to the left of the Circle Name.
A confirmation message is displayed.
Click the Select button to select the members of the Contact Circle.
e To remove a contact from the To field, clear the check box next to the contact’s name.

Note: If the word OFF is displayed next to a contact’s name, that user’s miSecureMessages app
notifications are turned off.

When you are finished selecting message recipients, click the Select button to add the selected
names to the To field.

The selected names are displayed in the To field in the Compose Message window.
To add additional names, click the To button and repeat the previous steps.
High Priority

The High Priority check box is used to mark a message as urgent. By default, this check box is cleared to
indicate Normal Priority.

e To change the priority to high, select the High Priority check box.
e To change a High Priority message back to Normal Priority, clear the check box.
Subject
Type the subject of your message in the Subject field.
Reply Mode
The Reply Mode buttons are used to set the type of replies to allow recipients of the message to send.

Mo | Lsender | 8 None

e Click the All button to allow recipients to choose whether to reply to everyone in the
thread or to reply to just to the sender of the message.

o Click the Sender button to only allow replies to be sent to the sender of the message.
e Click the None button to not allow recipients to reply to the message.
Attachment

If the Attachments feature is enabled on your system, the Choose File button or the Browse button is
displayed, depending on which web browser you are using.

To attach afile to the message, click the Choose File button or the Browse button.

The Open window is displayed.
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Browse to the location of the file that you want to attach.

Attachments that use one of the following file types are suggested for compatibility with Apple and
Android devices:

o avi e ico e mp3 o ppt o wav
e bmp * jpeg e mpeg o rtf o Xxls
e (doc e jpg o pdf o tiff o xml
o gif e mid e png o fxt o Zip

Click the file name to select it, and then click the Open button.

The path to the file is displayed next to the Choose File button or the Browse button.
Message

The Message field is used to compose the text of your message. When composing a message, you can
either choose a message from a list of quick phrases, or you can compose a custom message.

e To compose a custom message, type the body of your message into the Message field.

e Tochoose amessage from alist of quick phrases, click the Phrases icon [£] above the
Message field.

The Select Phrase window displays a list of phrases that have been configured by your system or
group administrator in the MSM Administration Web application.

Select Phrase

Please call me ASAP

I am in a meeting

I can respond immediately

I can respond in 5 minutes.

| am not able to respond.

Exit

Select the desired phrase.
The selected phrase is displayed in the Message field.

When you have finished composing your message, click the Send button to transmit the message.
OR
To discard your message, click the Cancel button.



miSecureMessages Contact Web User Guide

Forwarding a Message Thread

To forward a message thread, select the message thread in the Threads View and then click the
Forward icon = on the Inbox Toolbar.

The Forward Message window is displayed.

Forward Message

High Priority: L

Subject: FWD: Lab results
Reply Mode: MAl | Lsender | @ None

Attachment: () CBCLabResults Demo.gif (16.55 KB)

- Browse...

Message:

FWD: From: Erica Sorenson
Sent: October 18, 2019 4:01 PM
Please see the attached lab results for Mary Jones MR 234567.

Send Cancel

To
Click the To button to select recipients for the forwarded message thread.
The Select Contacts window is displayed.

The Select Contacts window displays a list of the available Contact Circles and the number of
miSecureMessages users that are members of each Circle. The last Circle listed is the Default Circle,
which contains all the miSecureMessages users registered to your group.

Click the name of a Circle to display an alphabetical list of the Circle members.

To search for contacts by name or phone number, begin typing the name or phone number of a
contact in the Search field and then press the ENTER key or click the Search icon. Q,

A menu of contacts that have names or phone numbers containing the search text you typed is displayed
under the Search Field.
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e Select the check box to the left of the names of the contacts to whom you wish to forward
the message thread.

e To forward the message thread to an entire Circle, select the check box to the left of the
Circle Name.

A confirmation message is displayed.
Click the Select button to select the members of the Contact Circle.
e Toremove acontact from the To field, clear the check box next to the contact’s name.

Note: If the word OFF is displayed next to a contact’s name, that user’s miSecureMessages app
notifications are turned off.

When you are finished selecting recipients for the forwarded thread, click the Select button to add
the selected names to the To field.

The selected names are displayed in the To field in the Forward Message window.
To add additional names, click the To button and repeat the previous steps.
High Priority

The High Priority check box is used to mark a message as urgent. By default, this check box is cleared to
indicate Normal Priority, regardless of whether or not the message thread you are forwarding contains a
high priority message.

e To change the priority to high, select the High Priority check box.

e To change a High Priority message back to Normal Priority, clear the check box.
Subject
The Subject field contains the text “FWD:” followed by the subject of the message thread.

To edit the subject of the message thread, select the text you wish to change and type the desired
changes.

Reply Mode
The Reply Mode buttons are used to set the type of replies to allow recipients of the message to send.

M| LSender | & None

o Click the All button to allow recipients to choose whether to reply to everyone in the
thread or to reply to just to the sender of the message.

e Click the Sender button to only allow replies to be sent to the sender of the message.
e Click the None button to not allow recipients to reply to the message.
Attachment

If the Attachments feature is enabled on your system, the Choose File button or the Browse button is
displayed, depending on which web browser you are using.

If the message thread you are forwarding contains an attachment, the attachment file name is listed.

To forward an attachment that was included in the message thread, select the option button (@)
displayed next to the attachment file name.

To attach a different file to the message, click the Choose File button or the Browse button.
The Open window is displayed.

Browse to the location of the file that you want to attach.
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Attachments that use one of the following file types are suggested for compatibility with Apple and
Android devices:

o avi e ico e mp3 o ppt o wav
e bmp * jpeg e mpeg o rtf o Xxls
e doc e jpg o pdf o tiff o xml
o gif e mid e png o fxt e Zip

Click the file name to select it, and then click the Open button.

The path to the file is displayed next to the Choose File button or the Browse button.

Message
The Message field contains the sender, date, time, and contents of each message in the message thread.
Make any desired changes to the contents of the forwarded message thread.

To add a quick phrase to the end of the contents of the message thread, click the Phrases icon
and then select the desired phrase.

The selected phrase is displayed at the bottom of the Message field.

When you have finished composing your message, click the Send button to forward the message
thread.

OR
To discard your message, click the Cancel button.

Deleting Message Threads

To delete message threads, select the check box to the left of each message you want to delete in
the Threads View and then click the Delete icon [ on the Inbox Toolbar.

A dialog box is displayed.

Delete message confirmation

Delete the selected message thread(s)

If you are certain you want to delete the selected message threads, click the Delete button.
OR
Click the Cancel button to cancel the delete request.

The selected threads are removed from your Inbox.

Note: Message threads deleted from your Inbox still may be stored on the server from which the message
thread originated and accessed by other users who were included in the thread.
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Replying to a Message Thread
There are two ways to reply to a message thread.

e To reply to the sender of the selected message thread, click the Reply icon # on the Inbox
Toolbar.

Note: Replying to the sender of a message that was sent to multiple recipients creates a new
message thread. The content of the original message thread will be appended to the reply.

e Toreply to the sender and all recipients of the selected message thread, click the Reply All
icon 7 on the Inbox Toolbar.

The Reply Message window is displayed.

Reply Message

To: David Darcy,Erica Sorenson,Rachel Ferguson,Sean Mandti
High Priority
Attachment: Browse. ..

Message:
Prepping now. What is your ETA?

Send Cancel

To

The names of the contacts who will receive your reply are displayed in the To field.

If you are replying to the sender of a thread that had multiple recipients, the To button is displayed.
Click the To button to add additional recipients.

High Priority

The High Priority check box is used to mark a message as urgent. By default, this check box is cleared to
indicate Normal Priority.

e To change the priority to high, select the High Priority check box.

e To change a High Priority message back to Normal Priority, clear the check box.
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Subject

If you are replying to the sender of a thread that had multiple recipients, the Subject field is displayed
with the subject of the thread.

To edit the subject of the message thread, select the text you wish to change and type the desired
changes.

Reply Mode

If you are replying to the sender of a thread that had multiple recipients, the Reply Mode buttons are
displayed. The Reply Mode buttons are used to set the type of replies to allow recipients of the message to
send.

M| Lsender | @ None

e Click the All button to allow recipients to choose whether to reply to everyone in the
thread or to reply to just to the sender of the message.

o Click the Sender button to only allow replies to be sent to the sender of the message.
e Click the None button to not allow recipients to reply to the message.
Attachment

If the Attachments feature is enabled on your system, the Choose File button or the Browse button is
displayed, depending on which web browser you are using.

To attach afile to the message, click the Choose File button or the Browse button.
The Open window is displayed.
Browse to the location of the file that you want to attach.

Attachments that use one of the following file types are suggested for compatibility with Apple and
Android devices:

o avi e ico e mp3 o ppt o wav
e bmp * jpeg e mpeg o rtf o Xxls
e doc e jpg o pdf o tiff o xml
o gif e mid e png o fxt o Zip

Click the file name to select it, and then click the Open button.

The path to the file is displayed next to the Choose File button or the Browse button.

Message

The Message field is used to compose the text of your message. When composing a message, you can
either choose a message from a list of quick phrases, or you can compose a custom message.

e To compose a custom message, type the body of your message into the Message field.

e To choose a message from a list of quick phrases, click the Phrases icon [Z] above the
Message field.

The Select Phrase window displays a list of phrases that have been configured by your system or
group administrator in the MSM Administration Web application.

Select the desired phrase.

The selected phrase is displayed in the Message field.
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When you have finished composing your message, click the Send button to transmit the message.
OR
To discard your message, click the Cancel button.

If your reply was transmitted successfully, your reply is displayed at the top of the message thread in the
Messages View.

OR
If you are replying to the sender of a thread that had multiple recipients, your reply is displayed as a
separate message thread in the Threads View.

Marking Messages as Read

In the Threads view, all messages that you have read are indicated by an opened envelope icon "I and all
messages that you have not read are indicated by an unopened envelope icon.

When you select a new message in the Threads View to view the message, the unopened envelope icon is
automatically replaced with the opened envelope icon to indicate that you have read the message. The
message history of the message is updated with “Read,” the date and time you opened the message, “by,”
and your name.

If you want to mark messages as “Read” without opening them, select the check box next to each
message thread that you want to mark as “Read” and then click the Mark as Read icon @ on the
Inbox Toolbar.

A confirmation dialog box appears.

Mark as read confirmation

Mark the selected message(s) as read

Click the Continue button.
Each of the selected messages is now marked as “Read.”

Completing Messages

The Messages View enables you to mark messages as “Complete” to indicate that no more actions need
to be performed in regards to that message.

To mark a message “Complete,” click the green Complete button to the right of the message.
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Contacts

The Contacts page is used to view all Contact Circles and contacts that are registered for your group, and
to compose secure messages to send to contacts.

To access the Contacts page, select the Contacts command in the Navigation Menu.

& .2es  MSM Contact - Mercy Medical Center Q -
Andrea Ward 1
Contacts ~ & Compose Heip @

[“] Favorites 3 Members

[[] Cardiology 4 Members

9 7115559715
DwAngelar.dassev 7115559715

] 555648
O %; Cynthia Hilbrich 7115556481
e

-~ 71155548
& ;{ David Darcy Tiassdse

71155541

(Yo}

4

w

0@ Rracher Ferguson
(""f-\

] Emergency 2 Members
[] Pediatrics 3 Members
[] Radiology 2 Members

[] Staff 11 Members

The Select Contacts screen displays a list of the available Contact Circles and the number of
miSecureMessages users that are members of each Circle. The last Circle listed is the Default Circle,
which contains all the miSecureMessages users registered to your group.

Click the name of a Circle to display an alphabetical list of the Circle members.

To search for contacts by name, begin typing the name of a contact in the Search field and then
press the ENTER key or click the Search icon. Q)

A menu of contacts that have names containing the search text you typed is displayed at the top of the
Contacts screen under the heading “Searched Contacts.”

If the phone numbers of the contacts are listed, the contacts can be searched by phone number.

To search for contacts by phone number, begin typing the phone number of a contact in the
Search field and then press the ENTER key or click the Search icon. Q)

A menu of contacts that have phone numbers containing the search text you typed is displayed at the top
of the Contacts screen under the heading “Searched Contacts.”

e Select the check box to the left of the names of the users you wish to contact.
e To contact an entire Circle, select the check box to the left of the Circle Name.

A confirmation message is displayed.
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Circle Confirmation Required

You are about to select 3 contacts in Favorites. Would you like to proceed?

Select Cancel

Click the Select button to select the members of the Contact Circle.
e Toremove acontact from the To field, clear the check box next to the contact’s name.

Note: If the word OFF is displayed next to a contact’s name, that user’s miSecureMessages app
notifications are turned off.

When you are finished selecting message recipients, click the Compose icon [& on the Contacts
Toolbar.

The Compose Message window is displayed.

Compose Message

To: Favorites, Angela Massey, David Darcy

High Priority:

Subject:
Reply Mode: R | Lsender @ None

Attachment: Browse._ .

Message:

Send Cancel




miSecureMessages Contact Web User Guide 17

To
The names of the selected contacts are displayed in the To field.
High Priority

The High Priority check box is used to mark a message as urgent. By default, this check box is cleared to
indicate Normal Priority.

e To change the priority to high, select the High Priority check box.

e To change a High Priority message back to Normal Priority, clear the check box.
Subject
Type the subject of your message in the Subject field.
Reply Mode

The Reply Mode buttons are used to set the type of replies to allow recipients of the message to send.

Bl | Lsender & None

e Click the All button to allow recipients to choose whether to reply to everyone in the
thread or to reply to just to the sender of the message.

e Click the Sender button to only allow replies to be sent to the sender of the message.
o Click the None button to not allow recipients to reply to the message.
Attachment

If the Attachments feature is enabled on your system, the Choose File button or the Browse button is
displayed, depending on which web browser you are using.

To attach afile to the message, click the Choose File button or the Browse button.
The Open window is displayed.
Browse to the location of the file that you want to attach.

Attachments that use one of the following file types are suggested for compatibility with Apple and
Android devices:

o avi e ico e mp3 o ppt o wav
e bmp * jpeg e mpeg o rtf o Xls
e doc e jpg o pdf o tiff o xml
o qif e mid e png o (xt e Zip

Click the file name to select it, and then click the Open button.
The path to the file is displayed next to the Choose File button or the Browse button.
Message

The Message field is used to compose the text of your message. When composing a message, you can
either choose a message from a list of quick phrases, or you can compose a custom message.

e To compose a custom message, type the body of your message into the Message field.

e To choose a message from a list of quick phrases, click the Phrases icon [£| above the
Message field.
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The Select Phrase window displays a list of phrases that have been configured by your system or
group administrator in the MSM Administration Web application.

Select Phrase

Please call me ASAP

I am in a meeting

I can respond immediately

I can respond in 5 minutes.

I am not able to respond.

Exit

Select the desired phrase.
The selected phrase is displayed in the Message field.

When you have finished composing your message, click the Send button to transmit the message.
OR
To discard your message, click the Cancel button.
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OncCall

The OnCall page is used with the optional Intelligent Series (1S) Directory OnCall feature to contact
people who are assigned to on-call schedules.

For more information about OnCall, contact the company or organization that is hosting your
miSecureMessages Web Service.

To access the OnCall page, select the OnCall command in the Navigation Menu.

&mi&s:;am;s MSM Contact - Mercy Medical Center
d Andrea Ward 1

oncall~ Help @
My Assignments
10/23/2019 7:00:00 AM - 10/23/2019 3:00:00 PM 1st Shift Resident Physician
] 1st Shift Attending Physician

Obstetrics
10/23/2019 7:00:00 AM - Christine Coburn, Physician Pediatrics MSM

Radiology
1st Shift Cardiac Dr On Call
10/23/2019 7:00:00 AM - Sean Mandti, Physician Cardiac m
1st Shift Cardiac Nurse On Call
10/23/2019 7:00:00 AM - Angela Massey, Charge Nurse Cardiac MSM
1st Shift Resident Physician
10/23/2019 7:00:00 AM - Andrea Ward, Physician Cardiac MSM

@ miSecureMessages by AMTELCO 2019 Version:6.7.7096.10
The My Assignments pane displays your on-call assignments for the day.

The Schedules pane contains a list of all of the on-call schedules that you have permission to view.
Select the name of the schedule that you want to view.

The current shifts for the selected schedule are displayed on the right side of the Schedules pane. For each
shift, the Schedules pane displays the shift name and role, followed by the start date and time of the shift
and the description of the resource assigned to the shift. An MSM button is displayed next to each on-call
resource that is registered to use miSecureMessages.
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Sending a Message

To compose a hew secure message, click the MSM button next to the description of the on-call
resource that you want to contact.

The Compose Message window is displayed.

Compose Message

To: dMassey
High Priority:
Subject:

Attachment: Browse. ..

Message:

To
The username of the on-call resource is displayed in the To field.
High Priority

The High Priority check box is used to mark a message as urgent. By default, this check box is cleared to
indicate Normal Priority.

e To change the priority to high, select the High Priority check box.

e To change a High Priority message back to Normal Priority, clear the check box.
Subject
Type the subject of your message in the Subject field.
Attachment

If the Attachments feature is enabled on your system, the Choose File button or the Browse button is
displayed, depending on which web browser you are using.
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To attach afile to the message, click the Choose File button or the Browse button.
The Open window is displayed.
Browse to the location of the file that you want to attach.

Attachments that use one of the following file types are suggested for compatibility with Apple and
Android devices:

o avi e ico e mp3 e ppt e wav
e bmp * jpeg e mpeg o rtf o Xls
e doc e jpg o pdf o iff o xml
o qif e mid e png o xt e Zip

Click the file name to select it, and then click the Open button.

The path to the file is displayed next to the Choose File button or the Browse button.

Message

The Message field is used to compose the text of your message. When composing a message, you can
either choose a message from a list of quick phrases, or you can compose a custom message.

e To compose a custom message, type the body of your message into the Message field.

e To choose a message from a list of quick phrases, click the Phrases icon [£| above the
Message field.

The Select Phrase window displays a list of phrases that have been configured by your system or
group administrator in the MSM Administration Web application.

Select Phrase

Please call me ASAP

I am in a meeting

I can respond immediately

I can respond in 5 minutes.

I am not able to respond.

Exit

Select the desired phrase.
The selected phrase is displayed in the Message field.

When you have finished composing your message, click the Send button to transmit the message.
OR
To discard your message, click the Cancel button.
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Status

The Status page is used with the optional Intelligent Series (IS) Contacts feature. The Status page allows
you to make changes to your IS status. Your status can be accessed by IS agents, operators, and web users
to determine how you should be contacted at various times.

For more information about Status, contact the company or organization that is hosting your
miSecureMessages Web Service.

To access the Status page, select the Status command in the Navigation Menu.

10/23/2019, 1:23:01 PM

&miSecure MSM Contact - Mercy Medical Center
Andrea Ward &

Messages

Status~ Help @

Change Status

In Office Status: [ None v

Use Default

Current Status

The Current Status pane displays your status.

Change Status

The Change Status pane is used to change your status.

Status

To change your status, open the Status menu.

The Select Status menu displays a list of available statuses as configured by your system.

Select the status that you want to use.

Phone Number

If you selected a status for contacting you at a new phone number, the Phone Number field is displayed.

Change Status

Status: | Phone Number v

Phone Number: |?'11555'1234 X ‘

| save || Use Defautt |

Enter the phone number that can be used to contact you.
Search for Contact
If you selected a status for having another contact cover for you, the Search for Contact field is displayed.
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Change Status

Status: | Covered By v|

search for Contact: | | search |

‘ Save H Use Default |

Type the first few letters of the name of the person who is covering for you and then click the
Search button.

The Select Contact menu is displayed.
Select Contact

The Search for Contact field is displayed after the Search button is clicked. It contains a menu of the
descriptions of contacts that match the text entered in the Search for Contact field.

Change Status

Status: | Covered By v|

search for Contact: | Thompson | search |

Select Contact: |Select contact v|

| save || Use Defautt |

Open the Select Contact menu and select the description of the person who will be covering for
you.

Click the Save button.
Your new status is displayed in the Current Status pane.

Reverting to Your Default Status
To revert to your default status, click the Use Default button.

Your default status is displayed in the Current Status pane.



24 miSecureMessages Contact Web User Guide

Directory

The Directory page is used with the optional Intelligent Series (1S) Directory feature. The Directory page
enables you to access a directory of information.

For more information about Directory, contact the company or organization that is hosting your
miSecureMessages Web Service.

To access the Directory page, select the Directory command in the Navigation Menu.

Directory~ Help @

- i =2 Q
MSM Contact - Mercy Medical Center Andrea Ward 4.

S if and Em Director
Michael Allen, Physician Staff and Employee Directory

Radiology .
o Wilma Anderson

Kori Anderson, Administrative

Besistant Title: Scrub Nurse
Michael Anderson, Charge cocAhn =30 ’%
Office Hours: =
Nurse Radiology Office Phone: 63421 2 "\-,{6
, Cell Phone: 7115559342 ( ¥.)
Mindy Anderson, Scrub Nurse Email: wanderson@mmenet org = i
Obstetrics
. .:’
Renee Anderson, Physician
Obstetrics / g s
./
Scott Anderson. Technician ’/
Laboratory /

Tomas Anderson, Resident
Emergency

Wilma Anderson, Scrub Nurse
. Ophthalmology

A description of each of the listings in your IS Directory are displayed in a list on the left.

Use the scroll bar to scroll through the list, and click the “More...” button at the bottom of the list
to display more listings.

To display details about a listing, click the listing description.

The details for the selected listing are displayed on the right. Your system configuration determines what
directory information is available for each listing.

Search

The Search field is used to search for specific information in the directory.

Click the Search field and type the first few characters of the information you are searching for.
Then press the ENTER key or click the Search icon. QJ,

The Directory screen is updated to display only the resources that match the text in the Search field.
Which directory fields are searchable is determined by your IS Directory configuration.

Note: Additional searchable directory fields may be searched by inserting a comma and a space. For
example, typing “an, wa” would search for “an” in the first searchable field and “wa” in the second
searchable field. Which directory fields are searchable and the order that they are searched is
determined by your IS Directory configuration.
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Settings
The Settings page is used to configure your miSecureMessages user settings.

To access the Settings page, select the Settings command in the Navigation Menu.
OR
Click your username in the top right corner of the page and then click the Settings button.

ﬁ _ MSM Contact - Mercy Medical Center PISEAD e O

Sethings ~ Andgrea Ward =n @

Personal Info

Name Andras Ward
Phone Number 711555521

Email WardRmmenest org

Password nanrge Password
Picture
Sounds
Sound Angin -
'
High Priorty Sound Alarm <!
v
Notification Info
Notifications
Notification interval 0 Hows ( Minutes Seconds

il

Note: Depending on your system’s configuration, you may or may not have permission to change one or
more of your settings. Contact your system administrator if you would like to make a change that
your system does not allow.

Personal Info

The Personal Info section can be used to change your miSecureMessages user settings.

Name

The Name field displays your name as it appears in the miSecureMessages Contacts directory and on all
of your secure messages.

To change your name, select the text you wish to edit and make the desired changes.
It is recommended that you use first name and last name, for example, “John Smith.”
Phone Number

The Phone Number field displays your phone number. Your phone number allows miSecureMessages
users within your company or organization to call you from the miSecureMessages App on smartphone
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devices. Your phone number also can be used to receive escalation text messages if you did not respond
to a secure message notification.

Type the phone number on which you want to receive escalation text messages and which you
want miSecureMessages users to use to call you.

Email

Email is the e-mail address used to send you hyperlinks to reset your miSecureMessages password and to
register for additional miSecureMessages accounts.

Type the e-mail address that you want miSecureMessages to use to send you password reset
hyperlinks and account registration hyperlinks.

Password

Your password is used to log into the miSecureMessages Contact Web and to connect to
miSecureMessages from mobile devices.

Click the Change Password hyperlink to change your password.

The Change Password window is displayed.

Change Password
Please create a new password that meets the following criteria:

= |3 at least 5 characters
« English uppercase characters (A through Z)

Current Password
New Password

Re-Enter New Password

Current Password
Type your current password.

New Password
Type a new password.

Any complexity requirements that the password must meet are listed on the screen.

Re-Enter New Password
Type the same password.

Click the Save button.
OR
Click the Cancel button to keep your current password.
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Note: If you change your password in the miSecureMessages Contact Web Settings, you will be required
to enter the new password on all of your mobile devices.

You should keep your password a secret so that no one else can connect to the miSecureMessages Web
Service in your name.

Picture

Your contact picture is the picture that is displayed next to your name on the miSecureMessages app
Contacts screen. The picture helps other users to identify you when they are selecting message recipients.

To change your contact picture, click the Change Picture hyperlink.

The Contact Picture window is displayed.

Contact Picture

Select a picture

Browse. ..

Exit

-

Your current contact picture is displayed. You can use the Contact Picture window to change your contact
picture or to delete your contact picture so that no picture is displayed for your contact listing.

e To change your contact picture, click the Choose File button or the Browse button.
The Open window is displayed.

Navigate to the file location of your desired contact picture. Select the picture file and then
click the Open button.

The file name of the selected picture is displayed to the right of the Choose File button or the
Browse button.

Click the Save button.
e To delete your contact picture, click the Delete Picture button.

Your contact picture is removed. No picture will be displayed next to your contact listing in the
miSecureMessages app.

e To close the Contact Picture window without changing or deleting your contact picture,
click the Exit button.

When you are finished making changes to the settings in the Personal Info section, click the
Update button to save your changes.

Sounds

The MSM Contact Web features several sounds that can be selected for miSecureMessages notifications.
Separate sounds can be selected for normal priority messages and high priority messages.
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Sound

The Sound setting determines the sound that is played when notifications are on and a normal priority
secure message is received.

To change your normal priority sound, click the Sound menu and select the name of the sound
that you want to use for normal priority secure message notifications.

To play a sample of the sound, click the speaker icon =i to the right of the menu.
High Priority Sound

The High Priority Sound setting determines the sound that is played when notifications are on and a high
priority secure message is received.

To change your high priority sound, click the High Priority Sound menu and select the name of
the sound that you want to use for high priority secure message notifications.

To play a sample of the sound, click the speaker icon i to the right of the menu.

When you are finished making changes to the settings in the Sounds section, click the Update
button to save your changes.

Notification Info

The Notification Info section is used to change how many notifications are sent to your device and how
often notifications are sent when you receive a new secure message.

Notifications

The Notifications setting specifies the maximum number of notifications to send for one secure message
using the Persistent Alert feature. Message notifications are sent until you read the message or the number
of notifications indicated by the Notifications setting have been sent. If this number is reached without
receiving a read receipt, the notification will not be resent but the message still will be displayed in your
miSecureMessages Contact Web Inbox and in the Messages screen on your miSecureMessages devices.

Enter the maximum number of notifications to send when you receive a new secure message.
Notification Interval

The Notification Interval setting determines the amount of time to wait between notifications when
receiving a new secure message.

Enter the number of hours, minutes, and seconds to wait between notifications.
Notification Enabled
The Notification Enabled setting is used to enable and disable miSecureMessages notifications.
e To enable notifications, select this check box.
e To disable notifications, clear this check box.
The Away Message window is displayed.
Follow the instructions for setting an away message.

When notifications are disabled, you will not receive any notification of new messages, and any users
who attempt to send a message to you will be notified that you are unavailable. In normal use, this setting
should be enabled so that you can receive secure message notifications.

When you are finished making changes to the settings in the Notification Info section, click the
Update button to save your changes.
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Away Message

The Away Message section is used to set, change, or clear an away message that is displayed to
miSecureMessages users to indicate that you are not able to receive message notifications. When your
miSecureMessages notifications are turned off, your away message is sent as an auto reply to
miSecureMessages users that try to send you a secure message.

Message

The Message field displays your current away message. If the away message is in effect, the start date and
time and end date and time, if any, are displayed beneath the Message field.

Note: The away message is only in effect while the Notification Enabled setting is not checked. If the
Notification Enabled setting is checked, your miSecureMessages notifications are turned on and no
away message will be sent.

e To set an away message, click the Set Message button.
The Away Message window is displayed.
Follow the instructions for setting an away message.

e To cancel your away message and enable message notifications, click the Clear Expiration
button.

The start date and time and end date and time are removed, and the Notification Enabled check
box is checked.

Setting an Away Message

The Away Message window is displayed by clicking the Set Message button or by clearing the
Notification Enabled check box.

Away Message

Set Expiration
Start End

10/24/2019 11:50 AM = 10/24/2019 12:50 PM =
Message

In a Meeting -

Set Expiration

The “Set Expiration” setting determines whether the away message has a start and end time. If the check
box is not selected, the away message will apply from the time it is saved, until notifications are turned
back on or another away message is set.

e To set an away message starting immediately with no expiration date and time, leave the
“Set Expiration” check box unchecked.
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e To set an away message with a start date and time and an end time, select the “Set
Expiration check box.

The Start and End settings are displayed.

Start
The Start field is displayed when the “Set Expiration” check box is selected.

To change the start date and time, click the Calendar icon & to the right of the Start field.
A calendar is displayed.

e To select adate, click the date on the calendar.

To select a date from the previous month, click the left arrow.
e To select a date from the next month, click the right arrow.
e To display a calendar of months, click the month and year at the top of the calendar.
e To change the time, click the Clock icon ( at the bottom of the calendar.
The time settings are displayed.
o Usethe up and down arrows to select a time.
o Click AM or PM to change the time of day.
o To return to the calendar, click the Calendar icon. =

End
The End field is displayed when the “Set Expiration” check box is selected.

To change the end date and time, click the Calendar icon & to the right of the End field.
A calendar is displayed.

e To select a date, click the date on the calendar.

To select a date from the previous month, click the left arrow.
e To select a date from the next month, click the right arrow.
e To display a calendar of months, click the month and year at the top of the calendar.
e To change the time, click the Clock icon. (&
The time settings are displayed.
o Usethe up and down arrows to select a time.
o Click AM or PM to change the time of day.
o Toreturn to the calendar, click the Calendar icon. =

Message
The Message is the away message that will be displayed to miSecureMessages users.

Type an away message into the Message field.
OR
Click the down arrow icon and select an away message.

Click the Update button to apply the away message.

The Notification Enabled check box is cleared and the away message is displayed in the Message field.
The start date and time and the end date and time, if any, are displayed below the Message field.

When your miSecureMessages notifications are turned off, the word OFF and your away message are
displayed next to your name on the Contacts screen.
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Personal Circle Setting

If the Personal Circle feature is enabled on your account, the Personal Circle section is labeled with the
name of the Personal Circle. The Personal Circle section enables you to create your own personal circle of
contacts.

e To add contacts to your Personal Circle, select the check boxes next to the names of the
contacts that you want to add.

e To remove contact from your Personal Circle, clear the check boxes next to the names of
the contact that you want to remove.

When you are finished selecting and clearing check boxes, click the Update button to save your
changes.

Your Personal Circle is displayed at the top of the list of Circles on the Contacts page if there are contacts
assigned to your Personal Circle.

Quick Phrases

Quick Phrases are common phrases that can be added to your messages. In addition to the Quick Phrases
that have been provided by your administrator, you can add your own personal Quick Phrases.

Quick Phrases Toolbar

+New . Edit MDelete | 4 MoveUp ¥ Move Down

The Quick Phrases Toolbar is used to make changes to your personal Quick Phrases.

Description

Icon
Click the New icon to add a new Quick Phrase.

Click the Edit icon to edit the selected Quick Phrase.

| Click the Delete icon to delete the selected Quick Phrase.

Click the Move Up icon to move the selected Quick Phrase closer to the top of the list.

Click the Move Down icon to move the selected Quick Phrase closer to the bottom of the list.

Adding and Editing Quick Phrases
e To add a Quick Phrase, click the New icon.
The Phrase Editor window is displayed with a blank text field.

. T.oedit a Quick Phrase, click the phrase that you want to edit and then click the Edit icon.
rd

The Phrase Editor window displays the selected Quick Phrase in a text field.
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Phrase Editor

Phrase Editor

Quick Phrase

| am busy and will respond later.

Close Save Changes

Type the Quick Phrase that you want to add, or edit the existing Quick Phrase.

Click the Save Changes button.
The new or edited phrase is displayed in the list.

Repositioning a Quick Phrase

To reposition a Quick Phrase, click the phrase to select it and then use the Move Up and Move
Down icons to move the phrase to a new position in the list.

Deleting a Quick Phrase

To remove a Quick Phrase, click the phrase that you want to remove and then click the Delete
icon.

A dialog box is displayed to confirm the delete request.

Delete Phrase

Confirmation is required to delete phrase

| cannot respond to this request.

To cancel the delete request, click the Close button.
OR
If you are sure you want to delete the phrase, click the Delete button.

If you clicked the Delete button, the phrase is removed from the list.



miSecureMessages Contact Web User Guide 33

|.S. Settings(optional)

The IS Settings are used to access the optional OnCall, Status, and Directory features for users whose
miSecureMessages username and password do not match their Intelligent Series (IS) Agent Login Name
and Password.

For more information about OnCall, Status, and Directory, contact the company or organization that is
hosting your miSecureMessages Web Service.

IS User

The IS User field contains the username used to log into the IS Server when you access the optional
OnCall, Status, and Directory features.

o If your miSecureMessages username and password match an IS Agent Login Name and
Password on the IS Server, this field can be left blank.

e If your miSecureMessages username and password do not match an IS Agent Login Name
and Password, type your IS Agent Login Name as provided by the company or
organization that is hosting your miSecureMessages Web Service.

Change Password

The Change Password button is used to change the password is used to log into the IS Server when you
access the optional OnCall, Status, and Directory features.

If your miSecureMessages username and password do not match an IS Agent Login Name and
Password, click the Change Password button.

The IS Password field and Re-Enter IS Password fields are displayed.
IS Password

Type your IS Agent Password as provided by the company or organization that is hosting
your miSecureMessages Web Service.

Re-Enter IS Password

Type the same password.

When you are finished making changes to the settings in the I.S. Settings section, click the
Update button to save your changes.



34 miSecureMessages Contact Web User Guide

Confidentiality Agreement
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