miSecure
Messages

miSecureMessages

Android App User Guide

All rights reserved. © June 2024

GMIELCO

American Tel-A-Systems Inc.
4800 Curtin Drive, McFarland, Wisconsin USA 53558-9424

https://www.misecuremessages.com



Confidentiality Agreement

This document and the information contained herein are proprietary to American Tel-A-Systems, Inc. It is
provided and accepted in confidence only for use in the installation, configuration, training, operation, and
maintenance of Amtelco software by the original owner. It also may be used for evaluation purposes if
submitted with the prospect of purchase of Amtelco software. This document may not be reproduced in
whole or in part for any other purposes without the express written permission of American Tel-A-
Systems, Inc.

Trademarks and Copyrights

The product or products described in this document are covered and protected by one or more of the
following United States patents: 4,916,726; 5,113,429; 5,259,024; 5,469,491, 6,141,413; 7,359,918;
7,593,962; 7,831,546; and 10,917.524. Other patents, both foreign and domestic, are pending.

Amtelco and PC-MX-Infinity are federally registered trademarks of American Tel-A-Systems, Inc.

The following statement is made in lieu of using a trademark symbol with every occurrence of registered,
trademarked and copyrighted names:

Registered, trademarked and copyrighted names are used in this document only in an
editorial fashion, and to the benefit of the registration, trademark or copyright owner with
no intention, expressed or implied, of infringement of the registration, trademark or
copyright.



miSecureMessages Android App User Guide [

Contents
PIOTUCT OVEIVIBW ...ttt sttt b bbbkt b b bbbt e st e bt et e bt b e st b e s 1
Lo (VT L o] OSSO S USRS 1
DT AN o] DT E (N[ o @ =T g o OSSR 1
E-Mail REGISIIATION. ...ttt ettt e e 2
INTTIAI DBVICE ...ttt bbb bbbt b et bbb et e sttt b e be et n e 2
SBIT REGISIIALION ...t bbb e ettt nb e n e 3
AN [0 B L= TN ool o | PSS 3
0o 1o I PSS 4
PASSCOUE ...ttt ettt e b et s bbbt bR bR R R R R bRt R e e R bR e b e e s 5
UPJAEE PASSCOUE ...ttt bbbttt b et 5
ChanQe PaSSWOIU ........ocuiiieiie sttt te st s beese e be e re e st e s be e st e sbeeteebesbeeseestesneeneenteans 6
T T (T N TV T PSS 7
AAMIN REGISTIALION ...ttt bbbttt b bbb e 8
MISECUIEMESSAPES TOOIDAN ...ttt sb e snenn e 8
IMIEINU DIFBWWET ...ttt b ekt ekttt et e bt bt e s b e e sh b e e e bt e R bt e b e e b e et e e nb e e eb et enneenbeennee e 9
=10 T ST PP PP PP PP 9
T PO 9
LT 0T 0 R 10
NOLITICALION SELLINGS ... eitiiieiiie et st et e s be e b e besae e st e sbeebesbeereestesreesrenreans 10
AAWAY IMIESSAGE ...ttt ettt r e s et s et ae et e e r e e Rt r e 11
W IMIBSSATE ..t ceie ettt e st e st st et et e e st e e st e e s s e e et e e ss e e aate e e anteeense e e seeeante e e anteeanteeentaeeanteeennneennneas 13
Y Lo Lo =@ o 1 o] SO SRTPR 14
] o S 15
INDOX ACHION TOOIDAN ......eieceice sttt et sre e saeste et e steereenneaneas 16
LI (=T o OSSPSR 16
MESSAGE DELANIS ... ..t enes 17
Message Thread ACtion TOOIDAT..........coiiiiiiiii s 17
Yot [T @] o1 o] TR 18
=] 0] Y o TP 18
Dialing frOM @ IMESSAQE ......c.viuiiiitiieeite ettt bbbttt 18
L©0] o] = Tod 1 PSSP 19
S 60 g L O 1 o] SRR 20



ii miSecureMessages Android App User Guide

SENAING 8 SECUIE IMIESSAGE ......veeviviiteiteie ettt bbbttt b bbb 21
(@] 0O 1| PSPPSR PRI 21
SCNEUUIE SCIBEN ...ttt bbb bbb bbbt e bt bbbt b e enes 22

RS 1L TSP P TP T SRR PP 22
L] [T S - LIRS0 =TT o IR 23
AACCOUNTS ...ttt b et b e bt b e st e bt e s b e bt e R e b e eb e e st e e h e ekt e s b nb e e bt e b e nbe e b e s be e e e e eees 23
1] 1] T TP PP PR URPR PPN 24
(@0 17 T B ] T (o TS 24
1T 0] Y N =2 TSP 25
PRONE NUMDET ...ttt nb et e 25

T - U S PRSP 25
NOLIFICAtION INEIVAL ... .c.eevieiieiiice et enes 25
PASSWOIT ...ttt sttt e bt e et R e bbb e st bbbt R e Rt Rt b ae bt e e 26
TS o o [ PSP 26
BIOMEtric AULNENTICALION. ... ...veiiiiiie et sre e ste e seeeeee 27
TREME COlOF ..ottt ettt bt e e ne b e bt te st e e 27
1o (o] (00T a0 @01 [ OSSR 27

L@ o] 1 U S 28



miSecureMessages Android App User Guide 1

Product Overview

The miSecureMessages Android app provides secure messaging and paging services for Android devices
using Amtelco’s miSecureMessages service. The miSecureMessages Android app receives notification of
secure messages sent from the miSecureMessages Web Service via the Google Firebase Cloud Messaging
Service. You can view and respond to messages and can initiate messages to other miSecureMessages
users within your company or organization.

When you receive a notification, you can touch the notification to display the message in the
miSecureMessages app using Secure Socket Layer (SSL) encryption. Displaying the message sends a
read receipt to the web service. You can select from a list of pre-defined reply messages or can enter a
custom reply. This version of the app includes an option to attach images, videos, sound recordings, and
PDF files. Replies are sent securely back to the web service.

Requirements

= Android OS 12 or later

= A Google account

= Google Play

= An Account ID or e-mail invitation from your miSecureMessages provider

Do Not Disturb Override
When launching the miSecureMessages Android app for the first time, the Sholent e

override your phone’s Do Not Disturb

Do Not Disturb Override dialog box is displayed. Setting when high priority messages
are received. To grant access, touch
Go To Settings, find and touch

The Do Not Disturb Override dialog box asks if you would like miSecurebessages i the menu then
miSecureMessages to override the phone’s Do Not Disturb setting when

receiving high priority messages. Overriding the Do Not Disturb setting
allows miSecureMessages to play sounds when Do Not Disturb is enabled.

0 Android Accessibility Suite
Not allowed

e To allow miSecureMessages to override your phone’s Do Not
Disturb setting for high priority message notifications, touch Go To
Settings.

Your phone’s settings are displayed.

Select miSecureMessages in the menu.

The miSecureMessages settings are displayed.
Touch Allow Do Not Disturb.

Close your phone’s settings and return to the miSecureMessages SRS
app.

e To prevent the miSecureMessages app from overriding your phone’s Do Not Disturb setting,
touch No Thanks.
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E-mail Registration

Depending on how your miSecureMessages account is configured, you may be required to use E-mail
Registration, Self Registration, or Admin Registration.

If you received an e-mail invitation to register for the miSecureMessages app, follow these steps for
E-Mail Registration.

Open the e-mail invitation on the Android OS device that you will use to access your secure messages.
Touch the registration link in the e-mail invitation to begin the registration process.

o If the miSecureMessages app is not installed on the device, the link launches a web page with
registration instructions and on-screen buttons for downloading the iOS app and the Android app.

Touch the Get the App button under the Android category to navigate to the miSecureMessages
app in the Play Store.

Download the miSecureMessages app.

After the app is downloaded, return to the e-mail invitation. Touch the link in the e-mail
invitation again.

o If the miSecureMessages app is installed on the device, the miSecureMessages app opens to the
Initial Device Screen. If the prompt “Open with” is displayed, touch miSecureMessages.

nial Device

The Initial Device Screen is used to configure a password and

passcode for your miSecureMessages account.
Username
Your miSecureMessages username is displayed.

New Password t 8
New Password
Choose a password to identify you when connecting to the Retype New Password o
miSecureMessages Web Service.
The complexity requirements are listed above the text field. Pasacode (required) @
Requirements that have been met are displayed in
Strikethrough text. Retype New Passcode o
Keep your password a secret so that no one else can connect to
the miSecureMessages Web Service in your name. AR

Retype New Password
Type the new password again to verify that no characters were mistyped or omitted.

Passcode

The passcode is a security feature that requires a code to be entered each time the miSecureMessages app
is opened on your device.

The complexity requirements are listed above the text field. Requirements that have been met are
displayed in strikethrough text.

Type the passcode that you want to use to unlock the miSecureMessages app each time it is opened on
your device. If no complexity requirements are displayed, you may leave the Passcode field blank.
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Retype New Passcode
Type the new passcode again to verify that no characters were mistyped or omitted.
Show or Hide Typing

The Visible @» and Not Visible €% icons are used to show or hide typing in the New Password, Retype
New Password, Passcode, and Retype New Passcode fields.

e To show the password and passcode text in the New Password, Retype New Password, Passcode,
or Retype New Passcode field, make sure no one can observe your screen and then touch the Not
Visible icon 42 inside the field. The text is displayed, and the icon is replaced by the Visible

icon. ®

e To hide the password text in the New Password, Retype New Password, Passcode, or Retype
New Passcode field, touch the Visible icon €&» inside the field. The text is hidden, and the icon is
replaced by the Not Visible icon. &»

Touch Register.

If there was a problem registering your user information, an error message is displayed. Contact your
miSecureMessages provider for assistance.

After the user information has been registered successfully, the miSecureMessages app is ready to receive
messages.

Self Registration

If you received an Account ID for miSecureMessages, follow these steps for Self Registration.

Open the Play Store app on the Android OS device that you will use to access your secure messages.
Search for “miSecureMessages.”

Download the miSecureMessages app.
After the miSecureMessages app has finished downloading, open the app.

The miSecureMessages app opens to the Add New Account Screen.

When the miSecureMessages app is opened for the first time,

the Add New Account Screen is displayed. The Add New

Account Screen is used to register the miSecureMessages app. r miSecure Messages

The miSecureMessages app must be registered in order to be —

used. Contact the company or organization that is hosting your Enter Account ID
miSecureMessages Web Service to obtain your Account ID. (12.1.1 234|

Enter Account ID .m

Enter your miSecureMessages Account ID as specified by

your miSecureMessages provider_ Forgot your Account ID/Email Registration?
Touch Next.

o If the Account ID was entered successfully, the Sign In Screen is displayed.
e Ifthe Account ID was not entered successfully, an “Invalid license” error is displayed.

If the “Invalid license” error appears, touch OK to return to the Add New Account Screen. Try
reentering your miSecureMessages Account ID.
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If the error is displayed again, contact your miSecureMessages provider to verify that you have
the correct Account ID.

Note: You can register additional Account I1Ds through the Accounts Screen.

The Login Screen is used to log into the miSecureMessages
web service to begin receiving secure messages.

Username

Note: If the company or organization that is hosting your (ddﬂ%
miSecureMessages Web Service did not provide a
username and password, touch Register New User to Password o

navigate to the Register New User Screen.

i i H H Don'th t?
If the company or organization that is hosting your onthave anaccoun
miSecureMessages Web Service has provided a
miSecureMessages username, enter it here.

Username

Password

If the company or organization that is hosting your miSecureMessages Web Service has provided a
miSecureMessages password, enter it here.

Keep your password a secret so that no one else can connect to the miSecureMessages Web Service in
your name.

Show or Hide Typing
The Visible €» and Not Visible €% icons are used to show or hide typing in the Password field.

e To show the password text in the Password field, make sure no one can observe your screen and
then touch the Not Visible icon 45¥ inside the field. The text is displayed, and the icon is replaced
by the Visible icon. &»

e To hide the password text in the Password field, touch the Visible icon €» inside the field. The
text is hidden, and the icon is replaced by the Not Visible icon. 5%

Touch Login.
If the username and password were found, the Inbox Screen or Passcode Screen is displayed.

Note: If the “Login Failed” error appears, touch Ok to return to the Login Screen. Check your username
and password and try entering them again. If you are still unable to log in, contact your
miSecureMessages provider to verify that your username and password have been registered.
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Passcode

If you set a passcode, the Passcode Screen is displayed each
time you open the miSecureMessages app or change accounts.
Passcode

Type your passcode and then touch Enter passcode.

e If you enter the incorrect passcode, the “Passcode is
incorrect” error is displayed. Touch Ok to return to the
Passcode Screen and try again.

o If you enter your passcode correctly, the Inbox Screen
or the last screen that was open in the
miSecureMessages app is displayed.

Mercy Medical Center passcode -

Passcode
Enter passcode

Help

Note: To switch to a different account from the Passcode Screen, touch the Account Settings icon K¢ on
the title bar. The Accounts Screen is displayed. Touch the name of the desired account and then

touch the Check Mark icon.
Show or Hide Typing

The Visible @» and Not Visible & icons are used to show or hide typing in the Passcode field.

e To show the passcode text in the Passcode field, make sure no one can observe your screen and
then touch the Not Visible icon 45¥ inside the field. The text is displayed, and the icon is replaced

by the Visible icon. &

e To hide the passcode text in the Passcode field, touch the Visible icon €& inside the field. The
text is hidden, and the icon is replaced by the Not Visible icon. €%

Update Passcode

The Update Passcode Screen is displayed when the passcode
complexity requirements for your miSecureMessages account
are changed and your current passcode does not meet the new
requirements.

Current Passcode

Type your current passcode. If you do not have a passcode,
leave this field blank.

New Passcode
Type a new passcode that you will remember.

The complexity requirements are listed above the text field.
Requirements that have been met are displayed in
strikethrough text.

Retype New Passcode

Update passcode o

Current passcode

Shbainrn denaia o
Upper case
Lower case

Nurrber

Special character

New Passcode
‘ ..... ©

Retype New Passcode Q

Update passcode

Type the new passcode again to verify that no characters were mistyped or omitted.

Show or Hide Typing

The Visible @» and Not Visible 4% icons are used to show or hide typing in the New Passcode and

Retype New Passcode fields.
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o To show the passcode text in the Current Passcode, New Passcode, or Retype New Passcode
field, make sure no one can observe your screen and then touch the Not Visible icon 45¥ inside
the field. The text is displayed, and the icon is replaced by the Visible icon. G&»

e To hide the passcode text in the Current Passcode, New Passcode, or Retype New Passcode field,
touch the Visible icon €&» inside the field. The text is hidden, and the icon is replaced by the Not
Visible icon. 4S%

Touch Update passcode.

o If you enter the incorrect passcode, an error is displayed. Touch Ok to return to the Update
Passcode Screen and try again.

o If your passcode was changed successfully, the Inbox Screen or the last screen you were using is
displayed.

You will be required to enter your new passcode each time you open the miSecureMessages app or
change accounts.

Note: To switch to a different account from the Update Passcode Screen, touch the Account Settings icon
EX on the title bar. The Accounts Screen is displayed. Touch the name of the desired account and

then touch the Check Mark icon. Q

Change Password Change password :

The Change Password Screen is displayed when the password
complexity requirements for your miSecureMessages account
are changed and your old password does not meet the new QlRarsword

requirements. e «

Old Password —_—TTT

Type your current password. E e gase

Number
New Password Special character
New Password
Type a new password that you will remember. ‘— .............. N
The complexity requirements are listed above the text field. &
Requirements that have been met are displayed in Retype New Password L)

strikethrough text.

Change password

Retype New Password

Type the new passcode again to verify that no characters were
mistyped or omitted.

Show or Hide Typing

The Visible €» and Not Visible &% icons are used to show or hide typing in the Old Password, New
Password and Retype New Password fields.

e To show the password text in the Old Password, New Password, or Retype New Password field,
make sure no one can observe your screen and then touch the Not Visible icon 45¥ inside the
field. The text is displayed, and the icon is replaced by the Visible icon. &»

e To hide the passcode text in the Old Password, New Password, or Retype New Password field,
touch the Visible icon €& inside the field. The text is hidden, and the icon is replaced by the Not
Visible icon. €%

Touch Change Password.
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o If you enter the incorrect password, an error is displayed. Touch Ok to return to the Change
Password Screen and try again.

o If your password was changed successfully, the Inbox Screen or the last screen you were using is
displayed.

Note: To switch to a different account from the Change Password Screen, touch the Account Settings
icon F& on the title bar. The Accounts Screen is displayed. Touch the name of the desired account

and then touch the Check Mark icon. Q

Register New User

The Register New User Screen is used to establish a unique identity
that distinguishes you from other miSecureMessages users.

David Darcy
Note: If you already have a miSecureMessages username and jsermame
password, touch Login to navigate to the Login Screen. {ddafcv

D|Sp|ay Name Create Password Q)

Type your hame as you wish it to appear in the miSecureMessages

Contacts directory and on all of your secure messages. First name and et .
last name are recommended (for example, “John Smith”). R— ®
Username

Retype Passcode L 8
Choose a username to identify you when connecting to the —
miSecureMessages Web Service (for example, “jsmith”). Your o
username can be up to 50 characters long and must be unique. The Already have an account?
use of spaces in a username is not recommended. [ toan |

Create Password

Choose a password to identify you when connecting to the
miSecureMessages Web Service.

The complexity requirements are listed above the text field.
Requirements that have been met are displayed in strikethrough text.

Keep your password a secret so that no one else can connect to the miSecureMessages Web Service in
your name.

Retype Password
Type the new password again to verify that no characters were mistyped or omitted.
Create Passcode

If the Passcode field is displayed, a passcode is required. The passcode is a security feature that requires a
code to be entered each time the miSecureMessages app is opened on your device.

If the Passcode field is displayed, type the passcode that you want to use to unlock the miSecureMessages
app each time it is opened on your device.

The complexity requirements are listed above the text field. Requirements that have been met are
displayed in strikethrough text.

Retype Passcode

Type the new passcode again to verify that no characters were mistyped or omitted.
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Show or Hide Typing

The Visible €» and Not Visible &V icons are used to show or hide typing in the Create Password, Retype
Password, Create Passcode, and Retype Passcode fields.

e To show the password or passcode text in the Create Password, Retype Password, Create
Passcode, or Retype Passcode field, make sure no one can observe your screen and then touch the
Not Visible icon &% inside the field. The text is displayed, and the icon is replaced by the Visible

icon. ®
e To hide the password or passcode text in the Create Password, Retype Password, Create
Passcode, or Retype Passcode field, touch the Visible icon @) inside the field. The text is hidden,
and the icon is replaced by the Not Visible icon. €%
Registration Password

If the Registration Password field is displayed, the account’s Registrations Password is required to
register for miSecureMessages. Contact your miSecureMessages administrator to arrange for your device
to be registered.

After your device has been registered successfully, the miSecureMessages app is ready to receive
messages.

Admin Registration

If you did not receive an e-mail invitation to register for the miSecureMessages app and did not receive a
miSecureMessages Account ID, contact your miSecureMessages administrator to arrange for your device
to be registered.

miSecureMessages Toolbar

The miSecureMessages Toolbar is displayed at the top of the Inbox Screen, Contacts Screen, OnCall
Screen, and Status Screen. The miSecureMessages Toolbar contains the Menu icon =, the account
name, and the Notifications On icon [y or Notifications Off icon Y.

=  Mercy Medical Center on ‘W

The Menu icon = is used to navigate the miSecureMessages app using the Menu Drawer.
Touch the Menu icon == to access the Menu Drawer.
The account name is displayed to the right of the Menu icon. =

The Notifications On icon Y indicates that your miSecureMessages notifications are turned on. The
Notifications Off icon [ indicates that your miSecureMessages notifications are turned off.

To change your miSecureMessages Notification Settings, touch the Notifications On icon | Y or the
Notifications Off icon.
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Menu Drawer

The Menu Drawer is used to view your profile information, to
navigate the various pages of the miSecureMessages app, and to
access other accounts.

Touch the Menu icon &= to access the Menu Drawer.

Your photo and away status are displayed on the left side of the
header. Your display name, username, and the current account are
displayed on the right side of the header.

If your miSecureMessages notifications are on, the Green Circle icon

and the word “AVAILABLE” are displayed under your photo. If
your miSecureMessages notifications are off, the Red Circle icon @
and your away message are displayed.

The Pages menu and Groups menu are located under the header.

Pages

The Pages menu contains icons and the names of various screens
within the miSecureMessages app.

e Todisplay the Inbox Screen, touch Inbox. [

e Todisplay the Contacts Screen, touch Contacts. &
e Todisplay the OnCall Screen, touch OncCall. [

e To display the Status Screen, touch Status.

0
&
AVAILABLE

PAGES
Ld Inbox

ﬁ Contacts

[ oncall
M Status
G2 Links
&£a Accounts
a Settings

© Help

GROUPS

General Hospital 27
Mercy Medical Center

MMC Family Dentristry

David Darcy
ddarcy

Mercy Medical
Center

e Todisplay links to Web pages and Web-based applications, touch Links. 2

e Todisplay the Accounts Screen, touch Accounts. &a

e Todisplay the Settings Screen, touch Settings. £}

e Todisplay the online version of this user guide, touch Help. &

Links

The Links drop-down menu contains links to Web pages and Web-based applications.

To display the Links drop-down menu, touch the Menu icon == to access the Menu Drawer and then

touch Links. &

To open a Web page or Web-based application, touch the corresponding link in the Links drop-down

menu.

The link will either open in a Web browser window or in the Link Screen of the miSecureMessages app.

If the Web Link opens in a Web browser, press the Back button when you are ready to return to the

miSecureMessages app.

If the Web Link opens in the Link Screen within the miSecureMessages app, touch the Menu icon =

when you are ready to return to the Menu Drawer.

Note: The links that are displayed in the Links drop-down menu may vary depending on your

configuration.
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Groups
The Groups menu contains a list of miSecureMessages accounts that can be accessed.

To display messages for a different account, touch the name of the account that you want to access.

Notification Settings
The miSecureMessages app features the ability to turn notifications off

Notification Settings

and on, customizable away messages, and ring tones that can be selected | Netifications Enabled ®
for regular miSecureMessages notifications and high priority Away Message
notifications. None
e If notifications are turned on, the Notifications On icon [ is s
displayed on the title bar and the word “ON” is displayed to the
left of the icon. By default, notifications are turned on. Normal Priority  High Priority
o If notifications are turned off, the Notifications Off icon [ is (] silent
displayed on the title bar and the word “OFF” is displayed to the
left of the icon. When notifications are turned off, you will not O Alam >
receive any notification of new messages, and any users who e >
attempt to send a message to you will be notified that you are
unavailable. [J chimes >
Note: The Notification Settings apply to all of your accounts on a single [J Electric Keyboard >
miSecureMessages server. If you have an account on multiple 0] Morse >
miSecureMessages servers, your Notification Settings will not
apply to the accounts on other servers. Switch to the account that (] Pager >
you want to edit before making changes to your Notification o .

Settings.

To change your miSecureMessages Notification Settings, touch the Notifications On icon §_Y or the
Notifications Off icon f\J on the title bar, or touch the away status displayed under your photo in the
Menu Drawer.

The Notification Settings screen is displayed.
Notifications Enabled/Notifications Disabled

The Notifications Enabled/Notifications Disabled setting determines whether you will receive notification
of new messages.

o If your notifications are turned off, “Notifications Disabled” is displayed and your away message
is displayed in the Away Message field. To turn on notifications, touch the Notifications slider or
touch Remove. =

e If your notifications are turned on, “Notifications Enabled” is displayed. Notifications are turned
on by default. To turn off notifications, touch the Notifications slider or touch Edit. #*

The Away Message screen is displayed.
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Away Message

If your notifications are turned off, the Away Message field displays your
away message. Your away message is the message that will be displayed
under your name on the Contacts screen and will be sent as an auto reply
to miSecureMessages users that try to send you a secure message.

To set or change your away message, touch Edit. #*
The Away Message screen is displayed.

Away Message

The Away Message screen is displayed when turning off message
notifications and when setting or changing an away message.

Start Date

The Start Date setting displays the time and date at which the away
message will be activated. By default, Start Date is set to the current time
and date.

To change the Start Date time, touch the button displaying the start time.

A scroll wheel is displayed with the current time or the time selected
when the away message was last saved. Scroll up or down on each field
to select the hour, minute, and AM or PM.

When you have finished setting the Start Date time, touch Done to save
your changes.

OR
To discard your changes, touch Cancel.

To change the Start Date month, day, and year, touch the button
displaying the start date.

A scroll wheel is displayed with the current date or the date selected
when the away message was last saved.

Scroll up or down on each field to select the month, day, and year.

When you have finished setting the Start Date month, day, and year,
touch Done to save your changes.

OR
To discard your changes, touch Cancel.

End Date

Away Message

Start Date

9:08 AM Dec 5, 2022

End Date
Indefinite
O 10:08 AM Dec 5, 2022
Select Message
O

D In a Meeting

On a call
[] ramin surgery

|:| In surgery today

|:| Out for lunch

Rosrmes v~ kis

Cancel

Cancel

Dec 5 2022

Cancel

The End Date setting displays the date and time at which the away message will expire and notifications
will resume. By default, End Date is set to “Indefinite” indicating the away message will remain in effect

until a new away message is selected or until notifications are turned on.

Time
To change the End Date time, touch the button displaying the end time.

A scroll wheel is displayed with the current time or the time selected when the away message was last
saved. Scroll up or down on each field to select the hour, minute, and AM or PM.

When you have finished setting the Start Date time, touch Done to save your changes.

OR
To discard your changes, touch Cancel.



12 miSecureMessages Android App User Guide

Date
To change the End Date month, day, and year, touch the button displaying the end date.

A scroll wheel is displayed with the current date or the date selected when the away message was last
saved. Scroll up or down on each field to select the month, day, and year.

When you have finished setting the End Date month, day, and year, touch Done to save your changes.
OR
To discard your changes, touch Cancel.

Select Message

The Select Message setting determines the away message that will appear when notifications are turned
off.

Previously saved personal, group, and system away messages are displayed in the list below the text field.

Enter a new custom away message in the text field.
OR
Touch one of the messages in the list below the text field.

When you have finished configuring the Away Message settings, touch Update to return to the
Notification Settings.
OR

To discard your changes, touch Cancel.
Normal Priority High Priority
Normal Priority
.. . . . il
The Normal Priority setting determines the sound that is played when L stent
notifications are on and a normal priority secure message is received. ] Alarm >
To change your normal priority sounds, touch Normal Priority. Burst 2
The Sound Menu is displayed. [ Chimes >
e Touch the name of the ring tone that you want to use for normal [ Electric Keyboard >
priority secure message notifications.
) ) [] Morse »
e To play a sample of the ring tone, touch the Play icon |p to the
right of the ring tone you would like to sample. OJ Pager >
e To disable notification sounds for normal priority secure [ Ringin >
messages, touch Silent. [ soft >
High Priority 0] space >
The High Priority setting determines the sound that is played when 0] Trance Bass >
notifications are on and a high priority secure message is received.
To change your high priority sounds, touch High Priority. [ iad >

The Sound Menu is displayed.

e Touch the name of the ring tone that you want to use for high priority secure message
notifications.

e To play a sample of the ring tone, touch the Play icon p to the right of the ring tone you would
like to sample. To stop playing the sample ring tone, touch the Pause icon. | §

e To disable notification sounds for high priority secure messages, touch Silent.

To return to the previous screen, touch the Back button.
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New Message

To compose a new secure message, touch the Compose icon ° on
the Inbox Screen, Contacts Screen, or OnCall Screen.

Find contacts 0

Find Contacts e
Patient update

The Find Contacts field is used to search for contacts.

. . . SELECT FROM REPLY MODE
To search for a contact by name, start typing the name in the Find @ CONTACTS o Al
Contacts field.

The names that match the text that you type are displayed in a menu.
Touch the name of the person you want to contact.

Note: If a user has a small Red Circle icon @ in the bottom right
corner of their photo, that user’s miSecureMessages
notifications are turned off, preventing that user from receiving
message notifications. You can still send a message to that
user, but the user will not be notified of the message and will
have to check the Inbox Screen in order to see the message.

Touch Remove All 5 to remove all of the selected contacts at the
top of the screen.

SUbjeCt ° Enter Message w e

Type the subject of your message in the Subject field.

If you are forwarding a message or messages from a thread, the Subject field contains “Forward:”
followed by the subject of the message thread.

Select From Contacts
The Select From Contacts Screen is used to select more contacts to add as recipients.
Touch Select From Contacts @ to open the Select From Contacts screen.

Select contacts from the Contact Circles menus or use the Find Contacts field to search for contacts by
name.

When you have finished selecting additional contacts, click the Close icon X in the top-right corner of
the Select From Contacts Screen or swipe down to add the selected contacts as recipients.

The New Message Screen is displayed and the contacts that have been added are displayed at the top of
the screen.

Reply Mode
The Reply Mode menu is used to select the type of replies to allow recipients of the message to send.
Touch Reply Mode o to open the Reply Mode menu.

e Touch All to set the reply mode to “All”. Recipients will be able to choose whether to reply to
everyone in the thread or to reply to just to the sender of the message.

e Touch Sender to set the reply mode to “Sender”. Replies to the message will be only be sent to
the sender of the message.

e Touch None to set the reply mode to “None”. Recipients will not be able to reply to the message.
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Enter Message
Type your message in the Enter Message field.

If you are forwarding a message or messages, “FW:” is displayed followed by the name of the sender,
date and time, and content of the message or messages that are being forwarded.

When you have finished composing your response, touch the Send icon. @
High Priority

High Priority messages are displayed in red word balloons and play a unique sound when the receiver has
notifications turned on. The sound can be configured in the Notification Settings. By default, your

message is set to Normal Priority, which is indicated by a Normal Priority icon Q on the right side of the
Enter Message field.

e Touch the Normal Priority icon Q to change the priority to High Priority. The Normal Priority
icon turns into a red High Priority icon o to indicate that your message will be sent as a High
Priority message.

e Touch the red High Priority icon o to change a High Priority message back to Normal Priority,
indicated by a gray Normal Priority icon. Q

Message Options
Touch the Plus icon ° in the lower left corner of the screen to access additional options.

The Message Options Toolbar is displayed.

If the optional Attachments feature is enabled, the following attachment .
options are available: B Quick phrases

e Touch Quick Phrases E to display a list of common phrases that )
can be added to your messages. Attach file

e To attach a file from your device, touch Attach File. ]
[ Take picture
e To take a new photo to attach to your message, touch Take

Picture. m

Note: Photos taken from the miSecureMessages app will not be

stored in your device’s Photo Gallery. .
Y Y $ Record audio

B Take video

e To record a new video to attach to your message, touch Take
Video. K

Note: Videos recorded from the miSecureMessages app will not be stored in your device’s Photo
Gallery.

e To record audio to attach to your message, touch Record Audio. \!}
Follow the on-screen prompts to create or select the attachment.
Quick Phrases
Touch Quick Phrases E to display a list of common phrases that can be added to your messages.
Touch the phrase that you want to use.

The phrase is displayed in the Enter Message field.
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To send the phrase, touch the Send icon. @

Note: Personal Quick Phrases can be added, edited, and deleted from the Settings Screen.

Inbox

The Inbox Screen displays secure messages sent by you and secure
messages sent to you.

To display the Inbox Screen, touch the Menu icon == to access the
Menu Drawer and then touch Inbox. [

The Inbox Screen groups replies to a message with the original
message. Each message and its replies are called a message thread.
Messages that do not have replies are listed individually.

For each message thread, the Inbox Screen displays the names of the
senders and recipients of the messages in that thread. Below the
names, the subject of the message thread is displayed. Below the
subject, the first characters of the most recent message in the thread
are displayed. The time or date and time that the most recent message
in the thread was sent is displayed on the right side of the Inbox
Screen.

e Threads containing unread messages are bolded and marked
with a yellow bar on the left.

e High priority message threads are marked with a red High
Priority icon.

e Threads that only allow replies to the sender are marked with

the Reply to Sender icon. 4

=  Mercy Medical Center on ‘W
Erica Sorenson
Subject: Lab Results
1 Attachment, Please see the attached lab ...
(<] Today, 3:42 PM|
Andrea Ward
a Subject: Consult needed
I will call you in ten minutes
Today, 3:40 PM
Andrea Ward, Erica Sorenson, Rachel Ferg...
o Subject: Kidney transplant
5 minutes
Today, 3:40 PM
Angela Massey, Rachel Ferguson 2
Subject: Test
More tests needed
Today, 3:38 PM|
Alan Caspar
,A.' Subject: Lab Results
% ~ our hours are posted here: https://mmcnet....
(=] Yesterday, 11:36 AM
Sean Mandti, Angela Massey, Cynthia H... 3
Subject: Extra coverage
Extra coverage is needed in the ER for disas..,
7/26/22 11:40 AM
Andrea Ward
Subject: Patient Update
Please give John Smith a call (711) 555-05
6/16/221:23 PM
Andrea Ward
Subject: Consult needed
| spoke with Dr. Allen about the patient, and...

6/8/22, M
Erica Sorenson
q Subject: Patient Callback

e Threads that do not allow replies are marked with the No Replies icon. X

e Threads containing an attachment are marked with the Paper Clip icon. &

e To display the messages in a thread, touch the thread subject on the Inbox Screen.

The messages contained in the thread are displayed on the Thread Screen.

e To compose a new secure message, touch the Compose icon ° on the Inbox Screen.

The New Message Screen is displayed.

e Todisplay the Inbox Action Toolbar, touch and hold a message thread.

The Inbox Action Toolbar is displayed at the top of the Inbox Screen.
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Inbox Action Toolbar

To display the Inbox Action Toolbar, touch and hold a message thread.
The Inbox Action Toolbar is displayed at the bottom right corner of the

Inbox Screen and the selected message thread is highlighted.

To toggle the selection of message threads, touch the threads you would

like selected or deselected.
e To select all threads, touch the Select All icon. @

e To forward the selected thread, touch the Forward icon. °

Note: The Forward icon o is not available when more than one

thread is selected.
e To delete the selected threads, touch the Delete icon. 0

You can also delete a thread by swiping to the left.

™o
Select all @
Emo

Note: Message threads deleted from your Inbox Screen may still be stored on the server from
which the messages originated and accessed by other users who were included in the

thread.

To close the Inbox Action Toolbar, touch the Close icon. Q

Thread

The Thread Screen displays the messages contained in the thread that
was selected on the Inbox Screen.

To display the messages in a thread, touch the thread subject on the
Inbox Screen.

The names of the senders and recipients of the messages in the thread
and the subject of the thread are displayed at the top of the screen.

e If the thread is high priority, a red High Priority icon @ is
displayed to the left of the names.

o If the thread only allows replies to the sender, a Reply to
Sender icon e is displayed to the left of the names.

e If the thread does not allow replies, a No Replies icon 8 is
displayed to the left of the names.

The original message and any reply messages are displayed in word
balloons. High priority messages are labeled “High Priority” at the
top of the word balloons. The messages are organized by date and
time, from oldest to newest. The date and time that the message was
sent is displayed below each message. If there is more than one
possible sender, the photo and name of the sender is displayed to the
left of the date and time.

a Andrea Ward e
4 Subject: Consult needed

| need your opinion regarding a
change of medication for patient
John Smith.

Today, 4:27 PM

N
P will call you in ten minutes {

Today, 4:28 PM

° Enter Message [ e

To refresh the Thread Screen to show replies that have been received since the screen was displayed,

touch the Refresh icon C in the top right corner of the screen.
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Message Details
To display a detailed history of a message, touch the message.

The Message Details pane is displayed.

The Message Details pane lists the intended recipients of the Megzage Detalls

message, the sender of the message, and the date and time that Recipient: David Darcy

the message was sent. Beneath the name of each recipient, the Delivered: 12/5/22 4:27 PM
date and time the message was delivered to that recipient (if it Read: 12/5/22-4:27 F
was delivered), and the date and time the message was read by Sender: Andrea Ward

the recipient (if it was read) are listed. Sent: 12/5/22 4:27 PM

Touch the Back button to return to the thread.

Message Thread Action Toolbar
To display the Message Thread Action Toolbar, touch and hold a message.

The Message Thread Action Toolbar is displayed at the top of the Thread Screen and check boxes are
displayed to the left of each message.

» (] o

Select all Complete Forward Delete Cancel

Touch the check box to the left of a message to select the message. A check mark is displayed.
e To select all messages in the thread, touch Select All. E
o To mark the selected messages “Completed,” touch Complete.

The word “Completed” is displayed below completed messages to indicate that no more actions
need to be performed for the message.

e To forward the selected messages, touch Forward. :}

e To delete the selected messages, touch Delete. ﬁ

Note: Messages deleted from your Inbox Screen may still be stored on the server from which the
messages originated and accessed by other users who were included in the thread.

e To close the Inbox Action Toolbar, touch Cancel. @
Enter Message
To reply to a message, type your response in the Enter Message field.
High Priority

High Priority messages are displayed in red word balloons and play a unique sound when the receiver has
notifications turned on. The sound can be configured in the Notification Settings. By default, your
message is set to Normal Priority, which is indicated by a Normal Priority icon a on the right side of the
Enter Message field.

e Touch the Normal Priority icon Q to change the priority to High Priority. The Normal Priority
icon turns into a red High Priority icon o to indicate that your reply will be sent as a High
Priority message.

e Touch the red High Priority icon o to change a High Priority message back to Normal Priority,
indicated by a gray Normal Priority icon. Q

When you have finished composing your response, touch the Send icon. @
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Message Options
Touch the Plus icon ° in the lower left corner of the screen to access additional options.
The Message Options Toolbar is displayed.

If the optional Attachments feature is enabled, the following attachment .
options are available: B Quick phrases

e Touch Quick Phrases E to display a list of common phrases that )
can be added to your messages. Attach file

e To attach a file from your device, touch Attach File. @ )
[ Take picture
e To take a new photo to attach to your message, touch Take

Picture. Q

Note: Photos taken from the miSecureMessages app will not be

stored in your device’s Photo Gallery. .
Y Y & Record audio

B Take video

e To record a new video to attach to your message, touch Take
Video. K

Note: Videos recorded from the miSecureMessages app will not be stored in your device’s Photo
Gallery.

e To record audio to attach to your message, touch Record Audio. \!J
Follow the on-screen prompts to create or select the attachment.

Quick Phrases

Touch Quick Phrases E to display a list of common phrases that can be added to your messages.
Touch the phrase that you want to use.

The phrase is displayed in the Enter Message field.

To send the phrase, touch the Send icon. @

Note: Personal Quick Phrases can be added, edited, and deleted from the Settings Screen.

Reply to

If you are replying to a message that allows replies to multiple recipients, touch the photo of the sender
and touch Reply to followed by the sender’s name to send a reply to only the sender.

The New Message Screen is displayed. The Subject field contains the subject of the message thread and
the message contains the reply and the text of the previous messages in the thread. Follow the instructions
for the New Message Screen to send the reply and the previous messages in the thread as a new message
thread.

Dialing from a Message

If a message contains a phone number, you can touch the number to dial the number. Depending on how
your miSecureMessages service is configured, you may have the option to dial direct or the option to
route your call through your call center or organization.

Touch the phone number to dial.

If your administrator has given you the option to choose dialing direct or routing your call, the Make
Phone Call menu is displayed.
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To dial direct from your device, allowing your device’s phone

number to be seen, touch Dial direct. Make Phone Call

OR Dial direct
To route the call through your call center or organization so that
their number is shown on the Caller ID, touch Mask my phone Mask my phone number
number.

If you have never dialed from the miSecureMessages app before, a message is displayed asking to allow
miSecureMessages to make and manage phone calls. Touch Allow if you want to be able to use the
miSecureMessages app to dial phone numbers.

Contacts
. . = Contact o &
The Contacts Screen is used to select miSecureMessages users to o
receive a secure message or to add contacts to a personal circle using Favorites @ v
the optional Personal Circle feature. _
Cardiology (5) v
To display the Contacts Screen, touch the Menu icon = to access —— o~
the Menu Drawer and then touch Contacts. E3 ergency
Search Pediatrics @) v
. Radiology (3) v
To search for a contact by name, touch the Search icon &8 on the
title bar. Staff @~
Start typing the name in the Search field. setectall L]
. . '? N Alan Caspar O
The names that match the text that you typed are displayed ina menu. |~
eAmy Thompson O
Touch the name of the people you want to contact.
Contact Circles 0 narea wer O
The Contacts screen contains drop-down menus for each Contact QA“QE'H i O
Circle. g Cynthia Hilbrich 0
e To display the contacts that are members of a Contact Circle, .
touch the name of the Contact Circle. @ pavid barey
The photos and names of the contacts assigned to that _ﬂ, DeAnn Womson O

Contact Circle are displayed.

If a user’s miSecureMessages notifications are on, a small Green Circle icon ¢ is displayed in
the bottom right corner of their photo.

If a user’s miSecureMessages notifications are off, a small Red Circle icon @ is displayed in the
bottom right corner of their photo and the away message is displayed below their name.

e To select contacts, touch the names of the contacts.
A check mark is displayed to the right of the selected contacts.
To deselect a contact, touch that contact’s name again to remove the check mark.

Note: If a user has a small Red Circle icon @ in the bottom right corner of their photo, that user’s
miSecureMessages notifications are turned off, preventing that user from receiving
message notifications. You can still send a message to that user, but the user will not be
notified of the message and will have to check the Inbox Screen in order to see the
message.

e Toselect all of the contacts in a Contact Circle, touch Select all.
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Personal Circle

The Personal Circle feature enables you to create your own personal circle of contacts. If the Personal
Circle feature is enabled on your account, the Star icon 7 7 is displayed on the title bar when the Contacts
Screen is displayed.

Touch the Star icon 7 to add the selected contacts to your Personal Circle.

The Edit Personal Circle dialog box is displayed.
Add selected contacts to @

e To add the selected contacts to your Personal Circle, personal circle

touch the Plus icon.

Remove selected contacts O
e Toremove the selected contacts from your Personal from personal circle

Circle, touch the Minus icon.

The contacts that were added to your Personal Circle are displayed in a circle at the top of the list of
Circles on the Contacts Screen if there is at least one contact assigned to your Personal Circle.

Contact Information

To view the contact information for a miSecureMessages user, touch the photo or icon displayed to the
left of the contact’s name on the Contacts Screen.

The Contact Information Screen for that user is displayed.

If the contact’s miSecureMessages notifications are on, a small
Green Circle icon ¢ is displayed in the bottom right corner of
their photo.

If the contact’s miSecureMessages notifications are off, a small
Red Circle icon @ is displayed in the bottom right corner of their

photo and the away message is displayed below their name. Angel aM assey

Phone Number/Device Phone Number

To dial the user’s phone number, touch the phone number ‘. Device phone number

displayed under Phone number or Device phone number.

] o 7115554545
The Make Phone Call dialog box is displayed.
e Touch Dial Direct to make a normal phone call. o4 Personal circle ®
Added

e Touch Mask my phone number to hide your phone
number from the person receiving the call.

If you have never dialed from the miSecureMessages app before, a message is displayed asking to allow
miSecureMessages to make and manage phone calls.

Touch Allow if you want to be able to use the miSecureMessages app to dial phone numbers.
The phone number is displayed in your device’s phone app.

Use your phone app to place the call. After you have finished with the call, touch the Back button to
return to the miSecureMessages app.

Personal Circle

The Personal Circle feature enables you to create your own personal circle of contacts. If the Personal
Circle feature is enabled on your account, the Personal Circle slider is displayed.
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If the contact is a member of your Personal Circle, “Added” is displayed. If the contact is not a member of
your Personal Circle, “Not Added” is displayed.

Touch the Personal Circle slider to add the contact to your personal circle or to remove the contact from
your personal circle.

To close the Contact Information Screen and return to the Contacts Screen, touch the Back button.

Sending a Secure Message

When you have finished selecting contacts from the Contacts Screen, touch the Compose icon '# to
proceed to the New Message Screen.

The names of the selected contacts and the message subject are displayed at the top of the screen.

OnCall

The OnCall Screen is used with the optional Intelligent Series (1S)

Directory OnCall feature to contact people who are assigned toon- | g g

call schedules.

OnCall

. . . My Assignments
Contact the company or organization that is hosting your an oa-o%m- Emergency
miSecureMessages Web Service for more information about OnCall. Shift  11:00PM Dr

To display the OnCall Screen, touch the Menu icon = to access the
Menu Drawer and then touch OncCall. [ Schedules

If the Login Screen is displayed, a match was not found for your Cardiac
username and password.

Lab
Login

Obstetrics

Enter the IS Apps Login provided by the company or organization

that is hosting your miSecureMessages Web Service.
Ophthalmology
Password

Enter the IS Apps Password provided by the company or organization | Orthopedic
that is hosting your miSecureMessages Web Service.

Touch Login.

The OnCall Screen is displayed.

My Assignments

All of your on-call assignments for the day are displayed in the My Assignments pane.
Schedules

The Schedules pane contains a list of the names of all of the on-call schedules that you have permission to
view.

Touch the name of the schedule that you want to display.
The Schedule Screen is displayed.
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The current shifts for the selected schedule are displayed on the Schedule JnGa

Screen. For each shift, the shift name, the role name, the start and end time, | Cardiac
and the description of the assigned resource are displayed. If the resource

. - - . - 2nd Shift - Attending Physician
person is registered for miSecureMessages, the Padlock icon & is EEOOPM- AT B0BA Deild
displayed. Darcy, Physician Cardiac »

Swipe the screen to scroll up or down.

2nd Shift - Cardiac Dr On Call

Tap the person that you want to contact. 03:00PM-11:00PM Andrea
Ward, Physician Cardiac «

Tap the Compose icon. °

If the selected person is registered for miSecureMessages, the New 2nd Shift - Cardiac Nurse On Call
Message Screen is displayed. SL0PM-11:00RM ot

assigned

Follow the instructions provided in this document under the topic “New
Message.”

When you have finished composing your message, tap the Send icon.

Status @

The Status Screen is used with the optional Intelligent Series (1S) Contacts feature. The Status Screen
enables you to make changes to your status. Your status can be accessed by agents and operators using IS
applications to determine how you should be contacted at various dates and times.

Contact the company or organization that is hosting your miSecureMessages Web Service for more
information about Status.

To display the Status Screen, touch the Menu icon &= to -
access the Menu Drawer and then touch Status. [ Status

If the Login Screen is displayed, a match was not found for
your username and password.

Current Status
Login 04/30/2021 02:32 PM In Office

Enter the IS Apps Login provided by the company or
organization that is hosting your miSecureMessages Web
Service.

Password

Enter the IS Apps Password provided by the company or organization that is hosting your
miSecureMessages Web Service.

Touch Login.

The Status Screen is displayed.

To change your status, touch the Status tab.
The Status Screen is displayed.

Current Status

The Status Screen shows your current status and the date and time that your status most recently changed
(or the current date and time if the date and time of the status change is unknown).

To change your status, touch Change Status.
The Select Status Screen is displayed.
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Select Status Screen = Staws
The Select Status Screen displays a list of possible statuses. [ T STatUe T e |

The statuses that are available are determined by your
miSecureMessages provider.

Select Status

None

e To set your status, touch a status in the list.

In Office
e Torevert to your default status, touch Use Default.
¢ To indicate another person is covering for you, touch Out of Office
Covered By. A directory is displayed. Touch a letter to In Surgery
display a list of people whose names start with that letter.
Touch the name of the person who is covering for you. Making Rounds

e To enter a new phone number, touch Phone. Enter the phone

h
number at which you want to be contacted. Touch Save. Attune

T

If the Status Options Screen is displayed, you can choose to set your
status change to never expire or select a date and time range.

e To set your status change to begin immediately and not expire until your status is manually
changed, touch Immediate — No Expiration. Then touch Save.

e To set your status change to begin and end at specified dates and times, touch Selected Time
Range. Set the Start Date, Start Time, End Date, and End Time. Then touch Save.

Your status is displayed on the Status Screen.

Accounts

The miSecureMessages app can be registered with more than one Account ID to provide access to
multiple miSecureMessages accounts.

To switch between miSecureMessages accounts or to add or
delete an account, touch the Menu icon &= to access the Menu

Drawer and then touch Accounts. & O General Hospital 27 ©
The Accounts Screen is displayed. Mercy Medical Center ©
The Accounts Screen displays option buttons next to the names of O MMC Family Dentristry o
each of your miSecureMessages accounts. The number following

the account name indicates the number of unread messages in the o Q 0
account.

e To switch to a different account, touch the name of the
account.

Touch the Check Mark icon Q to display the Inbox Screen.

Note: When a message notification arrives for one account while another account is selected, you
can touch the message notification to switch to the Inbox Screen for that account.

e To add an account to this device, touch the Plus icon. e
The Add New Account Screen is displayed.
Enter Account ID
Enter your miSecureMessages Account ID as specified by your miSecureMessages provider.
Touch NEXT.
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o If the Account ID was entered successfully, the Sign In Screen is displayed.

o Ifthe Account ID was not entered successfully, a “Problem with license” error is
displayed.

If the “Problem with license” error appears, touch OK to return to the Add New Account Screen.
Try reentering your miSecureMessages Account ID.

If the error is displayed again, contact your miSecureMessages provider to verify that you have
the correct Account ID.

Follow the directions for the Sign In Screen provided at the front of this document.
e To remove an account from this device, touch the Minus icon. e
The Delete Account dialog box is displayed.

Note: Before removing an account, contact your miSecureMessages administrator. Your
administrator needs to remove your username from the account, or you may continue to
receive message notifications for the deleted account and will not be able to access the
messages.

To cancel the delete request, touch Cancel.

or
If you are certain you want to remove the account from this device, touch Delete.
Settings

The Settings Screen is used to make changes to your user settings.

&9

Note: The Settings properties apply to all of your accounts on a Settings ~
single miSecureMessages server. If you have an account on _
multiple miSecureMessages servers, switch to the account that | ¢ Display Name

you want to edit before making changes to the Settings. pavid perey

. . ] Phone Number
To display the Settings Screen, touch the Menu icon == to access the 7115554862

Menu Drawer and then touch Settings. £ -, Email

ddarcy@mmecnet.org

The Settings Screen is displayed.

. R . @ Notification Interval
Note: Depending on your system’s configuration, you may or may 01:00

not have permission to change one or more of your settings. Password
Contact your system administrator if you would like to make @ | ™ &t your passworc

change that your system does not allow. Passcode

Contact Ph Oto Edit current passcode

You can use the Contact Photo feature to add a photo to your profile, | @ Biometric Authentication g

Use hiometric for passcode

To add a photo or change your photo, touch the Add Photo icon. E' @ Theme Color

Choose a theme color

The Edit Contact Photo dialog box is displayed.
g play ¢ Background Color
" Choose app background color

e Touch From Camera €5 to use your device’s camera to take
a photo.

Note: Photos taken from the miSecureMessages app will not be stored in your device’s Photo
Gallery.

e Touch From Gallery to select a photo from your device’s photo gallery.

e Touch Delete Current Photo E to remove the existing photo from your profile.
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Display Name
Display Name determines how your name appears in the miSecureMessages Contacts directory and on all
of your secure messages.

To change your display name, touch Display Name. (%
The Display Name dialog box is displayed.

Type your name as you wish it to appear in the miSecureMessages Contacts directory and on all of your
secure messages. First name and last name are recommended (for example, “John Smith”).

Touch Save.

Phone Number

The miSecureMessages users within your company or organization can use your phone number to call
you from the miSecureMessages app. Your phone number also can be used to receive escalation text
messages if you did not respond to a secure message notification.

To change your phone number, touch Phone Number. %
The Phone Number dialog box is displayed.

Type the phone number on which you want to receive escalation text messages and which you want
miSecureMessages users to use to call you.

Touch Save.

Email

Email is the e-mail address used to send you hyperlinks to reset your miSecureMessages password and to
register for additional miSecureMessages accounts.

To change your e-mail address, touch Email.
The Email dialog box is displayed.

Type the e-mail address that you want miSecureMessages to use to send you password reset hyperlinks
and account registration hyperlinks.

Touch Save.

Notification Interval

If the miSecureMessages Persistent Alerts feature is enabled by your miSecureMessages provider,
miSecureMessages sends repeat notifications of messages until the message is opened on your device or
the maximum number of notification attempts have been made. Notification interval determines the
number of minutes and seconds to wait between Persistent Alert notifications.

To change your Notification interval, touch Notification Interval. @
The Notification Interval dialog box is displayed.

Use the scroll wheel to select the number of minutes and seconds to wait between Persistent Alert
notifications. The input will not accept values less than 15 seconds.

Note: It is not recommended to set the Notification Interval over 5 minutes because it could cause you to
miss important messages.

Touch Save.
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Password
A password is used to identify you when connecting to the miSecureMessages Web Service.

Keep your password a secret so that no one else can connect to the miSecureMessages Web Service in
your name.

To change your password, touch Password. ***

The Edit Password dialog box is displayed.

Old Password

Type your current password.

New Password

Type a new password. Any complexity requirements that must be met are listed on the screen.

Keep your password a secret so that no one else can connect to the miSecureMessages Web Service in
your name.

Retype Password
Type the new password again to verify that no characters were mistyped or omitted.
Show or Hide Typing

e To show the password text in the Old Password, New Password, and Retype Password fields,
make sure no one can observe your screen and then touch the Not Visible icon 42 inside the
field.

e To hide the password text in the Old Password, New Password, and Retype Password fields,
touch the Visible icon €& inside the field.

Touch Save.

e If you enter the incorrect password, an error is displayed. Touch Ok to return to the Edit
Password Screen and try again.

e If your password was changed successfully, the Settings Screen is displayed.

Passcode

The passcode is a security feature that requires a code to be entered each time the miSecureMessages app
is opened on your device.

To add a passcode or to change your passcode, touch Passcode. [

The Edit Passcode Screen is displayed.

Old Passcode

Type your current passcode.

New Passcode

Type a new passcode. Any complexity requirements that must be met are listed on the screen.
Retype New Passcode

Type your new passcode again to verify that no characters were mistyped or omitted.

Show or Hide Typing

The Visible @» and Not Visible €% icons are used to show or hide typing in the New Password, Retype
New Password, Passcode, and Retype New Passcode fields.
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e To show the passcode text in the Old Passcode, New Passcode, or Retype Passcode field, make
sure no one can observe your screen and then touch the Not Visible icon 42¥ inside the field. The
text is displayed, and the icon is replaced by the Visible icon. &»

e To hide the passcode text in the Old Passcode, New Passcode, or Retype Passcode field, touch the
Visible icon € inside the field. The text is hidden, and the icon is replaced by the Not Visible
icon. 45

Touch SAVE.

e If you enter the incorrect passcode, an error is displayed. Touch Ok to return to the Edit Passcode
Screen and try again.

o If your passcode was changed successfully, the Settings Screen is displayed.

Biometric Authentication

The Biometric Authentication feature can be used to enable fingerprints, voice recognition, iris scanning,
or face recognition to unlock the miSecureMessages app in place of entering a passcode.

By default, the Biometric Authentication feature is set to Off.

To turn on the Biometric Authentication feature, touch the Biometric Authentication slider.

To use the Biometric Authentication feature, you must enroll in a biometric in your device settings.
Additionally, a lock screen, code, or pattern must be assigned in the Lock Screen and Security settings on
the device. If this has not been done, a “Biometric not enrolled” error is displayed.

Touch Settings to open your device’s Lock Screen and Security settings. Configure a pattern, PIN, or
password and enroll in a biometric. The next time you open the app, you will be prompted to use the
biometric that you enrolled in to sign in.

Theme Color

The Theme Color feature enables you to customize the colors
used in the miSecureMessages screens. You can select a different Q

Theme Color

color theme for each of your miSecureMessages accounts.

To change the theme color for the selected account, touch Theme
Color. @

The Theme Color dialog box is displayed.
Touch the desired color combination.

Touch Save to save your changes to the Theme Color setting. —

The colors used in the screens for the current account are changed
to the selected color combinations.

Background Color

The Background Color feature enables you to change the background of the miSecureMessages screens to
either a dark background or a light background.

Note: The dark background will help preserve battery life.

To change the background color for the selected account, touch the button with the arrow to the right of
Background Color. !

The Edit Background Color dialog box is displayed.
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e Touch Light to use a light background.

e Touch Dark to use a dark background.

e Touch System to follow your device’s system settings for light or dark backgrounds.
Touch Save to save your changes to the Background Color setting.

The background color is changed to match the selection.
g g Quick Phrases

Quick Phrases

Quick Phrases are common phrases that can be added to your
messages. In addition to the Quick Phrases that have been
provided by your administrator, you can add your own personal
Quick Phrases. I will call you ASAP

New Quick Phrase ’ 0

To add, edit, or delete personal Quick Phrases, touch Quick
Phrases. B

The Quick Phrases dialog box is displayed.
New Quick Phrase call me

To add a new personal Quick Phrase, enter the phrase in the New
Quick Phrase field and then touch the Plus icon. O Close

The personal phrases that have been added are displayed beneath
the New Quick Phrase field.

To rearrange Quick Phrases, touch and hold the List icon = of the phrase you would like to move and
drag it to the desired position in the list.

To edit a Quick Phrase, touch the phrase to select it. Make changes to the phrase, then touch Save.
To delete a Quick Phrase, touch the Delete icon. ﬁ

When you are finished editing Quick Phrases, touch Close to return to the Settings Screen.
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When creating new passwords and
passcodes, the complexity requirements are
displayed above the text field and the
requirements that have been met are now
displayed in strikethrough text.

The Menu Drawer now displays user profile
information in the header and is divided into
two menus: Pages and Groups.

Subject, Priority, and Reply Mode have been
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Message Screen. Contacts can then be
searched from the Find Contacts field or
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Changed Android OS requirement to 8.
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